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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste
89. 138. 197. 82

|9 gnature | Devi ce Action |DPocation. Location |Count |
| srael 147.237.0.120 |niluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 14160
81. 218. 206. 82 | srael 147.237.0.120 |mluimaka.idf.il |B ock Udp Al Nets drop BBL.- | srael 3
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|Top Attackers In |D|

Attacker Address
151.217.178. 88

| Attacker Geo

| Target Address
147.237.0. 120

|Ste
ml ui maka. i df.

| gnature
ET SCAN Potenti al

WNC Scan 5900- 5920

|Oount

146. 185. 250. 2

Russi an Federation

147.237.0.120

| ui maka. i df.

ET SCAN NVAP -sS wi ndow 1024

104. 200. 78. 34

Lhited Sates

147.237.0.120

m | ui maka. i df .

ET SCAN Potenti al

SSH Scan

151. 217.178. 80

147.237.0.120

m | ui maka. i df.

ET SCAN Potenti al

VWNC Scan 5900- 5920
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

dgnature

Devi ce

Sreaning Engine: TP Invalid

Inval id segnent retransnission. Packet

Action

‘Oount

213.184. 119. 136l srael 147.237.0. 120 |m| ui maka. i df . i S . drop 36771
Ret r ansni ssi on dr opped.
66.249.93.209 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 4085
62.219. 151. 147 [Israel 147.237. 0. 120 | il vi maka i df .i (" €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 3744
Ret r ansni ssi on dr opped.
66.249.93.212 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 3077
66.249.93.215 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 2773
77.125.73.79  |israel 147.237. 0. 120 | il ui maka i df .i (2 €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret ransni ssi on dr opped.
92.224.251.20 |Germany 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1080
68.180.229. 121 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1046
66.249.81.224 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 809
66.249.81.230 |Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 806
66.249.81.227 |lhited Sates |147.237.0.120|nmlui maka. idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 756
149. 78. 236. 127 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 640
207. 46. 13. 46 Lhited Sates |147.237.0.120|mluimaka.idf.ilGeo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 509
149. 78. 46. 32 | srael 147.237.0.120|ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 321
66.249. 93. 209 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 265
66. 249. 93. 215 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 240
66. 249. 93. 212 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 240
149. 78. 251. 10 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 225
88. 96. 19. 246 LKJ?Ir:;gom 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 224
149. 78. 40. 95 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 219
187.189.9.193 |Mexi co 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 206
149. 88. 73. 50 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 200
46.229.164.99 |Lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 200
108. 171. 129. 189|Ger many 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
199. 207.253. 96 |lLhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-|ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 184
207.46.13.134 |lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 179
149. 88. 192. 208 |l srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 166
213.204.101. 24 |Lebanon 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
149. 88. 27. 146 | srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 159
79.183.33.236 | srael 147.237. 0. 120 |l ui maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
2.54.187.196 [ srael 147.237. 0. 120 | il vi maka. i df .i (2 €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
109. 66. 140. 58 |Israel 147.237. 0. 120 |l ui maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
66. 102. 9. 90 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 139
15. 90. 166. 12 Lhited Sates |147.237.0.120|ml uimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 131
149. 78. 225. 250 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 125
134.191. 232. 68 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
66. 102. 9. 80 Lhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-|ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 110
187.237. 14. 228 |Mexi co 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
51.175. 93. 165 Eiqlr:gegom 147.237.0. 120 |m| ui maka. i df .i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 102
78.108. 169. 25 |Lebanon 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 100
149. 88. 127.48 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 89
157.55.39.157 |lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-|ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 87
46.16.142. 100 |Cyprus 147.237.0. 120 |m ui maka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
157.55.39.199 |lhited Sates [147.237.0.120|nmluimaka.idf.i|Geo-Iocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 80
66. 102. 9. 100 Lhited Sates |147.237.0.120|mluimaka.idf.ilGeo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
149. 88. 37. 17 | srael 147.237.0. 120 |ml uimaka.i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 76
2.54. 55, 62 I srael 147. 237. 0. 120 |nil vi maka. i of . (27 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 72
Ret ransni ssi on dr opped.
46. 19. 85. 192 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence I nval i d ACK nunber noni t or 69
167. 220. 196. 25 LKJ?Ir:;gom 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 67
149. 78. 157. 185 |l srael 147.237.0. 120 |ml uimaka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 66
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘ Target Address |Ste

Sgnature

Devi ce

‘Oount

Ceo Action
213.184.119. 136|l srael 147.237.0.120 |mluimaka.idf.iIMil tipl e Uhaut hori zed URL Access from 213. 184. 119. 136 Bl ock 110
213.184.119. 136|l srael 147.237.0. 120 |mluimaka.idf.i{Too Many of the Sane Response Code (404) in Session from213.184.119.136 |B ock 96
213.184.119. 136|l srael 147.237.0. 120 |m| ui maka. i df . i |PHP At tenpt Bl ock 15
81.218.56.171 | srael 147.237.0. 120 |mluimaka.idf.i{Mil tipl e Unauthori zed URL Access from81.218.56. 171 Bl ock 6
213.184.119. 136|l srael 147.237.0. 120 |mluimaka.idf.i |Too Many 404: Response Code per Session Bl ock 2
81.218. 140. 112 |lsrael 147.237.0. 120 |ml ui maka.idf.ileMii | Hoardi ng Bl ock 1
46. 19. 85. 29 | srael 147.237.0. 120 |ml ui maka. i df . i lUnknown HTTP Request Met hod gvnj xg45 in URL Bl ock 1
A . . JUhaut hori zed URL Access to
81.218.56. 171 I srael 147.237.0. 120! uimaka. i df .| v il ui maka. i df.il/sip storage/fil es/ 3/ si ze220x0/ 1943. png B ock !
79.177.229.173 |lsrael 147.237.0. 120 |ml uimaka. i df.i {Uhknown Paraneter — in ww mlui maka.idf.il/894-he/ ml ui maspx Bl ock 1
213.184.119. 136|l srael 147.237.0. 120 |ml uimaka.i df .illhaut hori zed URL Access to ww niluimaka.idf.il/sip storage/files/ Bl ock 1
81.218.56. 171 I srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paranet er wh48617274 in waw m |l uimaka.idf.il/scriptresource. axd Bl ock 1
79. 178. 48. 29 I srael 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed URL Access to www mil ui maka.idf.il/1355-he/ nil ui maspxa€?a€Z |B ock 1
R . . . Uhaut hori zed URL Access to
213.184.119. 1361 st ael 147.237.0. 120 mluimaka i df- 1} ) i | i moaka i i |/t enpl at es/ homepage/ moked il ui @i | i df .| Bl ock !
81.218. 140. 112 |l srael 147.237.0. 120 |mluimaka.idf.i|\Enai | collector robots 14 Bl ock 1
46. 19. 85. 29 I srael 147.237.0. 120 |ml ui maka.idf.i{Mal formed URL Bl ock 1
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