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W 81.218.70.243, |srael
46.19.85.12, |srael

W 213.151.45. 36, Israel
176.13.12. 64, |srael

W 212.25.121. 195, |srael

l 79.180.203. 68, |srael

W 210. 73.74. 202, China

W 151. 217.97. 185, null
199. 203. 130. 254, | srael

W 149.78.68.211, |srael




12-28-2015 to 12-29-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.25.121.195 | srael 147.237.0.120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
149. 78. 68. 211 | srael 147.237.0.120 | uimaka.idf.il Invalid TGP H ags drop BBL- | srael 1




12-28-2015 to 12-29-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-28-2015 to 12-29-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Count
5. 39. 222. 253 Net her | ands 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
138. 219. 176. 241 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 55 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 73. 74. 202 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 Chi na 147.237.0.120 mluimaka idf.il ET SCAN Potential SSH Scan 1
151.217.97. 185 147.237.0.120 miluimaka.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 63 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




12-28-2015 to 12-29-2015

|Top Attackers In FW |

Target Address |Ste

Sgnature

‘Attacker Geo

66. 249. 93.209 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 167541
66. 249. 93. 215 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 81816
66.249.93.212 |[Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-| ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 72935
66.249. 81.224 |lLhited Sates |147.237.0.120|mluimaka.idf.i]Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent dr op 32424
66.249.81.230 |lLhited Sates |147.237.0.120|mluimaka.idf.i]|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent dr op 4503
66. 249. 81. 227 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 3757
109.67.3.136  |Israel 147.237. 0. 120 |l vi maka. i df . i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2313
Ret r ansni ssi on dr opped.
109. 66. 209. 238 |1 srael 147. 237.0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
2.54.144.89  |israel 147.237. 0. 120 |l vi maka. i df . i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
68. 180.229. 121 |Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1 ocation enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1306
64.236.4. 2 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent dr op 885
207. 46. 13. 19 Lhited Sates |147.237.0.120|ml uimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 573
96. 93. 70. 161 Lhited Sates |147.237.0.120|mluimaka.idf.i]Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 536
109. 66.54.42  |Israel 147.237. 0. 120 |l vi maka. i df i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 477
Ret r ansni ssi on dr opped.
157.55.39. 211 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 421
176.13.3.112  [Israel 147.237. 0. 120 |l vi maka. i df i (" €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 404
Ret r ansni ssi on dr opped.
149. 78.37. 182 |l srael 147.237.0. 120 |n | ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 339
157.55.39.199 |Whited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent dr op 322
128.12.245.10 |Whited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent dr op 292
73.183.245.217 |Lhited Sates |147.237.0.120|ml uimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 279
66. 249. 93. 209 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 279
66. 249. 93. 212 |l srael 147.237.0. 120 |m!l uimaka.i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 251
66. 249. 93. 215 |l srael 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 250
168. 63. 200. 167 |Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent dr op 249
87.121.106.17 |[Bulgaria 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 241
188.12.13. 152 |ltaly 147.237.0. 120 |m| ui maka. i df .i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 228
149.50. 94.101 |Whited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 227
15. 90. 166. 11 Lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 227
79.177. 145. 245 |I srael 147. 237. 0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 225
Ret r ansni ssi on dr opped.
149. 88. 73. 50 | srael 147.237.0. 120 |m| ui maka. i df .i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 224
95. 215. 62. 13 Spai n 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 223
207.46.13.134 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 187
66. 249. 81. 227 |l srael 147.237.0. 120 |nm | ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 174
66. 249. 81. 224 |lsrael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 173
66. 249. 81. 230 |lsrael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 161
40.77. 167. 25 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 148
207.46.13.109 |Lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 147
149. 78. 32. 133 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 146
2.54.140.18  |israel 147. 237. 0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.
79.177.24.149 |israel 147.237. 0. 120 |l vi maka. i df . i (" €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
79.179. 151. 135 |I srael 147. 237. 0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.
79.176.115.20 |israel 147.237. 0. 120 |l vi maka. i df . i | €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
87.68.18.119 [l srael 147. 237. 0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.
165.225.72.81 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 142
181. 178. 27. 22 |Panama 147.237.0. 120 |ml uimaka.i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 132
81.57.138. 42 France 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 120
51.175. 93. 165 llgiqlr:gec(ijom 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 118
46.229. 164. 100 |Lhited Sates [147.237.0.120|mlui maka.idf.il]Geo-|ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 116
66. 102. 9. 80 Lhited Sates |147.237.0.120|ml uimaka.idf.i]Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 109
66.249. 75.219 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 95




12-28-2015 to 12-29-2015

|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte Sgnature . ‘Oount
Ceo Action
81. 218. 70. 243 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 81. 218. 70. 243 B ock 8
Unaut hori zed URL Access to
213.151. 45. 36 | srael 147.237.0. 120 |ml ui maka. i df.i|waw m | ui maka.idf.il/&a=u&ed=0ahukewi q95kai __j ahxi pxokhupsdt sqf ggi maa&si g |B ock 4
2=po5xf wgt nbdznmdunbi 0zkg&usg=af qj cne5p7mdpncnma58u2cj znf g7azoamwv
176. 13. 12. 64 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw m | ui maka.idf.il/1400- B ock 3
- . . JUnknown HTTP Request Met hod _Sessi onl d=dOxdvz55t hozmdubgpr su4qi; in URL
46.19.85.12 I srael 147.237.0. 120 mluimaka i df 11" "y "0y b62f=8c4c34f ade34d3a0. 1451323724, 1. 1451323?24. 1421323724. Bl ock !
81.218. 70. 243 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd B ock 1
46.19. 85. 12 | srael 147.237.0. 120 |ml ui maka.i df.i|Abnornal | y Long Request request version B ock 1
79. 180. 203. 68 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 79. 180. 203. 68 B ock 1
46.19. 85. 12 | srael 147.237.0.120|mluimaka. idf.illllegal HITP Version pk_ses. 104. b624=* B ock 1
79.180. 203. 68 |l srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed UR_ Access to waw mlui maka.idf.il/sip storage/files/ 1/ B ock 1
199. 203. 130. 254 |l srael 147.237.0. 120 |ml uimaka.idf.i|Uaut hori zed UR. Access to waw m| ui maka.idf.il/1402-he/ mlium aspx B ock 1
- . . - {Mal forned URL
46.19.85. 12 | srael 147.237.0. 120 mlurmaka 1 df 11"\ 7 104 he24=8cac34f ade34d3a0. 1451323724, 1. 1451323724, 1451323724, . |2 OK !
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