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81. 218. 206. 82, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 206. 82 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
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|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |gte |9 gnature | count |
151. 217. 26. 35 147.237.0.120 miluimaka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.170.70. 222 Chi na 147.237.0. 120 | uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Sgnature

Devi ce

‘ Target Address |Ste

Action

‘Count

66. 249. 93. 209 Lhited Sates 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150585
66. 249. 93. 215 Lhited Sates 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 73223
66.249.93.212 |lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 56079
66.249. 81. 224 |lhited Sates 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 32973
66.249. 81. 227 |lhited Sates 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 15597
66.249.81.230 |lhited Sates 147.237.0. 120 |ml ui maka. i df.i §Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 15340
109. 64. 206. 215 | srael 147. 237. 0. 120 |l vi maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
80. 178. 214. 242 i srael 147. 237. 0. 120 |nil ui maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 2304
Ret r ansn ssi on dr opped.
31.168.147.82 |Israel 147. 237. 0. 120 |l vi maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
109. 66.54.42  |Israel 147.237. 0. 120 | il ui maka. i df .i (X €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansn ssi on dr opped.
82.80.130.211 |Israel 147. 237. 0. 120 |l vi maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
94.230.83.239 [Israel 147. 237. 0. 120 |nil vi maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 2304
Ret r ansn ssi on dr opped.
68. 180. 229. 121 |lhited Sates 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1409
168. 63. 200. 167 |lLhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 988
192.232.81.1 Lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 968
149. 78. 38. 22 | srael 147.237.0.120|ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 862
149. 88. 20. 226 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 829
37.163. 2. 185 France 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 756
149. 78. 46. 72 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 554
149. 88. 189. 147 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 505
188.12.13.152 |ltay 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 388
66. 249. 93. 215 | srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 364
149. 78. 208. 192 |l srael 147.237.0. 120 |ml uimaka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 360
66. 249. 93. 212 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 298
66. 249. 93. 209 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 288
15. 90. 166. 12 Lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 267
2.54. 4. 160 I srael 147. 237. 0. 120 |nil ui maka i of . (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 261
Ret ransni ssi on dr opped.
149. 78. 27. 230 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 233
149. 88. 127. 16 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
188. 15. 28. 28 Italy 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 192
84.228.196. 231 |Israel 147.237. 0. 120 | il vi maka i df .i (X €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet | 180
Ret ransni ssi on dr opped.
199. 207. 253. 101 |lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 178
151. 80. 175. 238 |ltaly 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 176
173.57.32.173 |lhited Sates 147.237.0.120|ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 172
149. 78. 224. 2 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 170
149. 88. 30. 152 | srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 167
66. 102. 9. 90 Lhited Sates 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 160
89. 191. 199. 100 |Uhited Kingdom |147.237.0. 120 |l uimaka.idf.i|Geo-1 ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 155
15. 90. 166. 11 Lhited Sates 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 154
130.193.51.91 g;z:;nl on 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 151
66. 102. 9. 80 Lhited Sates 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 147
2.54.37. 208 I srael 147.237. 0. 120 | il ui maka. i df .i (" €2MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 144
Ret r ansni ssi on dr opped.
109. 66.29. 112 |Israel 147. 237. 0. 120 |nil ui maka i of . (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 144
Ret ransni ssi on dr opped.
79.177.30.25  |israel 147.237. 0. 120 | il ui maka. i df .i (" €2MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 144
Ret r ansni ssi on dr opped.
195. 154. 56. 44  |Rance 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 136
66.102. 9. 100 Lhited Sates 147.237.0.120|ml uimaka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 136
149. 78. 47. 25 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 133
157. 55. 39. 98 Lhited Sates 147.237.0. 120 |ml ui maka. i df .i §Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 132
66. 249. 81. 230 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 131
51.175.93.165 |Wnited Ki ngdom |147.237.0. 120 |mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 118




12-27-2015 to 12-28-2015

|Top Attackers In V\AF|
Attacker Address|Attacker Geo|Target Address|Ste |9 gnature | Devi ce Action|Count |

192.118.10.10 |lsrael 147.237.0. 120 |ml uimaka. i df.i |Mil ti pl e Unaut hori zed URL Access from 192. 118. 10. 10 B ock 12
81.218.56.171 |[Israel 147.237.0. 120 |ml ui maka. i df.i |Mil ti pl e Unaut hori zed URL Access from 81.218.56. 171 B ock 11
46. 19. 86. 84 | srael 147.237.0. 120 |ml uimaka.idf.i|Mil tiple Unauthorized UL Access from 46. 19. 86. 84 B ock 10
192.118. 10. 10 |l srael 147.237.0. 120 |m | ui maka. i df . i fUnknown Par anet er wb48617274 in waw mil ui maka.idf.il/scriptresource. axd B ock 1
46. 19. 85. 182 | srael 147.237.0. 120 |l uimaka. i df .i|Uhaut hori zed LRL Access to www nil ui maka.idf.il/894-he B ock 1
81.218.56.171 |[lsrael 147.237.0. 120 |ml ui maka. i df . i JUnknown Par anet er wb48617274 in ww mil ui maka.idf.il/scriptresource. axd B ock 1
198. 20. 69. 74 Lhited Sates|147.237. 0. 120 |nil uimaka. i df . i JUnaut hori zed URL Access to 147.237.0. 120/ B ock 1
46. 19. 86. 84 | srael 147.237.0. 120 |n | uimaka. i df . i jUhaut hori zed URL Access to waw nil ui maka.idf.il/1399-he/ mlui masp B ock 1
192. 118. 10. 10 |l srael 147.237.0. 120 |nil ui maka. i df . i jUhaut hori zed UR. Access to waw il uimaka.idf.il/sip storage/fil es/7/1697. png|B ock 1
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