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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 206. 82 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
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12-25-2015 to 12-26-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Count
199. 191. 56. 188 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 2
88. 249. 106. 23 Tur key 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 231 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
201. 235. 215. 254 Argentina 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -f -sS 1
201. 235. 215. 254 Argentina 147.237.0. 120 mil uimaka.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
87.197.159. 157 3 ovaki a 147.237.0.120 miluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93. 181 Net her | ands 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
201. 235. 215. 254 Argentina 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1




12-25-2015 to 12-26-2015

|Top Attackers In FW |

Devi ce

Target Address |Ste Action

dgnature

‘Count

‘Attacker Geo

84. 228. 115. 144 |I srael 147.237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1695154
Ret r ansni ssi on dr opped.

66.249. 93. 209 |[Lhited Sates [147.237.0.120|ml ui maka.idf.ilGeo-|ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 23241

66.249. 81. 224 |Lhited Sates [147.237.0.120|ml ui maka.idf.ilGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 20387

66.249. 93. 212 |Lhited Sates [147.237.0.120|ml ui maka.idf.ilGeo-1ocation enforcenent Geo- 1 ocati on i nbound enf or cenent drop 13184

66.249.93.215 |lLhited Sates [147.237.0.120|nmlui maka.idf.i|Geo-Iocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 12162

66.249.81.230 |Lhited Sates [147.237.0.120|nmilui maka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 10881

66.249. 81. 227 |Lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-|ocation enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 10338

79. 182. 186. 172 |1 srael 147.237. 0. 120 | il vi maka. i df .i (X €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 4616
Ret ransni ssi on dr opped.

79.181.9.153 |israel 147.237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 4608
Ret r ansni ssi on dr opped.

79.182. 119. 106 |I srael 147. 237. 0. 120 |nil ui maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.

5.22.134.18  |Israel 147.237. 0. 120 |l ui maka. i df .i (2 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

149, 78. 236. 127 |l srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1524

68.180.229. 121 |Lhited Sates [147.237.0.2120|mlui maka.idf.i|Geo-Iocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 813

149. 78. 175. 150 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 528

66. 249. 93. 209 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 402

66. 249. 93. 215 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 393

66.249. 93. 212 |Israel 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 342

149, 78. 193. 138 |l srael 147.237.0. 120 |ml uimaka.i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288

149. 3. 35. 215 Georgi a 147.237.0. 120 |m | ui maka. i df .i §Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 259

79.182.176.58 |Israel 147. 237. 0. 120 | il ui maka. i df .i (2" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 225
Ret r ansni ssi on dr opped.

149. 78.27. 230 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 210

149. 78. 14. 37 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 186

207.46.13.171 |lLhited Sates |147.237.0.120|mlui maka.idf.i|Geo-I|ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 184

141.0. 15. 36 Eur ope 147.237.0. 120 |ml ui maka. i df . i §Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 171

149. 78. 246. 98 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150

79.183.33.236 |Israel 147.237. 0. 120 |l vi maka i df .i (2 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2.54.44.174  |israel 147. 237. 0. 120 | il vi maka. i df .i (2 €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

84.94. 203. 254 |Israel 147.237. 0. 120 |l vi maka i df .i (2 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2.52.142.174 |israel 147.237. 0. 120 | il vi maka. i df .i (2 €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

79.182. 183. 184 |I srael 147.237. 0. 120 |l vi maka i df .i (2 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

149. 78. 64. 39 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140

149. 78. 29. 245 |l srael 147.237.0. 120 |m ! ui maka. i df . i §Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 121

66.249. 75.219 |lLhited Sates |147.237.0.120|nilui maka.idf.i|Geo-I|ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 119

51.175. 93. 165 E?Ir:g;ec(ijom 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 102

66.102. 9. 100 Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-Iocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98

157. 55. 39. 54 Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 91

66. 102. 9. 80 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82

207.46. 13. 2 Lhited Sates [147.237.0.120|mlui maka. idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 73

66.249. 75. 227 |Lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-|ocation enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 67

149, 78.199. 111 |l srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 62

149. 78. 228. 247 |l srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59

149. 88. 255. 139 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55

66. 102. 9. 90 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 52

79.178.36. 71 | srael 147.237.0. 120 |mluimaka.idf.i |ISYN At t ack SYN -> SYN-ACK -> RST rej ect 49

46. 19. 85. 36 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

77.66. 60. 75 Denmar k 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48

157.55.39.137 |Whited Sates |[147.237.0.120|mlui maka.idf.ilGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 48

66. 249. 75. 219 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 43

27.55.135.233 |Thail and 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42

181. 21.160. 172 |Argenti na 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40




12-25-2015 to 12-26-2015

|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |Ste

|9 gnature

| Devi ce Action|Count |

84.228. 115. 144 |l srael 147.237.0.120 |nil uimaka.i df.i||[Too Many of the Sane Response Code (404) in | P from 84.228.115. 144 B ock 11033
84.228. 115. 144 |l srael 147.237.0. 120 |niluimaka.idf.i |[Mil tipl e Uhaut hori zed URL Access from 84.228.115. 144 B ock 17
213.57.190. 150 |l srael 147.237.0. 120 |nil ui maka. i df . i fUnaut hori zed UR. Access to wwy mil ui maka. i df . il /1405- he/ mi| ui m aspxa€?a€Z |B ock 2
79.179.131.24 |lsrael 147.237.0. 120 |nil ui maka. i df . i ||Lhaut hori zed UR. Access to waww mil ui maka.idf.il/sip_storage/ Bl ock 1
84.228. 115. 144 |l srael 147.237.0. 120 |ml ui maka. i df. i |Uhaut hori zed URL Access to miluimaka.idf.il/1 B ock 1
46.19. 85. 12 | srael 147.237.0. 120 |nil ui maka. i df . i |Lhaut hori zed UR. Access to ww mil ui maka. i df.i|/1402- he/ m| ui m aspxa€?a€Z |B ock 1
79.181.33.196 |lsrael 147.237.0. 120 |nil ui maka.idf.il|Lhaut hori zed UR. Access to mlui maka.idf.il/1359-henil ui maspx Bl ock 1
212.179.21. 194 |l srael 147.237.0. 120 |nil ui maka. i df . i l|Lhaut hori zed URL Access to waw m| ui maka.idf.il/1360he/ nil ui maspx Bl ock 1
79.179.131.24 |lsrael 147.237.0. 120 |nil ui maka. i df . i |Adm n Bl ocki ng Bl ock 1
2.52.179.9 | srael 147.237.0. 120 |nil ui maka. i df . i ||Lhaut hori zed URL Access to nmiluimaka.idf.il/1359-he/ nil ui n. aspx Bl ock 1
79.179.131.24 |lsrael 147.237.0. 120 |mluimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 79. 179. 131. 24 B ock 1
46.19. 85. 12 | srael 147.237.0. 120 |ml uimaka.idf.il|Mil ti pl e Lhaut hori zed URL Access from 46. 19. 85. 12 Bl ock 1
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