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W 31.168. 103. 115, |srael
62. 90. 161. 44, |srael

W 192.118.132. 185, |srael
115. 239. 228. 10, Chi na

W 46.19.85.44, |srael

B 109. 66. 153. 47, |srael

[ 85.250.49. 224, |srael

W 80.246. 133. 88, |srael
217.132.53. 241, |srael

W 46. 19. 85. 230, |srael




12-24-2015 to 12-25-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |9 gnature |Device Action | DP location. Locati on

192.118. 132. 185 | srael 147.237.0.120 nil uimaka.idf.il Bl ock Udp All _Nets drop BBL- | srael 3
115. 239. 228. 10 Chi na 147.237.0.120 niluimaka.idf.il Frk _Under Attack _Con Htp drop BBL- Fr ankf urt 2
115. 239. 228. 10 Chi na 147.237.0.120 mluimaka.idf.il Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
52.91.59. 24 Lhited Sates 147.237.0.120 mluimaka.idf.il Invalid TGP H ags drop BBL- | srael 1




12-24-2015 to 12-25-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste Devi ce Action Count
62. 90. 161. 44 | srael 147.237.0. 120 | uimaka.idf.il C1000122: HITP. Access to - .exe or .dl| Per mt 1




12-24-2015 to 12-25-2015

|Top Attackers In |D|

Attacker Address
87.158. 99. 108

| Attacker Geo
Cer nany

| Target Address
147.237.0. 120

|gte
nil uimaka. i df.

|9 gnature
ET SCAN NVAP -sS wi ndow 3072

|C0unt

190. 208. 55. 250

Cile

147.237.0.120

nilui maka. i df.

ET SCAN Potential WNC Scan 5900- 5920

137.116. 113. 55

Lhited Sates

147.237.0.120

nmlui maka.idf.

ET SCAN Potential SSH Scan

223. 4. 144.212

Chi na

147.237.0.120

mlui maka.idf.

ET SCAN Potential SSH Scan

NERERE




12-24-2015 to 12-25-2015

|Top Attackers In FW |

Target Address |Ste

dgnature

‘ Attacker Geo

66. 249. 81.224 |lhited Sates [147.237.0.120|mluimaka.idf.il|Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 206041
66. 249. 93. 209 |lhited Sates [147.237.0.120|mluimaka.idf.il|Geo-Iocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 49949
66.249. 81. 227 |lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-l ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 42177
66.249. 81.230 |lhited Sates [147.237.0.120|mluimaka.idf.ilGeo-|ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 42146
66.249. 93.215 |lhited Sates [147.237.0.120|ml uimaka.idf.ilGeo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30137
66.249.93.212 |lhited Sates [147.237.0.120|ml uimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 27730
79.176. 119. 191 |I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segment retransmssion. Packet drop 4608
Ret r ansni ssi on dr opped.
216.185.58.15 |lhited Sates [147.237.0.120|mlui maka.idf.ilGeo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4413
141. 0. 14. 218 Eur ope 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2739
109. 65. 230. 228 |I srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
207.232.27.5 |Israel 147. 237. 0. 120 il ui maka. i of i (X" €am N9 Engi ne: TCP Segnent - TCP segnent out of naxi mum al | oved dr op 2209
Li nit Enf or cenent sequence. Packet dropped.
149. 88. 30. 24 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1188
2.54.143.223 |Israel 147.237. 0. 120 il ui maka. i of . i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 1152
Ret r ansni ssi on dr opped.
157.55.39. 174 |lLhited Sates |147.237.0.120 |l ui maka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1121
149. 78. 175. 150 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 972
68. 180. 229. 121 |Lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 919
149. 78. 246. 77 |lsrael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 871
149. 88. 24. 54 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 706
181. 21. 133. 109 |Argenti na 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 579
66. 249. 93. 212 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 456
66. 249. 93. 215 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 384
66. 249. 93. 209 |l srael 147.237.0. 120 |l ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 383
168. 63. 137. 102 |Lhited Sates |147.237.0. 120|ml uimaka.idf.iGeo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 310
40.77. 167. 37 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 262
165. 225.72.81 |lLhited Sates |147.237.0.120|nmlui maka.idf.i|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 229
143.176. 244. 40 [Netherl ands  |147. 237. 0. 120 || ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 157
149. 78. 14. 206 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 155
157.55.39. 136 |Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-I ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 151
181. 21. 146. 219 |Argenti na 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150
77.126.86. 165 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
66. 102. 9. 90 Lhited Sates [147.237.0. 120l uimaka.idf.i|Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf or cenent drop 144
109. 64. 117. 249 |I srael 147.237. 0. 120 il ui maka. i of .i (2 " €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
109. 61. 75. 18 Hungary 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 144
149.78. 11. 39 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 141
149. 88. 127. 48 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 141
93. 12. 45. 39 France 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
149. 78. 10. 81 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
66. 102. 9. 80 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 134
66. 249. 81. 227 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 121
157. 55. 39. 54 Lhited Sates |147.237.0.120|nml ui maka.idf.i|Geo-|ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 119
88. 176. 38. 40 France 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 112
51.175. 93. 165 zlr:gegom 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 112
157.55.39. 137 |lLhited Sates |147.237.0.120|nmlui maka.idf.i|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 106
213.57.129. 164 I srael 147.237.0. 120 |nil ui maka.i of .i {Bad TCP sequence fzgl”gm retransmt with different window | o 0o o3
66. 249. 81. 224 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
66. 249. 81. 230 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
149. 78. 21. 26 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 90
149. 88. 153. 5 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
40.77. 167. 20 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 84
85. 115. 52. 201 zlr:gegom 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 81




12-24-2015 to 12-25-2015

|Top Attackers In V\AF|

At acker

Target Address |Ste

Sgnature

Devi ce

‘Count

Geo Action
31.168. 103. 115 |l srael 147.237.0.120 |mluimaka.idf.i|Miltiple Wauthorized URL Access from 31. 168. 103. 115 B ock 12
85. 250. 49. 224 |l srael 147.237.0. 120 |ni| ui maka. i df . i |Unaut hori zed URL Access to v nil ui maka. i df.il/1405-he/ nil ui m aspxa€?a€Z |B ock 2
109. 66. 153. 47 |l srael 147.237. 0. 120 |ml ui maka. i df . i [Unaut hori zed UR. Access to ww il ui maka. i df.il/1403-he/ ni| ui m aspxa€?a€Z |B ock 2
2.54.48.174 | srael 147.237.0. 120 |ml uimaka.idf.i|D stributed Uhaut hori zed URL Access on v mi |l ui maka.idf.il/1393- B ock 1
62.219. 237. 196 |l srael 147.237.0. 120 |m | ui maka. i df . i |Uhaut hori zed URL Access to ww il ui maka.idf.il/1393- B ock 1
46. 19. 85. 44 | srael 147.237.0. 120 |m | ui maka. i df . i {Mal f or med URL B ock 1
109. 67. 147 171 |1 srael 147. 237. 0. 120 it ui m akasi of . i Mil tiple Fullwidth/Hal fw dth Uhi code Encodi ng on URY/ Paraneter(+) from B ock 1
109. 67.147. 171
62.90. 161. 44 | srael 147.237.0. 220 |ml uimaka.idf.i|Mil tiple Unauthori zed UR. Access from 62.90. 161. 44 B ock 1
80. 246. 133. 88 |l srael 147.237. 0. 120 |ni| ui maka. i df . i |Uhaut hori zed URL Access to ww nil ui maka. i df.il/1405-he/ nil ui m aspxa€?a€Z |B ock 1
46. 19. 85. 44 | srael 147.237.0. 120 |m! ui maka. i df . i [Unknown HTTP Request Met hod ; g=0. 8, he; g=0.6 in URL B ock 1
217.132.53. 241 |l srael 147.237.0. 120 |ni| ui maka. i df . i |Uhaut hori zed URL Access to v nil ui maka. i df . il/1400-he/ nil ui m aspxa€?a€Z |B ock 1
62. 90. 161. 44 | srael 147.237.0.120 |mluimaka.idf.i|Miltiple vti_ from62.90.161.44 B ock 1
37.26.149. 147 |l srael 147.237.0. 120 |m | uimaka. i df . i |Uhaut hori zed URL Access to www mi| ui maka.idf.il/1403- B ock 1
46.19. 85. 230 | srael 147.237. 0. 120 |ni| ui maka. i df . i |Uhaut hori zed URL Access to ww mil ui maka. i df.il/1402-he/ il ui m aspxa€?a€Z |B ock 1
62.90. 161. 44 | srael 147.237.0. 220 |ml ui maka.idf.i|Uhaut hori zed URL Access to www nil uimaka.idf.il/ vti bin/owssvr.dl | B ock 1
37.26.149. 243 |l srael 147.237.0. 120 |m | ui maka. i df . i |Uhaut hori zed URL Access to wan nil ui maka.idf.il/1403- B ock 1
46. 19. 86. 68 | srael 147.237.0. 120 |ni| ui maka. i df . i |Uhaut hori zed URL Access to v nil ui maka. i df.il/1399-he/ nil ui m aspxa€?a€Z |B ock 1
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