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W 115. 239. 228. 10, Chi na
81.218. 206. 82, |srael

W 37.26.146. 137, |srael
46. 19. 85. 230, |srael

W 213.8.204.42, |srael

M 176.13.7.118, Israel

W 2.54.159. 210, Israel

W 61.132. 161. 130, China
185. 35. 62. 11, Switzerland

H 82.80.26.75, |srael




12-23-2015 to 12-24-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
81. 218. 206. 82

| Attacker Geo

| Target Address

| gnature |Device Action  |DP.Iocati on. Location |count |
| srael 147.237.0. 120 nil uimaka.idf.il Bl ock_Udp All _Nets drop BBL.- | srael 3
115. 239. 228. 10 Chi na 147.237.0.120 mluimaka.idf.il Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 2
115. 239. 228. 10 Chi na 147.237.0. 120 mluimaka.idf.il Frk_Under Attack Con Htp drop BBL- Fr ankf urt 2




12-23-2015 to 12-24-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-23-2015 to 12-24-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count |
59.45.79. 117 Chi na 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
61. 182. 170. 38 Chi na 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
61. 132. 161. 130 Chi na 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1




12-23-2015 to 12-24-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste Sgnature

66.249.81.224 |lhited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 65505
66.249.93.209 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 59586
66.249.93.212 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 30946
66.249.93.215 |lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 27573
66.249.81.230 |lhited Sates |147.237.0.120|nmlui maka. idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 18490
66.249.81.227 |lhited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 13042
168. 63. 137. 102 |lhited Sates [147.237.0.120|nmluimaka.idf.i|Geo-|ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 6399
2.54.143.223  |israel 147.237. 0. 120 |l ui maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 4572
Ret r ansni ssi on dr opped.
79.178. 139. 102 | srael 147. 237.0. 120 |nil vi maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 2880
Ret r ansni ssi on dr opped.
79.182.56.137 | srael 147.237. 0. 120 |l ui maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
109. 226.15.46  |Israel 147. 237.0. 120 |nil vi maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket | . 2304
Ret r ansni ssi on dr opped.
79.181.183.94 | srael 147.237. 0. 120 |l ui maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
77.125.95.9 I srael 147. 237. 0. 120 |nil vi maka i of . {2/ €3MN9 Engine: TGP Inval id Invalid segnent retransmssion. Pecket | . 1152
Ret r ansni ssi on dr opped.
157. 55. 39. 54 Lhited Sates |147.237.0.120|mluimaka.idf.ilGeo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 828
68.180.229. 121 |lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 525
149. 78.108. 102 |l srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 371
149. 78.170. 184 |l srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 328
66. 249. 93. 209 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 307
149. 78. 204. 117 |l srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 284
66. 249. 93. 215 | srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 282
149. 78. 194. 209 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 280
149. 78. 30. 77 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 266
149. 78. 27. 232 | srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 259
66. 249. 93. 212 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 252
149. 88. 14. 236 | srael 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 248
134.191. 249. 254 zlnt:gom 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 220
157.55.39. 174 |Lhited Sates |[147.237.0.120|mlui maka.idf.ilGeo-location enforcenent Geo- 1 ocati on i nbound enf or cenent drop 213
109. 61. 75. 18 Hungary 147.237.0. 120 |ml ui maka. i df . i §Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 194
149. 88. 84. 21 | srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 184
149. 78. 27. 228 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 173
149. 88. 20. 207 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 163
149. 78. 250. 48 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 162
149. 78. 237. 22 | srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 161
5.29. 77. 203 I'srael 147.237.0. 120 |nil uimaka. i df .i {Bad TCP sequence i;';e”ansmt wthdifferent wndow | iior 154
149.78.139.52 |lIsrael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 148
79.177.199. 112 |israel 147.237. 0. 120 |nil ui maka i df .i (X €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 144
Ret ransni ssi on dr opped.
79.179. 151. 135 |Israel 147.237. 0. 120 |l ui maka i df .i (2" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
62.219.238.10 |israel 147.237. 0. 120 | il ui maka i df .i (X €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 144
Ret ransni ssi on dr opped.
109. 66. 119. 106 | srael 147.237. 0. 120 |l vi maka. i df .i (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
79.182.112.14 | srael 147. 237. 0. 120 il vi maka. i df .i {Bad TCP sequence Szg;e”ansm wthdifferent wndow | opior 132
149. 78. 44. 170 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 126
66. 102. 9. 90 Lhited Sates |147.237.0.120|ml uimaka.idf.ilGeo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 123
157. 55. 39. 79 Lhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 122
51.175. 93. 165 LKTI;;gom 147.237.0. 120 |m| ui maka. i df .i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 116
183.79.221.41 |Japan 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 112
66. 102. 9. 100 Lhited Sates |147.237.0.120|ml uimaka.idf.i|Geo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 110
40. 77. 167. 20 Lhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-location enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 103
40.77. 167. 37 Lhited Sates |147.237.0.120|ml uimaka.idf.i|Geo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
149.78. 21. 26 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 94
66. 102. 9. 80 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 93




12-23-2015 to 12-24-2015

|Top Attackers In V\AF|

At acker

‘Tar get Address|Ste

Sgnature

Devi ce

‘Count

Geo Action

213. 8.204. 42 | srael 147.237. 0. 120 |l uimaka. i df . i |Unaut hori zed URL Access to www nil ui maka. i df.il/1403-he/ m | ui maspxa€?a€Z |B ock 2
- . . . JDstributed Uhaut hori zed URL Access on

176.13.7.118 | srael 147.237.0. 120 |mluimaka.idf.i wan i | ui m aka, i df . i |/ 1403- he/ mi | Ui m aspxa€?a€7 B ock 2

37.26.146. 137 |lsrael 147.237.0. 120 |nil uimaka. i df . i |Uhaut hori zed URL Access to wan nil ui maka.idf.il/1400-he/ | ui maspxa€?a€Z |H ock 2

176. 13. 13. 115 |l srael 147.237. 0. 120 |nil uimaka. i df . i |Unhaut hori zed URL Access to wan nil ui maka.idf.il/1393-he/ m | ui maspxa€?a€Z |H ock 1

37.26.146.181 |lsrael 147.237. 0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to waw nil ui maka.idf.il/1401-he/ m | ui maspxa€?a€Z |B ock 1
- . . . JDstributed Uhaut hori zed URL Access on

77.127. 3. 68 | srael 147.237.0.120 |mluimaka.idf.i wan i | ui m aka, i df . i |/ 1402- he/ mi | Ui m aspxa€?a€7 B ock 1
L . . . {Uhaut hori zed URL Access to

5.28.154. 12 | srael 147.237.0.120 |mluimaka.idf.i Ve il ui maka i df i 1/ resour cel userf ol | ow esour ce/ cr eat e/ B ock 1

185. 25. 148. 240 |Pol and 147.237.0. 120 |ml uimaka.i df .i|Uhaut hori zed URL Access to testp2.czar. bi el ana. pl / t est proxy. php B ock 1

46. 19. 85. 68 | srael 147.237.0. 120 |m | ui maka. i df.i|lhaut hori zed URL Access to waw milui maka.idf.il/1397- B ock 1

2.54.13.196 | srael 147.237.0. 120 |ml uimaka. i df . i [Uhaut hori zed URL Access to wan nil ui maka.idf.il/1399-he/ m | ui maspxa€?a€Z |H ock 1

82. 80. 26. 75 | srael 147.237.0. 120 |ml ui maka. i df.i|haut hori zed URL Access to ww nil ui maka.idf.il/894-he/ n B ock 1
R . . .0 stributed Unaut hori zed URL Access on

5.102. 254. 204 |l srael 147.237.0.120 |mluimaka.idf.i W i | ui m aka, i df . i |/ 1402- he/ mi | i m aspxa€?A€7 B ock 1

185. 35. 62. 11 Sntzerland |147.237.0.120|mluimaka.idf.ijUnhaut hori zed URL Access to 147.237.0. 120/ B ock 1
L . . .0 stributed Unauthori zed URL Access on

46. 19. 85. 230 | srael 147.237.0. 120 |m | ui maka. i df . i W i | Ui m aka, i df . i 1/1402- he/ mi | Ui m aspxa€?3€7 B ock 1
L . . . JDstributed Whaut horized URL Access on

2.54.159. 210 | srael 147.237.0.120 |mluimaka.idf.i i | ui maka, i df . i |/ 1402- he/ mi | Ui m aspxa€?a€7 B ock 1

192.117.141.2 |lsrael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to waww mil ui maka.idf.il/1404-he/ ml ui n. aspx B ock 1

46.19. 85. 230 | srael 147.237. 0. 120 |nil uimaka. i df . i |Uhaut hori zed URL Access to wan nil ui maka.idf.il/1402-he/ m | ui maspxa€?a€Z |H ock 1
R . . .0 stributed Unhaut horized URL Access on

2.54.186. 112 | srael 147.237.0.120 |mluimaka.idf.i o i | ui m aka, i df . i |/ 1402- he/ mi | i m aspxa€?A€7 B ock 1
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