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W 37.26.146. 184, |srael
176.13.13. 28, Israel

W 199.203.226. 21, |srael
31.168. 11. 194, |srael

B 62.90. 161. 44, |srael

M 46.19.85.21, |srael

W 172.245.11.57, Whited Sates

W 115. 239. 228. 10, China
82.80.89.41, |srael

B 213.57.149. 169, | srael




12-22-2015 to 12-23-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
31.168. 11. 194

| Attacker Geo

| Target Address

| gnature |Device Action  |DP.Iocati on. Location |count |
| srael 147.237.0. 120 nil uimaka.idf.il Bl ock_Udp All _Nets drop BBL.- | srael 7
115. 239. 228. 10 Chi na 147.237.0.120 mluimaka.idf.il Frk _Under Attack _Con Htp drop BBL- Fr ankf urt 2
115. 239. 228. 10 Chi na 147.237.0. 120 mluimaka.idf.il Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1




12-22-2015 to 12-23-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste Devi ce Action Count
62. 90. 161. 44 | srael 147.237.0. 120 | uimaka.idf.il C1000122: HITP. Access to - .exe or .dl| Per mt 1




12-22-2015 to 12-23-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
82. 80. 89. 41 | srael 147.237.0. 120 mluimaka.idf.il GPL SCAN nnmap TCP 2
188. 120. 135. 12 | srael 147.237.0. 120 mluimaka.idf.il GPL SCAN nnmap TCP 2
62.90. 161. 44 | srael 147.237.0. 120 mluimaka.idf.il WEB- FRONTPACE / _vti _bin/ access 1
155. 94. 224. 206 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
172.245.11. 57 Lhited Sates 147.237.0. 120 nil uimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
183. 60. 48. 25 Chi na 147.237.0.120 il uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
196.47.173. 21 Mte DIvoire 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.96.213. 135 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 182. 170. 38 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
172. 245. 11. 57 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -f -sS 1
172.245.11. 57 Lhited Sates 147.237.0. 120 nil uimaka.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
59. 45.79. 117 Chi na 147.237.0. 120 il uimaka.idf.il ET SCAN Potential SSH Scan 1




12-22-2015 to 12-23-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Sgnature

‘Target Address [Ste

66. 249. 81. 224 Lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 196854
66. 249. 93. 209 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 99536
66.249.81.230 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-Iocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 43730
66.249.93.212 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-|ocation enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 38402
66.249.81. 227 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-I|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 36991
66.249.93.215 |lhited Sates |[147.237.0.120|mluimaka. idf.i|Geo-I|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 30548
23.27.220. 82 Lhited Sates |147.237.0.120|nilui maka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 28733
77.127.61.246 i srael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansni ssi on dr opped.
8. 37.234.232 Lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-Iocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1444
149. 88. 233. 73 | srael 147.237.0. 120 |m! ui maka.i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1417
68.180.229. 121 |lhited Sates [147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 1077
213. 207. 157. 117|Cypr us 147.237.0.120|mluimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 813
149. 78. 174. 246 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 779
81.218.167.106 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 765
149. 78. 250. 48 | srael 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 681
207.46.13.162 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 584
149. 88. 80. 46 | srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 471
149. 88. 207. 54 | srael 147.237.0.120|mluimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 433
149. 78.248.29 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 339
95.142.17.12 | srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 338
167. 220. 196. 25 Eiqlr:gegom 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 331
66. 102. 9. 90 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 323
66. 249. 93. 209 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 295
66. 249. 93. 215 | srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 265
66. 249. 93. 212 | srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 264
157. 55. 39. 79 Lhited Sates |147.237.0.120|nilui maka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 225
66. 102. 9. 80 Lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 225
149.78.31. 71 | srael 147.237.0.120|mluimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 194
149. 88. 104. 114 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 189
207.46.13.151 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-|ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 178
149. 78. 49. 182 | srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 168
149. 88. 83. 69 | srael 147.237.0. 120 |mluimaka.i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 166
149. 78. 239. 180 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 154
198.208.27.69 |lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 150
109.67.132.28  |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret ransni ssi on dr opped.
109.66.29.112 | srael 147. 237. 0. 120 |nil vi maka. i df . |~ Mg Engi ne: TP Inval id Invalid segnent retransmssion. Packet g, 144
Ret r ansni ssi on dr opped.
109. 64.125.96  |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret ransni ssi on dr opped.
2.54. 63. 148 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret r ansni ssi on dr opped.
66.249. 81. 224  |lsrael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 136
149. 78. 23. 22 | srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 135
66. 249. 81. 230 | srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 132
85. 115. 52. 201 E?Ir:;gom 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 125
149.78.40. 112 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 124
173.33.242.56 |Canada 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 123
149. 78. 45. 239 | srael 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 120
149. 88. 28. 123 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 120
149. 78. 240. 170 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 119
108. 171. 129. 189|Ger many 147.237.0.120|mluimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 114
66. 102. 9. 100 Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 111
66. 249. 81. 227 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 111




12-22-2015 to 12-23-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo ‘Target Address |Ste Sgnature Acti on ‘Count
37.26.146.184 |lsrael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthori zed URL Access from 37.26. 146. 184 Bl ock 26
176. 13. 13. 28 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 176. 13. 13. 28 Bl ock 17
199. 203. 226. 21 |l srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 199. 203. 226. 21 Bl ock 12
213.8.121.117 |lsrael 147.237.0. 120 |ml ui maka.i df.i|haut hori zed URL Access to ww nil ui maka.idf.il/1399- B ock 2
2.54.161.133 | srael 147.237. 0. 120 |nil uimaka. i df . i |Uhaut hori zed URL Access to wwn nil ui maka.idf.il/1399-he/ nil ui m aspxa€?a€z Bl ock 2
199. 203. 226. 21 |l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in waw mil ui maka.idf.il/scriptresource. axd Bl ock 2
37.26.146.184 |lsrael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to wwwv miluimaka.idf.il/sip storage/fil es/ 8/ 2048.p Bl ock 1
85. 250. 84. 2 | srael 147.237. 0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to ww mil ui maka. i df.il/1355-he/ m | ui m aspxa€?a€Z Bl ock 1
46. 19. 85. 21 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown HTTP Request Method User-Agent: in URL nozilla/5.0 Bl ock 1
62.90. 161. 44 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tiple vti from62.90.161. 44 Bl ock 1
46. 19. 85. 21 | srael 147.237.0. 120 |ml ui maka.idf.i|Abnornal | y Long Request request version B ock 1
213.57. 149. 169 |l srael 147.237.0. 120 |ml ui maka.idf.i|Mil tipl e Uhaut hori zed URL Access from 213.57.149. 169 Bl ock 1
Lhited L . . .JOstributed Uhaut horized URL Access on
107.178.38. 209 g o 147.237.0. 120 mlurmaka i df - TY iy G moaka, i df i 1/1399- he/ ni | ui m aspxa€?a€7 B ock !
46. 19. 85. 163 | srael 147.237.0. 120 |m ! ui maka. i df.i|Lhaut hori zed URL Access to nilui maka.idf.il/1393-he/ B ock 1
199. 203. 226. 21 |l srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed UR. Access to waw nil uimaka.idf.il/sip storagel/files/7/1697. png Bl ock 1
62.90. 161. 44 | srael 147.237.0. 120 |ml uimaka. i df .i|Lhaut hori zed UR_ Access to wawn mil uimaka.idf.il/ _vti_bin/owssvr.dl| Bl ock 1
L . - ll1legal HITP Version (iPhone; CPUiPhone C5 9 2 |ike Mic G5
46.19.85.21  |Israel 147.237.0. 120 mlurmaka. idf. if, e /601 L 46( (KHTM., 1i ke Gecko) Versi on/9. 0 l\AJbi)?e/ 13C75 Safari /60 1 |2 OK !
213.57.149. 169 |l srael 147.237.0. 120 |mluimaka.idf.i|Uhaut hori zed UR. Access to miluimaka.idf.il/1398-he. nl ui maspx Bl ock 1
46.116. 68. 86 | srael 147.237.0. 120 |ml ui maka.i df.i|lhaut hori zed URL Access to waw nil ui maka.idf.il/1393- B ock 1
79.179. 4. 192 | srael 147.237. 0. 120 |nil uimaka. i df . i [Uhaut hori zed URL Access to wawn mil ui maka. idf.il/1399-he/ nil ui m aspxa€?a€Z Bl ock 1
46.19. 85. 21 | srael 147.237.0. 120 |mluimaka.idf.i|Ml fornmed URL nozilla/5.0 Bl ock 1
192. 114. 91. 246 |1 srael 147.237. 0. 120 |ril ui maka i of . (18Ut NOr 1 zed URL Access to Bock |1
wwv mi | ui maka. i df.i1/resource/ userfol | ow esourcel creat e/
62. 90. 161. 44 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 62. 90. 161. 44 Bl ock 1
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