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Top Attackers 

176.13.17.50, Israel

2.54.199.43, Israel

2.54.172.60, Israel

109.186.155.69, Israel

46.19.86.129, Israel

82.80.58.78, Israel

2.54.40.20, Israel

46.19.86.106, Israel

2.54.177.112, Israel

2.54.2.0, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

82.80.58.78 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

80.82.78.8 Netherlands 147.237.0.120 miluim.aka.idf.il Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

146.185.250.2 Russian Federation 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

191.237.42.242 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

66.240.192.138 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

93.174.95.102 Netherlands 147.237.0.120 miluim.aka.idf.il ET SCAN Potential VNC Scan 5900-5920 1

117.31.224.80 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

162.222.185.165 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

43.229.53.89 Japan 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

67.192.247.232 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

94.102.48.195 Netherlands 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 223463

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 85525

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 75882

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 57315

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 43582

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 40992

64.236.4.3 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 23063

141.0.14.147 Europe 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 15703

79.179.175.157 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

157.55.39.253 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2063

2.54.18.140 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2034

2.52.146.243 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1602

149.88.9.182 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1080

157.55.39.194 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1027

194.9.253.237
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 842

149.78.225.200 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 828

149.88.233.73 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 817

149.78.45.239 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 621

66.249.88.136 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 614

149.78.249.18 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 585

149.78.38.27 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 524

149.78.233.119 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 512

168.63.139.43 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 494

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 492

168.63.200.167 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 463

149.88.54.84 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 457

149.88.69.90 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 440

85.115.52.201
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 432

64.236.4.1 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 412

213.57.31.158 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 405

66.249.88.142 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 348

149.78.34.26 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 347

149.78.193.138 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 337

149.78.234.31 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 332

149.78.43.168 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 310

220.181.132.218 China 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 297

149.78.229.26 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 271

149.88.197.161 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 262

149.78.166.10 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 256

77.125.133.196 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 252

66.102.9.80 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 226

149.78.185.67 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 224

149.88.23.188 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 224

101.199.108.57 China 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 210

66.249.93.209 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 209

66.249.93.212 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 205

207.46.13.151 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 199

66.249.93.215 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 189

149.78.235.68 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 184

89.176.242.56
Czech
Republic

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 174
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

176.13.17.50 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 176.13.17.50 Block 22

2.54.199.43 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 2.54.199.43 Block 20

2.54.172.60 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 2.54.172.60 Block 10

109.186.155.69 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 5

46.19.86.129 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 4

2.54.40.20 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 3

2.54.190.214 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 3

2.54.2.0 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 3

2.54.177.112 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/1399- Block 3

2.54.189.146 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

109.226.15.87 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/1399- Block 2

2.54.146.225 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

2.52.149.47 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

46.19.85.213 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

79.180.195.252 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1398-he/mi Block 2

46.19.86.102 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

176.12.142.189 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1398-he/miluim.aspxâ€?â€Ž Block 2

46.19.86.106 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

77.127.126.29 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

46.19.86.42 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 2

46.19.85.108 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1394-he/miluim.aspxâ€?â€Ž Block 1

80.246.133.192 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

79.179.32.128 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 1

46.19.86.63 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

195.62.19.70 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1399-he Block 1

31.168.1.186 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1399 Block 1

176.12.146.237 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 1

109.64.182.212 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

80.246.130.129 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/1399- Block 1

185.3.144.84 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/139he/miluim.aspx-9 Block 1

132.70.66.12 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1397-he/miluim.aspxâ€¬ Block 1

82.102.145.121 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1399-he/ Block 1

2.54.151.73 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž Block 1

212.179.21.194 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 212.179.21.194 Block 1

176.13.5.28 Israel 147.237.0.120 miluim.aka.idf.il
Unknown Parameter arubalp in
www.miluim.aka.idf.il/templates/sendtofriend/sendtofriend.aspx

Block 1

31.168.196.156 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1397-he Block 1

109.67.120.157 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž Block 1

2.54.172.60 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/8/2048.pn Block 1

2.54.47.158 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

80.246.133.89 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

46.19.86.191 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 1

194.90.167.211 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

46.19.86.30 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

84.108.0.77 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

2.54.151.124 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 1

2.54.14.72 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 1

79.183.57.253 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1399- Block 1

212.179.21.194 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
miluim.aka.idf.il/library/manage/resource/getfilecontent.hh.asp

Block 1

176.13.7.213 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

37.26.146.195 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/1399- Block 1

80.246.133.160 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

2.54.50.61 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 1

2.52.133.0 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1396-he/miluim.aspxâ€?â€Ž Block 1

195.62.19.70 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 195.62.19.70 Block 1

2.54.199.43 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/8/2048.pn Block 1

176.12.144.126 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1398-he/miluim.aspxâ€?â€Ž Block 1

95.86.124.134 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewidjstq8ezjahug0rqkhaoqdjcqfggxmaq&us
g=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 1

2.54.164.75 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1

2.54.18.199 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž

Block 1
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Attacker
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Attacker
Geo

Target Address Site Signature
Device
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Count

80.246.130.14 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1397-he/miluim.aspxâ€?â€Ž

Block 1

46.19.86.106 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1399-he/miluim.aspxâ€?â€Ž Block 1
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