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12-21-2015 to 12-22-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

| Target Address |gte |9 gnature |Device Action  |DP | ocation. Location |count |
82. 80. 58. 78 | srael 147.237.0.120 nluimaka.idf.il Bl ock Udp All Nets drop BB.- | srael 3
80. 82. 78. 8 Net her | ands 147.237.0.120 il uimaka.idf.il Frk_Under Attack Con Tcp drop BBL- Fr ankf urt 2
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12-21-2015 to 12-22-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count
146. 185. 250. 2 Russi an Federation 147.237.0. 120 nmluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 237. 42. 242 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
66. 240. 192. 138 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
93. 174. 95. 102 Net her | ands 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117. 31. 224. 80 Chi na 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
43.229. 53. 89 Japan 147.237.0. 120 nmluimaka.idf.il ET SCAN Potential SSH Scan 1
67.192. 247. 232 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 Net her | ands 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1




12-21-2015 to 12-22-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address [Ste

Sgnature

66.249.81.224 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 223463
66.249.93.209 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-|ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 85525
66.249.81.230 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-Iocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 75882
66.249.81.227 |lLhited Sates |[147.237.0.120|mluimaka.idf.il|Geo-|ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 57315
66.249.93.212 |lhited Sates |[147.237.0.120|mluimaka.idf.il|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 43582
66.249.93.215 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 40992
64.236.4.3 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 23063
141. 0. 14. 147 Eur ope 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 15703
79.179.175. 157 |israel 147. 237. 0. 120 il ui maka. i of i (3" €3MN9 Engine: TGP Inval i d Invalid segment retransmssion. Packet 2304
Ret ransnii ssi on dr opped.
157.55.39.253 |lhited Sates [147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 2063
2.54.18. 140 I srael 147.237. 0. 120 il ui maka. i of i (27 €3Mn9 Engine: TP Inval i d Invalid segment retransmssion. Packet 2034
Ret r ansni ssi on dr opped.
2.52.146.243  |israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet 1602
Ret ransni ssi on dr opped.
149. 88. 9. 182 | srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1080
157.55.39.194 |lhited Sates [147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1027
194. 9. 253. 237 LK!i“r:gegom 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 842
149. 78. 225. 200 |l srael 147.237.0. 120 |ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 828
149. 88. 233. 73 | srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 817
149. 78. 45. 239 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 621
66.249.88.136 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-I|ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 614
149. 78. 249. 18 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 585
149. 78. 38. 27 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 524
149. 78. 233. 119 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 512
168. 63. 139.43 |lhited Sates [147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 494
68.180.229. 121 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-|ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 492
168. 63. 200. 167 |lLhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 463
149. 88. 54. 84 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 457
149. 88. 69. 90 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 440
85. 115. 52. 201 E?Ir:;gom 147.237.0.120|ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 432
64.236.4.1 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 412
213.57.31.158 |israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet 405
Ret ransni ssi on dr opped.
66.249.88.142 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 348
149. 78. 34. 26 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 347
149. 78. 193. 138 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 337
149. 78. 234. 31 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 332
149. 78. 43. 168 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 310
220.181. 132. 218|Chi na 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 297
149. 78. 229. 26 | srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 271
149. 88. 197. 161 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 262
149.78.166.10 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 256
77.125.133.196 |Israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet 252
Ret ransnii ssi on dr opped.
66. 102. 9. 80 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 226
149. 78. 185. 67 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 224
149. 88. 23. 188 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 224
101. 199. 108. 57 |Chi na 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 210
66. 249. 93. 209 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 209
66. 249. 93. 212 | srael 147.237.0.120|ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 205
207.46.13.151 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 199
66. 249. 93. 215 | srael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 189
149. 78. 235.68 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 184
89. 176. 242. 56 gg}%ﬂ c 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 174




12-21-2015 to 12-22-2015

|Top Attackers In V\AF|

A tacker Devi ce

Geo Target Address |Jte Sgnature Acti on ‘Count

176. 13. 17. 50 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 176. 13.17. 50 B ock 22

2.54.199. 43 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 2. 54. 199. 43 B ock 20

2.54.172. 60 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 2. 54. 172. 60 B ock 10
- . {0 stributed Unaut hori zed URL Access on

109. 186. 155. 69 |l srael 147.237.0. 120 |ml uimaka. i df . i wow i | Ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 Bl ock 5
A . |0 stributed Uhaut hori zed ULRL Access on

46. 19. 86. 129 | srael 147.237.0. 120 |nil uimaka.i df . i v i | ui moaka, i df i1 /1399- he/ i | ui m aspxé€?é€2 Bl ock 4
- . {0 stributed Unaut hori zed URL Access on

2.54. 40. 20 | srael 147.237.0. 120 |ml ui maka. i df . i wow i | Ui maka, i df . i |/ 1397- hel m | Ui m aspxa€23€7 Bl ock 3
A . |0 stributed Uhaut hori zed URL Access on

2.54.190. 214 | srael 147.237.0. 120 |nil uimaka.i df . i v i | ui moaka, i df i1 /1399- he/ i | ui m aspxé€?é€2 Bl ock 3
- . {0 stributed Unaut hori zed URL Access on

2.54.2.0 | srael 147.237.0. 120 |nml uimaka.i df . i wow i | Ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 Bl ock 3

2.54.177. 112 | srael 147.237.0. 120 |mluimaka.idf.i |0 stributed Uhaut hori zed UR. Access on waw il ui maka.idf.il/1399- Bl ock 3
A . |0 stributed Uhaut hori zed URL Access on

2.54.189. 146 | srael 147.237.0. 120 |ml ui maka.idf.i www i | Ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 B ock 2

109. 226. 15. 87 |l srael 147.237.0.120|mluimaka.idf.i|D stributed Uhaut hori zed UR. Access on waw mi | ui maka. i df.il/1399- B ock 2
R . . . JOstributed Uhauthorized URL Access on

2.54. 146. 225 | srael 147.237.0. 120 |nil uimaka.i df . i wow i | ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€2a€7 Bl ock 2
- . D stributed Unaut hori zed URL Access on

2.52.149. 47 | srael 147.237.0. 120 |ml uimaka.idf.i wow i | ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 B ock 2
R . . . JOstributed Uhauthorized URL Access on

46. 19. 85. 213 | srael 147.237.0. 120 |nil uimaka.i df . i wow i | ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€2a€7 Bl ock 2

79. 180. 195. 252 |l srael 147.237.0. 120 |ml uimaka.idf.i|Uaut hori zed URL Access to waww m | ui maka.idf.il/1398-he/ m B ock 2
- . {0 stributed Unaut hori zed URL Access on

46. 19. 86. 102 | srael 147.237.0. 120 |ml ui maka. i df . i wiw i | Ui m aka. i df . i | / 1399- he/ mi | Ui m aspxa€73€7 B ock 2

176. 12. 142. 189 |l srael 147.237. 0. 120 |nil uimaka.i df . i [Unhaut hori zed URL Access to v mil ui maka. i df.il/1398- he/ m | ui m aspxa€?a€z B ock 2
A . |0 stributed Uhaut hori zed URL Access on

46. 19. 86. 106 | srael 147.237.0. 120 |ml ui maka.idf.i ww i | Ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 B ock 2
o . . . JDOstributed Uhauthorized URL Access on

77.127.126.29 |Israel 147.237.0. 120 |nmil uimaka.i df . i wa i | Ui m aka, i df . i 1 /1399- he/ mi | Ui m aspxa€?3€7 Bl ock 2

46.19.86.42  |Israel 147. 237. 0. 120 |nil ui maka. i of . {2 St Puted thaut hori zed LR Access on Bock |2

wav i | ui maka. i df . i | /1399- he/ mi | ui m aspxa€?a€z
46.19. 85. 108 | srael 147.237. 0. 120 |nil uimaka.i df . i [Uhaut hori zed URL Access to v mil ui maka.idf.il/1394-he/ mi | ui m aspxa€?a€z B ock 1
D stributed Uhauthorized URL Access on

80. 246. 133. 192 |l srael 147.237.0. 120 |ml uimaka.idf.i wow i | ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€2a€7 B ock 1
- . D stributed Unaut hori zed URL Access on

79.179.32.128 |lsrael 147.237.0. 120 |m| ui maka. i df . i woww i | ui maka, i df . i |/ 1397- hel m | Ui m aspxa€23€7 B ock 1
R . . . JOstributed Uhauthorized URL Access on

46. 19. 86. 63 | srael 147.237.0.120 |mluimaka. i df.i wow i | ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€2a€7 B ock 1

195. 62. 19. 70 | srael 147.237.0. 120 |ml ui maka.idf.i|Uaut hori zed UR. Access to wwv mil ui maka.idf.il/1399-he B ock 1

31.168.1.186 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed UR. Access to waww mil ui maka.idf.il/1399 B ock 1
o . . . JDOstributed Uhaut horized URL Access on

176. 12. 146. 237 |l srael 147.237.0. 120 |m| ui maka. i df . i wa i | Ui m aka, i df . i |/ 1397- he/ mi | Ui m aspxa€?a€7 B ock 1
A . |0 stributed Uhaut hori zed URL Access on

109. 64. 182. 212 |l srael 147.237.0.120|ml uimaka.idf.i wiww i | Ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 B ock 1

80. 246. 130. 129 |l srael 147.237.0.120|mluimaka.idf.i|D stributed Uhaut hori zed UR. Access on waw mi | ui maka. i df.il/1399- B ock 1

185. 3. 144. 84 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed UR. Access to waw il ui maka.idf.il/139he/ nil ui maspx-9 B ock 1

132. 70. 66. 12 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw m | ui maka.idf.il/1397-he/ m | ui maspxé€- B ock 1

82.102. 145. 121 |l srael 147.237.0. 120 |nil uimaka. i df . i fUnaut hori zed URL Access to www mil ui maka. i df.il/1399-he/ Bl ock 1

2.54.151. 73 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww mil ui maka. i df.il/1397-he/ m| ui m aspxa€?a€Z B ock 1

212.179.21. 194 |l srael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from212.179. 21. 194 B ock 1
- . . . {Uhknown Paraneter arubalp in

176.13.5.28 I'srael 147.237.0.120 ml uimaka i df.i wan mi | ui maka. i df.i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock !

31.168. 196. 156 |l srael 147.237.0. 120 |nil uimaka.i df . i fUnaut hori zed URL Access to www mil ui maka.idf.il/1397-he Bl ock 1

109. 67. 120. 157 |l srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to www mil ui maka. i df.il/1397-he/ m| ui m aspxa€?a€Z B ock 1

2.54.172. 60 | srael 147.237.0. 120 |ml uimaka.idf.i|Uaut hori zed URL Access to wwu il uimaka.idf.il/sip storagelfil es/ 8/ 2048. pn B ock 1
o . . . JOstributed Uhauthorized URL Access on

2.54. 47. 158 | srael 147.237.0. 120 |nmil uimaka.i df . i wa i | Ui m aka, i df . i 1 /1399- he/ mi | Ui m aspxa€?3€7 Bl ock 1
A . |0 stributed Uhaut hori zed URL Access on

80. 246. 133. 89 |lsrael 147.237.0.120|ml uimaka.idf.i wiw i | Ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 B ock 1
o . . . JOstributed Uhauthorized URL Access on

46. 19. 86. 191 | srael 147.237.0. 120 |nmil uimaka.i df . i wa i | Ui m aka, i df . i | /1397- he/ m | Ui m aspxa€?a€7 Bl ock 1
A . |0 stributed Uhaut hori zed URL Access on

194. 90. 167. 211 |l srael 147.237.0.120|mluimaka.idf.i ww i | ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€23€7 B ock 1
o . . . JOstributed Uhauthorized URL Access on

46. 19. 86. 30 | srael 147.237.0. 120 |nmil uimaka.i df . i wa i | Ui m aka, i df . i 1 /1399- he/ mi | Ui m aspxa€?3€7 Bl ock 1
A . |0 stributed Uhaut hori zed URL Access on

84.108.0. 77 | srael 147.237.0.120|ml ui maka.idf.i www i | Ui maka, i df . i |/ 1399- he/ mi | Ui m aspxa€23€7 B ock 1
o . . . JOstributed Uhaut horized URL Access on

2.54.151.124 | srael 147.237.0. 120 |nil uimaka.i df . i wa i | Ui m aka, i df . i | /1397- he/ m | Ui m aspxa€?a€7 Bl ock 1
A . |0 stributed Uhaut hori zed URL Access on

2.54.14.72 | srael 147.237.0.120|ml ui maka.idf.i www i | Ui maka, i df . i |/ 1397- hel m | Ui m aspxa€23€7 B ock 1

79.183.57. 253 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to www m | ui maka.idf.il/1399- B ock 1
R . . {Whaut hori zed URL Access to

212.179. 21. 194 |l srael 147.237.0.120m| uimaka i df.i nil ui maka.idf.il/library/ nanage/ resource/ getfil econt ent . hh. asp B ock !

176.13.7.213  |israel 147, 237. 0. 120 |nil ui maka. i of i (O St"1 buted Lhaut hori zed LR Access on Bl ock 1

wan i | ui maka. i df . i | /1399- he/ mi | ui m aspxa€?a€Z
37.26.146. 195 |Israel 147.237.0. 120 |mluimaka.idf.i |0 stributed Uhaut hori zed URL Access on waw il ui maka.idf.il/1399- Bl ock 1
D stributed Unaut hori zed URL Access on

80. 246. 133. 160 |l srael 147.237.0.120 |ml uimaka. i df. i wow i | ui maka, i df . i |/ 1399- he/ m | Ui m aspxa€2a€7 B ock 1
- . . {0 stributed Uhaut horized URL Access on
2.54.50. 61 | srael 147.237.0. 120 |m| ui maka. i df . i wa i | Ui m aka i df . i | /1397- he/ mi | Ui m aspxA€23€7 B ock 1
2.52.133.0 | srael 147.237. 0. 120 |nil uimaka.i df . i [Unhaut hori zed URL Access to v mil ui maka. i df.il/1396-he/ m | ui m aspxa€?a€z B ock 1
195. 62. 19. 70 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tiple Unaut hori zed URL Access from 195. 62. 19. 70 B ock 1
2.54.199. 43 | srael 147.237.0. 120 |ml ui maka.i df. i |Uhaut hori zed URL Access to ww miluimaka.idf.il/sip storage/files/8/ 2048. pn B ock 1
176. 12. 144. 126 |l srael 147.237. 0. 120 |nil uimaka.i df . i [Uhaut hori zed URL Access to vy mil ui maka.idf.il/1398- he/ m | ui m aspxa€?a€z B ock 1
Uhaut hori zed URL Access to
95. 86. 124. 134 |l srael 147.237.0. 120 |ml ui maka. i df . i lwawwv mi | ui m aka. i df . i | / &a=u&ed=0ahukew dj st q8ezj ahugOr gkhaoqdj cqf ggxnag&us |B ock 1
g=af gj cne5p7nBpntma58u2cj znf g7azoanw
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