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192. 116. 232. 69, |srael

46. 19. 86. 202, |srael
2.54.134.136, |srael

107. 170.151. 24, Whited Sates
31.168. 225. 146, |srael
212.235.98.139, |srael

31.168. 103. 115, |srael

132. 66. 40. 149, |srael

199. 203. 226. 21, |srael

79.181. 35.109, |srael
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31. 168. 225. 146 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
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12-20-2015 to 12-21-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Count
132. 66. 40. 149 | srael 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 2
59.45.79. 117 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
217.16.2.77 F ance 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
121. 201. 61. 50 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 Sweden 147.237.0. 120 mil uimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
223.4.174. 30 Chi na 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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8. 37.234.232 Lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 3359
149. 78. 26. 65 | srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3334
2.54.0. 18 I srael 147. 237. 0. 120 |nill ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2501
Ret r ansni ssi on dr opped.
212.68. 153. 241 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Pecket |, 2304
Ret r ansni ssi on dr opped.
62.219.154.55 |israel 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
66.249.93.215 |lhited Sates [147.237.0.120|mlui maka.idf.i]Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 2043
66.249.93.212 |lhited Sates [147.237.0.120|mluimaka.idf.i]Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 2002
66.249.93.209 |lhited Sates [147.237.0.120|mlui maka. idf.i[Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1607
109.66.1.154 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 1602
Ret r ansni ssi on dr opped.
66.249.81.227 |lhited Sates [147.237.0.120|mlui maka.idf.il]Geo-1ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 1478
66.249.81.224 |lhited Sates [147.237.0.120|mluimaka.idf.i]Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1472
68.180.229. 121 |lhited Sates [147.237.0.120|mlui maka. idf.i[Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1199
17.78.98. 182 Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- 1 ocati on i nbound enf or cenent dr op 1065
209.131.62. 124 |lhited Sates [147.237.0.120|mluimaka.idf.i]Geo-1ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1026
66.249.81.230 |lhited Sates [147.237.0.120|mlui maka.idf.il]Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 906
194. 9. 253. 237 E?Ir:;gom 147.237.0. 120 |mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 718
40. 77. 167. 89 Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent dr op 368
79.172.193.32 |Hungary 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 326
149. 78. 27. 168 | srael 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 322
99. 231. 188. 225 |Canada 147.237.0.120|ml uimaka.i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 296
17.78.123. 33 Lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 291
192.232.81.1 Lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 266
157.55.39.194 |lLhited Sates |147.237.0.120|mlui maka.idf.il|Geo-1ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent dr op 256
37.26. 149. 247 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 250
207.46.13.138 |lhited Sates [147.237.0.120niluimaka.idf.i|Geo-1 ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 246
80. 254. 150. 79  |Fance 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 218
69. 162. 139. 9 Lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 194
157.55.39.230 |lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 181
199. 207. 253.96 |lLhited Sates |147.237.0.120|mlui maka.idf.il|Geo-1ocation enforcenent Geo- 1 ocati on i nbound enf or cenent dr op 174
149. 78. 243. 126 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 173
88.217.180. 105 |Ger many 147.237.0. 120 |m! ui maka.i df . i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 173
149. 88. 68. 16 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 169
149. 78. 29. 104 | srael 147.237.0.120|mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 158
66.249. 75.219 |lhited Sates [147.237.0.120|mlui maka. idf.i[Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 158
157.55.39.229 |lhited Sates |147.237.0.120|mlui maka.idf.il|Geo-1ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent dr op 157
149. 88. 94. 179 | srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 155
149. 78. 206. 250 |l srael 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150
167. 220. 196. 156 E?Ir:;gom 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenment drop 149
109. 64. 117. 249 |Israel 147. 237. 0. 120 |nill ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 144
Ret r ansni ssi on dr opped.
149. 78. 244. 19 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 139
66.249. 75.227 |lhited Sates [147.237.0.120|mluimaka.idf.i]Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 135
149. 78.190. 132 |l srael 147.237.0.120|ml uimaka.idf .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 131
193. 182. 144. 121|l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 127
149. 78. 246. 27 | srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 115
51.175. 93. 165 Eiqlr:gegom 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 114
149. 88. 227. 98 | srael 147.237.0.120|ml uimaka.idf .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 110
66. 102. 9. 90 Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- 1 ocati on i nbound enf or cenent dr op 110
193. 182. 144. 38 |lsrael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
149. 88. 89. 146 | srael 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 101
149. 78. 31. 217 | srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 99
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46. 19. 86. 202 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 202 B ock 17
192. 116. 232. 69 |l srael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 192.116. 232. 69 B ock 12
2.54.134.136 | srael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 2. 54. 134. 136 B ock 10
192. 116. 232. 69 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv miluimaka.idf.il/scriptresource. axd B ock 3
107.170. 151. 24 g‘;ttees 147.237.0. 120 |ml ui maka. i df.i|Mil ti pl e Unhaut hori zed URL Access from 107. 170. 151. 24 B ock 3
212.235.98. 139 |lsrael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 212. 235. 98. 139 B ock 2
192. 116. 232. 69 I srael 147.237. 0. 120 |l ui maka i o . | KNOWN Paranet er wb4g617274 in . Bl ock 2
wwn mi | ui maka. i df . i | / shared/ aj ax/ cr eat ecapt chai nage. aspx
109. 186. 145. 184 |l srael 147.237. 0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to www mil ui maka. i df.il/1393-he/ nil ui maspxa€?a€Z |B ock 1
31.168. 103. 115 |Israel 147.237.0.120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 31.168. 103. 115 B ock 1
192. 116. 232. 69 |l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Par anet er wb48617274 in waw m | ui maka.idf.il/1394-he/ n | ui maspx |B ock 1
79.181.35.109 |lsrael 147.237.0. 120 |m ui maka. i df.i|Uhaut hori zed UR. Access to v mi | ui maka.idf.il/1355-he/ ml ui.aspx B ock 1
199. 203. 226. 21 |l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv milui maka.idf.il/scriptresource. axd B ock 1
46. 19. 85. 22 | srael 147.237. 0. 120 |nil uimaka. i df . i |Uhaut hori zed URL Access to wwn nil ui maka.idf.il/1394-he/ mi| ui maspxa€?a€Z |B ock 1
2.54.134. 136 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/894-he/ ml ui masp B ock 1
192. 116. 232. 69 |l srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw nil ui maka.idf.il/inmages/ 1. he/ send but. png B ock 1
Lhi ted L . . . {Whaut hori zed URL Access to
107.170. 151. 24 Sates 147.237.0. 120! ui maka. i df .| vy i | ui maka. i df . i |/ shared/ user cont r ol s/ header upper / Bl ock !
31.168. 103. 115 |Israel 147. 237. 0. 120 |nil ui maka. i of . i D stributed Lhknown Paraneter on v il ui maka. idf.il/scriptresource. axd B ock 1
par anet er wh48617274
212, 235.98.139 |Israel 147.237. 0. 120 [ril ui maka i of . (18U Or 1 2ed URL Access to . Bl ock 1
wwv mi | ui maka. i df.il/tenpl at es/ honepage/ undef i ned
192.116. 232. 69 |lsrael 147.237.0. 120 |mluimaka.idf.i|Uhaut hori zed UR. Access to ww niluimaka.idf.il/sip storage/files/7/1697. png |B ock 1
46. 19. 86. 202 | srael 147.237.0. 120 |ml uimaka.i df .i|Uhaut hori zed URL Access to wan mil ui maka.idf.il/1355-he/ ml ui masp B ock 1
199. 203. 226. 21 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 199. 203. 226. 21 B ock 1
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