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W 194. 114. 146. 227, |srael
46.19. 86. 233, |srael
W 81.218.56. 171, Israel
212.179. 146. 174, |srael
l 81.218.56. 245, |srael
H 37.142.64.63, |srael
W 2.54.30.141, |srael
W 120.150.29.211, Australia
1.246.130. 20, Korea, Republic of
W 176. 13. 14. 119, Israel




12-16-2015 to 12-17-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Geo  |Target Address

| gnature |Device Action | DP. ocation. Locat i on |Count |
81. 218. 56. 245 | srael 147.237.0.120 nmluimaka.idf.il B ock Wp Al Nets drop BB.- | srael 3
212.179. 146. 174 | srael 147.237.0. 120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
108. 161. 253. 41 Lhited Sates 147.237.0. 120 mluimaka.idf.il L4 Source or Dest Port Zero drop BBL- | srael 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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12-16-2015 to 12-17-2015

|Top Attackers In |D|

‘Attacker Geo

Target Address |Ste

Sgnature

46.19. 86. 233 | srael 147.237.0. 120 |ml uimaka. i df . i |PQI CY- OTHER TCP packet with urgent flag attenpt 7
37.142.64. 63 | srael 147.237.0.120|nl uimaka.idf.i [ET SCAN NVAP -sA (2) 2
1. 246. 130. 20 Ok;)rea, Republ i ¢ 147. 237. 0. 120 il i maka i df . i grcme Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
37.210. 195. 132 |Gtar 147. 237. 0. 120 i ui maka.i of . i gri‘ﬁN Behavi oral Uhusual |y fast inbound Tel net Qonnections, Potential Scan or Brute 1
108. 184.162.6 |lhited Sates 147.237.0.120|ml uimaka.idf.i |[ET SCAN Potential SSH Scan 1
124.74.213.36 |China 147.237.0.2120|mluimaka.idf.i |[ET SCAN Potential SSH Scan 1
120. 150. 29. 211 |Australia 147.237.0. 120 |ml uimaka.idf.i [ET SCAN NVAP -sS w ndow 3072 1
171. 232.56. 108 |V et nam 147.237.0. 120 |ml uimaka.idf.i |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Target Address |Ste

Sgnature

‘Attacker Geo

66. 249. 93. 209 |lhited Sates 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50383
141. 0. 15. 36 Eur ope 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35135
66.249. 93. 215 |Lhited Sates 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 22168
66.249.93.212 |lhited Sates 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17911
66. 249. 93. 3 Lhited Sates 147.237.0. 120 |ml uimaka.i df .i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11838
149. 78. 237. 23 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6404
66. 249. 93. 6 Lhited Sates 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4797
66. 249. 93. 9 Lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3263
66. 44. 32. 210 Lhited Sates 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 626
157.55. 39. 142 |Whited Sates 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 505
199. 207. 253. 96 |Lhited Sates 147.237.0. 120 |ml uimaka.i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 450
17.138.55.234 |Whited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 314
149. 78. 229. 205 |l srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 287
207.59.14. 130 |lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 285
2.52.130. 221 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 274
149. 88. 54. 170 |l srael 147.237.0. 120 |ml uimaka. i df .i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 272
68. 180. 229. 121 |Lhited Sates 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 271
149. 88. 80. 46 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 263
64.236.4.1 Lhited Sates 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 235
72.37.140. 47 Italy 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 203
134.191. 232. 68 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 177
207. 46. 13. 40 Lhited Sates 147.237.0. 120 |ml uimaka. i df .i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 165
207.46.13.169 |lhited Sates 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 158
66. 249. 66. 52 Lhited Sates 147.237.0. 120 |ml ui maka. i df .i §Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 151
205. 167. 7. 247 |Rance 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 145
82.166.91. 164 |Israel 147.237. 0. 120 |l vi maka i df .i (2" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
109. 64. 152. 81 I srael 147.237. 0. 120 |l vi maka. i df .i (2 €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
79.182.128.45 |Israel 147.237. 0. 120 |l vi maka i df .i (2" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
79.183.33.236 |Israel 147.237. 0. 120 |l vi maka. i df .i (2 €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
2.54.33.79 I srael 147.237. 0. 120 |l vi maka i df .i (2" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
51.175.93. 165 |[United Ki ngdom |147.237.0.120|nlui maka idf.i|Geo-|ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 138
149. 88. 225. 136 |l srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
157. 55. 39. 61 Lhited Sates 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 134
46.19. 86. 51 | srael 147.237.0. 120 |ml uimaka.idf.i |ISYN At t ack SYN -> SYN-ACK -> RST rej ect 130
186.107.85.34 |Qiile 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 125
95.108. 132. 183 Eéj;;ﬂ on 147.237.0. 120 |m| ui maka. i df .i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 123
202.182. 0. 200 |Thail and 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
207. 46. 13. 30 Lhited Sates 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 115
149. 88. 216. 167 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 112
66. 249. 81. 227 |lhited Sates 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 110
149. 78. 235. 251 |l srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 102
66.102. 9. 100 Lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
66. 249. 66. 49 Lhited Sates 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
134. 191. 232. 70 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82
66. 249. 93. 212 |Israel 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 82
79.183.96. 141 |Israel 147.237. 0. 120 |l ui maka. i df .i (X €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 81
Ret r ansn ssi on dr opped.
207.46.13.126 |lhited Sates 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 79
85.115.52.201 |United Kingdom [147.237.0. 120 |nlui maka.idf.i|Geo-|ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 78
108. 196. 31. 101 |Lhited Sates 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 73
66. 249. 66. 52 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 70
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Attacker Address

A tacker
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Devi ce
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Geo Action
194. 114. 146. 227l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthori zed URL Access from 194. 114. 146. 227 B ock 10
81.218.56.171 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthorized URL Access from 81.218. 56. 171 B ock 5
2.54.30. 141 | srael 147.237. 0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to www mil ui maka.idf.il/1388-he/ m| ui maspxa€?a€Z |B ock 2
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wb48617274 in wwwwv mlui maka.idf.il/scriptresource. axd B ock 2
2.54.3.197 | srael 147.237. 0. 120 |nil uimaka.i df . i [Uhaut hori zed URL Access to v mil ui maka.idf.il/1355-he/ mi| ui m aspxa€?a€Z |B ock 1
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed UR. Access to waw nil uimaka.idf.il/sip storage/files/7/1697. png |B ock 1
79. 180. 63. 130 | srael 147.237. 0. 120 |nil uimaka.i df . i |Unaut hori zed URL Access to v mil ui maka.idf.il/1381-he/ m | ui m aspxa€?a€Z |B ock 1
176.13.7.5 | srael 147.237. 0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to v mil ui maka. i df.il/1388-he/ m | ui maspxa€?a€Z |B ock 1
176.13.14. 119 |lIsrael 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed URL Access to www mil ui maka.idf.il/1355-he/ m | ui maspxa€- B ock 1
31.168.74.208 |l srael 147.237. 0. 120 |ril ui maka i o, (12U 0T 2ed URL Access to Bl ock 1
wawe m | ui maka. i df.il/tenpl at es/ homepage/ honepage. aspx
L . . . {Whaut hori zed URL Access to
81.218.56. 171 I srael 147.237.0. 120 m| umaka. i df .1 v mi | uimaka. idf.il/sip _storagel/fil es/ 3/ si ze220x0/ 1943. png Bl ock !
46. 19. 85. 103 | srael 147.237. 0. 120 |nil uimaka. i df . i {Unaut hori zed URL Access to ww il ui maka.idf.il/1355-he/ m ui maspxa€?a€Z |B ock 1
109. 253. 158. 109 srael 147.237.0. 120 1 ui maka.i df . i 2‘(’)';.'2"'5; i‘g;."‘ig;h/m”‘”dth i code Encoding on LR/ Paraneter (+) from Bl ock 1
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