12-15-2015 to 12-16-2015

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

234
224
214
204
19+
18-
174
164
15+
144
134
12+

11+

Nunber 1q-
a 9+
Attacks g'

6-
5-
4
3
2-
1
0

Top Tar get

[Top Attackers |

3+

W 82.80.217.70, Israel
132.66. 64. 17, |srael

W 212.179. 146. 174, |srael
2.54.50. 14, |srael

Nunber 1] W 81.218.70. 243, |srael
a W 68.65.169.20, Lhited Sates
Attacks

¥ 192.118.132. 185, |srael

W 185. 89.217. 233, null
176.12. 138. 113, |srael

B 212.235.56. 185, | srael

Top Attackers



12-15-2015 to 12-16-2015

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|9 gnature | Devi ce Action |CP | ocati on. Locat i on |count |
82.80.217.70 | srael 147.237.0.120 nluimaka.idf.il B ock Wp Al Nets drop BB.- | srael 3
212.179. 146. 174 | srael 147.237.0. 120 nluimaka.idf.il Bl ock Up Al Nets drop BBL- | srael 3
68. 65. 169. 20 Lhited Sates 147.237.0.120 mluimaka. idf.il Invalid TGP H ags drop BBL- | srael 2
192.118. 132. 185 | srael 147.237.0. 120 mluimaka.idf.il ock Wdp Al _Nets drop BBL- | srael 2
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste
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12-15-2015 to 12-16-2015

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Count |
132. 66. 64. 17 | srael 147.237.0. 120 nluimaka.idf.il ET SCAN NVAP -sA (2) 3
109. 96. 254. 231 Ronani a 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sS wi ndow 4096 1




12-15-2015 to 12-16-2015

|Top Attackers In FW |

‘Attacker Geo |Target Address [Ste dgnature

66.249.81.224 |lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 94277
66. 249. 93. 3 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 44699
66. 249. 93. 9 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 25302
66.249. 81. 227 |[Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-|ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 18455
66. 249. 93. 6 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-1 ocation enforcenent Geo- 1 ocati on i nbound enf or cenent drop 17491
66.249. 81. 230 [Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- 1 ocati on i nbound enf or cenent drop 16404
79. 183. 216. 118 |I srael 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2516
Ret r ansn ssi on dr opped.
87.68.151. 223 |Israel 147, 237. 0. 120 |nil vi maka i df . | Mg Engi ne: TCP Inval id Invalid segnent retransmssion. Packet g 2304
Ret r ansni ssi on dr opped.
2.54.41.246  |israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
109. 66. 143. 180 |1 srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
79.176.146. 77 |Israel 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
2.54.135.153  |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 1764
Ret r ansni ssi on dr opped.
157.55.39.142 |Whited Sates |[147.237.0.120|mluimaka.idf.il]Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1151
168. 63. 200. 167 |Lhited Sates |[147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 717
68. 180. 229. 121 |Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 704
149. 78. 220. 184 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 610
69. 1. 183. 66 Lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-1ocation enforcenent Geo- 1 ocati on i nbound enf or cenent drop 581
149. 88. 192. 208 |l srael 147.237.0. 120 |ml ui maka.i df . i |Geo-1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 573
149. 78. 6. 241 | srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 476
194. 9. 253. 237 Lk?lr:;(;‘om 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 471
79. 181. 115. 142 |I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 450
Ret r ansni ssi on dr opped.
149. 78. 246. 206 |l srael 147.237.0.120|mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 432
169.253.194.1 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-I|ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 331
46. 19. 85. 97 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 289
46.19.85.97  |israel 147.237. 0. 120 |nil uimaka. i of .1 {Bad TCP sequence SINHAK retransmt with di fferent monitor |89
w ndow scal e
149. 88. 76. 32 | srael 147.237.0.120|mluimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 252
149. 78. 234. 121 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 224
149. 88. 226. 2 | srael 147.237.0.120|ml ui maka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 188
149. 78. 74. 158 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 165
66. 102. 9. 80 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 160
40.77. 167. 47 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 156
66. 249. 66. 49 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 151
109. 64. 147. 78 |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
84. 228. 190. 217 | srael 147. 237. 0. 120 il ui maka. i df i " €3MNg Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
2.54.175.229  |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
66. 249. 66. 52 Lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 143
149. 78. 27. 168 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 142
66. 102. 9. 90 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 137
66. 249. 66. 55 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 134
149. 78. 255. 48 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
149. 88. 24. 49 | srael 147.237.0. 120 |ml ui maka.i df . i |Geo-1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 122
66. 102. 9. 100 Lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 121
149. 88. 255. 152 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 116
68. 65. 169. 20 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 112
149. 88. 150. 186 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 112
51.175. 93. 165 lk?lr:gegom 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 110
149. 78. 172. 249 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
77.180. 44. 128 |Ger nany 147.237.0.120|mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 105
149.50. 76. 136 |Lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-I|ocation enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 92
149.78.29.111 |Israel 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
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|Top Attackers In V\AF|

At acker Devi ce

Geo Target Address |Ste Sgnature Action ‘Oount

2.54.50. 14 | srael 147.237.0. 120 |ni| ui maka. i df . i |Uhaut hori zed URL Access to v nil ui maka. i df.il/1388-he/ nil ui maspxa€?a€Z |B ock 2

176. 12. 138. 113 |1 srael 147. 237. 0. 120 i1 ui m akasi of . i Mil tiple Full width/Hal fw dth Uhi code Encodi ng on URY/ Paraneter(+) from B ock 1
176.12.138. 113

81.218. 70. 243 |l srael 147.237.0. 120 |ml uimaka. i df.i {Mil ti pl e Uhaut hori zed URL Access from 81.218. 70. 243 B ock 1

185. 89. 217. 233 147.237. 0. 120 [ril ui maka. i o i [ 1S Above Foot Directory . Bl ock 1
wane mi | ui maka. i df.il/../inmages/ shared/ hp/ hp_i con. png

81.218. 70. 243 |l srael 147.237.0. 120 |m | ui maka. i df . i |Uhknown Par anet er wb48617274 in ww m | ui maka.idf.il/scriptresource. axd B ock 1

212. 235. 56. 185 || srael 147.237. 0. 120 |nil ui maka. i of . (M 1Pl € Full w dth/ el fwi dth Uni code Bncoding on URY Paraneter (+) - from B ock 1
212. 235. 56. 185

132.64.205.32 | srael 147, 237. 0. 120 |nil ui maka. i of i (h3ULhori zed LRL Access to . Bl ock 1
wan m | ui maka. i df. il /tenpl at es/ honepage/ undef i ned

37.26.149. 180 |lsrael 147.237.0. 120 ni| ui maka. i df . i |Uhaut hori zed URL Access to ww mil ui maka.idf.il/1388-he/ nil ui maspxa€?a€Z |B ock 1
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