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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
82. 80.217.70 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
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12-13-2015 to 12-14-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
91. 201. 236. 113 Lkr ai ne 147.237.0.120 |mluimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 60. 89 Net her | ands 147.237.0.120 |mluimaka idf.il |ET SCAN NVAP -sS wi ndow 1024 1
134.213.133. 4 Uni ted Kingdom |147.237.0.120 |nmiluimaka idf.il |ET SCAN NVAP -sS w ndow 3072 1
80. 147. 110. 65 Cer many 147.237.0.120 |nmluimaka.idf.il |ET SCAN Potential SSH Scan 1
93. 86. 115. 235 147.237.0.120 |miluimaka idf.il |ET SCAN Potential SSH Scan 1
112. 33. 8. 117 Chi na 147.237.0.120 |miluimaka idf.il |ET SCAN Potential SSH Scan 1
212.199. 57. 202 | srael 147.237.0.120 |mluimaka.idf.il |ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos attack 1




12-13-2015 to 12-14-2015

|Top Attackers In FW |

‘Attacker Go |[Target Address|Jte Sgnature
66. 249. 81.224 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 347644
66. 249. 93. 3 Lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 113633
66.249.81. 230 |[Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 106592
66. 249. 81. 227 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 104981
66. 249. 93. 6 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 46567
66. 249. 93. 9 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 43744
79. 183. 127. 154 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3Mn9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 4608
Ret r ansni ssi on dr opped.
149, 78. 243. 126 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3257
79.178. 132. 118 |I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 2304
Ret r ansni ssi on dr opped.
5 22 134.8 st ael 147. 237. 0. 120 |nil i maka.i of . i Sreamlng Er_lgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
185. 3. 146. 249 | srael 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 2304
Ret r ansni ssi on dr opped.
31.168.88.119 [Israel 147.237. 0. 120 i ui maka i of i (27 €3Mn9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
109. 66. 33. 210 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 2304
Ret r ansni ssi on dr opped.
79.182.26.100 |Israel 147.237. 0. 120 il ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
5.144.63.147 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 1800
Ret r ansni ssi on dr opped.
15. 90. 166. 12 Lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1357
68. 180. 229. 121 |Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-| ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 1160
141. 8. 86. 121 Ml ta 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1042
149. 78. 243. 58 |l srael 147.237.0.120|ml uimaka.i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1038
157. 55. 39. 61 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enfor cenment Geo- | ocati on i nbound enf or cenent drop 955
2.52. 33. 246 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 818
17.78. 64. 167 Lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 680
149. 88. 69. 217 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 594
64. 79. 85. 205 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 590
82. 166. 248. 214 |1 srael 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet | 576
Ret r ansni ssi on dr opped.
66. 249. 66. 49 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 573
149.78.19. 186 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 468
193. 186. 163. 3 |G eece 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 433
46.19.85.86  |Israel 147.237. 0. 120 il uimaka.i df . i {Bad TCP sequence SINHAK retransmt with di fferent monitor  |390
wi ndow scal e
46. 19. 85. 86 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN ACK -> Ti meout rej ect 374
67.11.182.110 |[Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 372
66. 102. 9. 80 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 338
123.63. 1. 90 I ndi a 147.237.0.120|ml uimaka.i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 334
46. 19. 85. 86 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK - > Ti neout alert 324
66. 249. 81. 224 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 310
95. 146. 61. 145 LKJ?Ir:g;ec(ijom 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 289
66. 249. 81. 230 |lsrael 147.237.0.120|ml uimaka.i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 265
66. 249. 81. 227 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 264
165.225.72.81 |Whited Sates |147.237.0.120|nlui maka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 226
149. 78. 10. 166 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenment drop 196
66. 249. 93. 3 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 183
149, 78. 233. 110 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 183
66. 249. 93. 9 | srael 147.237.0.120|ml uimaka.i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
79. 180. 169. 28 |Israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet |, 180
Ret r ansni ssi on dr opped.
2.54.148.242 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | op 180
Ret ransnii ssi on dr opped.
89. 190. 180. 57 |[ltaly 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 180
149. 88. 151. 138 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 179
149. 78. 240. 90 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 173
66. 249. 93. 6 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 163
85. 158. 139. 227 gi“rf;gom 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocation i nbound enf or cenent drop 160




12-13-2015 to 12-14-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo ‘Target Address [Ste Sgnature Action ‘Count

176. 12. 141. 119 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 176.12. 141. 119 B ock 20

2.52.170.194 | srael 147.237. 0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to www mil ui maka.idf.il/1389-he/ nl ui maspxa€?a€Z |B ock 7

37.26.149. 250 |l srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to www il ui maka. i df.il/1388-he/ ml ui maspxa€?a€Z |HB ock 5

176.12.142.82 |lsrael 147.237. 0. 120 |nil uimaka. i df . i |Uhaut hori zed URL Access to wan mil ui maka.idf.il/1380-he/ nil ui maspxa€?a€Z |B ock 3

212.179.21. 194 |l srael 147.237.0. 120 |ml uimaka.idf.il|Uhaut hori zed UR. Access to www nil uimaka.idf.il/sip storage/files/9/ 2039 B ock 3
L . . {0 stributed Uhaut horized URL Access on

2.54.155.183 | srael 147.237.0.120 |mluimaka. i df.i wow i | ui maka, i df . i |/ 1388- he/ m | Ui m aspxa€2a€7 B ock 2

212.179. 21. 194 |l srael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 212.179. 21. 194 B ock 2
L . . {0 stributed Uhaut hori zed URL Access on

37.26. 149. 250 |l srael 147.237.0. 120 |m| ui maka. i df . i i i | Ui m aka, i df . i | /1388- he/ mi | Ui m aspxa€?3€7 B ock 2
L . ~JD0 stributed Unaut hori zed URL Access on

176.13.5. 89 | srael 147.237.0.120 |mluimaka. i df.i wow i | ui maka, i df . i |/ 1388- he/ m | Ui m aspxa€23€7 B ock 2
L . . {0 stributed Uhaut hori zed URL Access on

2.54.46.73 | srael 147.237.0. 120 |m| ui maka. i df . i i i | Ui m aka, i df . i | /1388- he/ m | Ui m aspxa€23€7 B ock 2

46.19. 85. 166 | srael 147.237.0. 120 |mluimaka.idf.i|Ml formed URL B ock 1

213. 8. 245. 50 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wbh48617274 in wwww mlui maka.idf.il/scriptresource. axd B ock 1
L . . {0 stributed Uhaut hori zed URL Access on

77.125.138.68 |lsrael 147.237.0. 120 |m| ui maka. i df . i W i | ui maka, i df . i |/ 1389- he/ mi | Ui m aspxa€23€7 B ock 1
L .. {0 stributed Uhaut horized URL Access on

46.19. 85. 118 | srael 147.237.0.120 |mluimaka.idf.i wow i | ui maka, i df . i |/ 1388- he/ m | Ui m aspxa€2a€7 B ock 1
L . . {0 stributed Lhaut hori zed URL Access on

2.54.25.4 | srael 147.237.0. 120 |m| ui maka. i df . i ww i | Ui maka, i df . i |/ 1388- he/ m | Ui m aspxa€23€7 B ock 1

93.172.152. 132 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed UR. Access to wwn mil ui maka.idf.il/1346 B ock 1

46.19. 85. 166 | srael 147.237.0. 120 |ml ui maka. i df . i |lUnknown HTTP Request Met hod g=0. 8, en- US; g=0. 6, en; g=0.4 in URL B ock 1
A . . {Unaut hori zed URL Access to

213. 8. 245. 58 | srael 147.237.0. 120 |mluimaka.idf.i wowe nil Ui maka. i of .1 1 /i mages/ shar ed/ hp! ri ght 1 i nk. png B ock 1

79.176.130. 84 |lsrael 147.237.0. 120 |mluimaka.idf.i|Uhaut hori zed URL Access to waw m | ui maka.idf.il/1397/ ml ui maspx B ock 1

46.19. 85. 127 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw m | ui maka.idf.il/1387- B ock 1
L . .JD0 stributed Unaut hori zed URL Access on

46. 19. 85. 233 | srael 147.237.0.120 |mluimaka. i df . i wow i | ui maka, i df . i |/ 1355- he/ m | Ui m aspxa€23€7 B ock 1

2.52.170. 46 | srael 147.237. 0. 120 |nil uimaka. i df . i [Uhaut hori zed URL Access to wan mil ui maka.idf.il/1389-he/ nil ui maspxa€?a€Z |B ock 1
L . . {0 stributed Uhaut hori zed URL Access on

185.3.144.0 | srael 147.237.0. 120 |m| ui maka. i df . i i i | Ui m aka, i df . i |/ 1387- he/ mi | Ui m aspxa€?a€7 B ock 1

81.218.241.25 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Unknown Par anet er wbh48617274 in waw m | uimaka.idf.il/894-he/ mluimaspx |B ock 1

46. 19. 85. 166 | srael 147.237.0. 120 |m ui maka.idf.i|Abnornal | y Long Request net hod B ock 1

2.54. 144, 248 | srael 147.237. 0. 120 |nil uimaka. i df . i [Uhaut hori zed URL Access to ww mil ui maka.idf.il/1387-he/ nil ui maspxa€?a€Z |B ock 1

213.8.245.50 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 213. 8. 245. 50 B ock 1

176. 12. 141. 119 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed UR. Access to waw mluimaka.idf.il/sip storage/files/2/2042.jp B ock 1

62. 90. 146. 70 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw il uimaka.idf.il./ B ock 1

46. 19. 85. 30 | srael 147.237.0. 120 |ml uimaka. i df .i|Suspi ci ous Response Code B ock 1
L . . {0 stributed Uhaut hori zed URL Access on

185. 27. 105. 188 |l srael 147.237.0. 120 |m| ui maka. i df . i ww i | Ui maka, i df . i |/ 1388- he/ m | Ui m aspxa€23€7 B ock 1

84.228. 195. 243 |l srael 147.237. 0. 120 |nil uimaka. i df . i |Uhaut hori zed URL Access to waw mil ui maka.idf.il/1355-he/ nil ui maspxa€?a€Z |B ock 1
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