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Top Attackers 

146.185.57.7, Israel

103.30.90.134, Indonesia

66.249.81.224, Israel

23.95.113.154, United States

203.251.250.133, Korea, Republic of

193.104.41.54, Moldova, Republic of

81.31.244.14, Iran, Islamic Republic of

180.250.66.131, Indonesia

175.204.154.21, Korea, Republic of

45.55.168.4, null
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

146.185.57.7 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

66.249.81.224 Israel 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

45.55.168.4 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

175.204.154.21 Korea, Republic of 147.237.0.120 miluim.aka.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or
Brute Force

1

193.104.41.54 Moldova, Republic of 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

23.95.113.154 United States 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

81.31.244.14
Iran, Islamic Republic
of

147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -sS window 1024 1

180.250.66.131 Indonesia 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

203.251.250.133 Korea, Republic of 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address Site Name Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 244030

66.249.93.3 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 31935

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 28900

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 28145

66.249.93.9 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 17319

66.249.93.6 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 11893

185.120.126.51 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1800

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 388

157.55.39.242 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 342

149.88.63.144 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 185

157.55.39.231 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 182

149.78.232.65 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 153

149.88.78.182 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 148

79.183.33.236 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.88.235.90 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 142

66.249.73.219 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 125

149.78.109.19 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 124

46.19.86.211 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 122

157.55.39.173 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 119

149.88.27.57 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 114

66.249.73.235 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 104

66.249.73.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 104

149.88.158.71 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 100

66.102.9.100 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 97

66.249.66.52 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 93

149.78.178.122 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 85

149.78.224.52 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 84

213.238.10.43 Ukraine 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 83

46.19.85.197 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 81

46.120.11.130 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 81

46.120.11.130 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 77

79.181.103.75 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

66.249.93.9 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 72

149.78.144.237 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 70

149.78.224.44 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 70

51.175.93.165
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 68

157.55.39.61 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 61

66.249.93.6 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 58

149.78.76.61 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 57

66.102.9.90 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 56

149.78.35.181 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 54

85.64.80.50 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 49

94.44.252.118 Hungary 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 46

66.249.73.219 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 45

66.249.73.227 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 44

66.249.66.55 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 42

66.249.73.235 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 41

66.102.9.80 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 37

140.247.218.52 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 37

66.249.81.230 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 37
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

103.30.90.134 Indonesia 147.237.0.120 miluim.aka.idf.il E-mail collector robots 14 Block 1

103.30.90.134 Indonesia 147.237.0.120 miluim.aka.idf.il eMail Hoarding Block 1
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