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12-12-2015 to 12-13-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste

|9 gnature | Devi ce Action |CP I ocation. Location |Count |
146. 185. 57. 7 | srael 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 3
66. 249. 81. 224 | srael 147.237.0.120 |niluimaka idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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12-12-2015 to 12-13-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
45, 55. 168. 4 147.237.0.120 |ml uimaka.idf.i |[ET SCAN Potential SSH Scan 1
175. 204. 154. 21 |Korea, Republic of 147. 237. 0. 120 i1 ui m akasi of . i grmwNe ForBf:aw oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
193.104.41.54 |Mdl dova, Republic of |147.237.0.120|mluimaka idf.i |[ET SCAN Potential SSH Scan 1
23.95.113. 154 |lhited Sates 147.237.0. 120 |ml uimaka.i df.i |ET SCAN Potential SSH Scan 1
81.31. 244. 14 :)fra”' Islamic RpUBIIC 1147 537, 0. 120 [nil ui maka. i df .1 |[ET SCAN NVAP - sS wi ndow 1024 1
180. 250. 66. 131 |l ndonesi a 147.237.0. 120 |nl uimaka.idf.i |[ET SCAN Potential SSH Scan 1
203. 251. 250. 133|Korea, Republic of 147.237.0. 120 |m | uimaka. i df.i |ET SCAN Potential SSH Scan 1




12-12-2015 to 12-13-2015

|Top Attackers In FW |

Target Address [Ste

Sgnature

‘Attacker Geo

66. 249. 81.224 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 244030
66. 249. 93. 3 Lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 31935
66.249.81. 230 |[Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 28900
66. 249. 81. 227 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 28145
66. 249. 93. 9 Lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-|ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17319
66. 249. 93. 6 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 11893
185. 120. 126. 51 147.237. 0. 120 il ui maka. i of .i (2" €3Mn9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 1800

Ret r ansni ssi on dr opped.
68. 180. 229. 121 |Lhited Sates |147.237.0. 120 |l uimaka.idf.iGeo-1 ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 388
157.55.39. 242 |lhited Sates |147.237.0.120|nluimaka.idf.i|Geo-1 ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 342
149. 88. 63. 144 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 185
157.55.39.231 |Whited Sates |147.237.0.120|nlui maka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenment drop 182
149. 78. 232. 65 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 153
149. 88. 78. 182 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 148
79.183.33.236 |Israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144

Ret ransnii ssi on dr opped.
149. 88. 235. 90 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 142
66. 249. 73.219 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 125
149.78.109.19 |Israel 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 124
46.19. 86.211 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 122
157.55.39.173 |Whited Sates |147.237.0.2120|nilui maka.idf.i|Geo-|ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 119
149. 88. 27. 57 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 114
66. 249. 73.235 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 104
66. 249. 73. 227 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 104
149. 88. 158. 71 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 100
66.102. 9. 100 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 97
66. 249. 66. 52 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 93
149. 78. 178. 122 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 85
149. 78. 224. 52 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
213.238. 10. 43 |lkrai ne 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 83
46. 19. 85. 197 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 81
46.120.11. 130 |lsrael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 81
46.120.11.130 |israel 147.237. 0. 120 [nil ui maka. i df .i |Bad TGP sequence SINFACK retransmit wth different roni t or 77

wi ndow scal e

79.181.103.75 [Israel 147.237. 0. 120 i ui maka. i of i (27 €3MN9 Engine: TQP Inval i d Invalid segment retransmssion. Packet | 72

Ret r ansni ssi on dr opped.
66. 249. 93. 9 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 72
149. 78. 144. 237 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 70
149. 78. 224. 44 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 70
51.175. 93. 165 LKJ?Ir:g;ec(ijom 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 68
157. 55. 39. 61 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 61
66. 249. 93. 6 | srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 58
149. 78. 76. 61 | srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 57
66. 102. 9. 90 Lhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 56
149. 78. 35. 181 |l srael 147.237.0. 120 |ml ui maka. i df.i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 54
85. 64. 80. 50 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49
94.44.252.118 [Hungary 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 46
66. 249. 73. 219 |lsrael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
66. 249. 73. 227 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 44
66. 249. 66. 55 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenment drop 42
66. 249. 73. 235 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 41
66. 102. 9. 80 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
140.247.218.52 |Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
66. 249. 81. 230 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 37
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|Top Attackers In V\AF|

Attacker Address

| Attacker Geo | Target Address |ste |9 gnature | Devi ce Action | count |
103. 30. 90. 134 | ndonesi a 147.237.0.120 nil uimaka.idf.il Enai|l collector robots 14 B ock 1
103. 30. 90. 134 | ndonesi a 147.237.0.120 nil uimaka.idf.il eMii | Hoar di ng B ock 1
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