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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
113. 160. 150. 62 Wi et nam 147.237.0. 120 ET SCAN NVAP -f -sS 1
113. 160. 150. 62 W et nam 147.237.0. 120 ET SCAN NVAP -sS w ndow 4096 1
191.101. 191. 163 Gile 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
199. 168. 136. 165 Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
31.168. 134. 222 | srael 147.237.0. 120 portscan: TCP D stributed Portscan 1
113. 160. 150. 62 i et nam 147.237.0.120 ET SCAN NVAP -sS wi ndow 2048 1
132. 248. 94. 130 Mexi co 147.237.0.120 ET SCAN Potential SSH Scan 1
194. 63. 140. 74 Russi an Federation 147.237.0. 120 ET SCAN Potential SSH Scan 1




12-07-2015 to 12-08-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
66.249.81.224 |lhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 571021
66.249.81.227 |lhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 134761
66.249.81.230 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 128596
66.249.93.198 |lLhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 66478
66.249.93.202 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26619
66.249.93.206 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 20325
173.245.115.78 |lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9696
173.245.115.79 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 8828
173.245.115.76 |Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 8246
173.245.115. 77 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 4816
165.225.72.59 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3324
79. 178. 237. 141 |1 srael 147. 237 0. 120 Sreanimg Etjgi ne: TGP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
84. 228 125. 100 |israel 147 237.0. 120 Sreanhng Er_1gi ne. TGP Invalid Inval id segnent retransmssion. Packet drop 2304
Ret ransni ssi on dr opped.
212 143. 71. 203 |1 srael 147. 237 0. 120 Sreanimg Etjgi ne: TGP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
149. 78. 69. 42 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1821
66. 249. 66. 49 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1422
207. 46. 13. 15 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1278
79. 182 117. 168 |1 srael 147. 237. 0. 120 Sreanimg Etjgi ne: TGP Invalid Inval id segnent retransnission. Packet drop 1202
Ret r ansni ssi on dr opped.
149. 78. 252. 189 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1011
92.207.129.54 |CGer nany 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 921
75.158.172.79 |Canada 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 899
149. 78. 106. 143 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 854
40.77. 167. 98 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 675
37.187.129. 166 |Fance 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 661
149. 78. 36. 97 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 641
212.159. 189. 199 LKTIr:ge(cjjom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1ocati on i nbound enf or cerent drop 610
79.177. 135. 224 |1 srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 594
Ret r ansni ssi on dr opped.
40.77.167. 8 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 583
149. 78.139. 179 |lsrael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 583
66. 102. 9. 90 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 552
17.78. 99. 56 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 551
213.238. 10.43 |kraine 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 532
149. 88. 49. 12 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 476
66.102. 9. 100 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 372
149. 88. 213. 168 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 369
149. 88. 4. 125 | srael 147.237.0.120 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 365
149. 88. 152. 155 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 329
66. 249. 81. 224 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 317
168. 63. 200. 167 |Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 299
79.134. 143. 123 |Jordan 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 291
66. 249. 81. 227 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 284
149. 78. 18. 80 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 284
149. 78. 198. 67 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 281
149. 88. 59. 165 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 278
168. 63.139.43 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 264
66. 249. 81. 230 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 258
66. 102. 9. 80 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 253
2 52 189. 24 | st ael 147. 237. 0. 120 Sreanimg Etjgi ne: TGP Invalid Invalid segnent retransnission. Packet drop 234
Ret r ansni ssi on dr opped.
149. 78. 92. 66 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 232
68.180.229. 121 |lLhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 228
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46.19. 86. 175 | srael 147.237.0. 120 D stributed Whaut hori zed UR. Access on wan mil ui maka. i df .i|/1381-he/ il ui m aspxa€?a€Z B ock 3
213.57.221.15 |lsrael 147.237.0. 120 D stributed Waut hori zed URL Access on waw mil ui maka. i df .il/1381-he/ ni| ui m aspxa€?a€Z B ock 3
176.13.7.17 | srael 147.237.0. 120 D stributed Unhaut hori zed UR. Access on www mil ui maka. i df . i|/1381-he/ mi | ui m aspxa€?a€Z B ock 2
46.121.202. 24 |lsrael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mi | ui maka. i df . il/1381-he/ mi| ui m aspxa€?a€Z B ock 2
2.54.54.236 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on waw mi | ui maka. i df . i|/1381-he/ mi| ui m aspxa€?a€Z B ock 2
62.219. 147. 69 |l srael 147.237.0. 120 D stributed Uhaut hori zed UR. Access on wan mil ui maka. i df .i|/1381-he/ ni| ui m aspxa€?a€7 B ock 2
46.116. 113. 65 |Israel 147.237.0. 120 Lhaut hori zed URL Access to waw mi| ui maka. i df.il/1381-he/ nil ui m aspxa€?a€Z B ock 2
80.179. 9. 115 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw mil ui maka. i df .il/1381-he/ mi| ui m aspxa€?a€Z B ock 1
46. 19. 86. 200 | srael 147.237.0. 120 D stributed Unhaut hori zed UR. Access on www mil ui maka. i df . i |/1381-he/ mi | ui m aspxa€?a€Z B ock 1
Ill1egal HITP Version __ at uvs=5665ab6ch61bf e8f 000;
46.19.85.183 |[lIsrael 147. 237.0. 120 _pk_i d. 104. b624=34e3ef e74100bdb1. 1449503602. 1. 1449503602. 1449503602. ; B ock 1
_pk_ses. 104. h624=*
81.218.61.202 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to www m | ui maka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
46.19. 85. 183 | srael 147.237.0.120 Ml ti pl e Unknown HTTP Request Met hod from 46. 19. 85. 183 B ock 1
192. 114. 23. 208 |l srael 147.237.0.120 Uhaut hori zed URL Access to waw mi | ui maka.idf.il/1380-hi/ml ui maspx B ock 1
80. 246. 130. 91 |l srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on waw il ui maka. i df . i|/1381- he/ m | ui m aspxa€?a€Z B ock 1
46. 19. 86. 200 | srael 147.237.0. 120 Lhaut hori zed URL Access to waw mi| ui maka.idf.il/1381-he/ nil ui m aspxa€?a€z B ock 1
46. 19. 85. 183 | srael 147.237.0. 120 Mal f ormed URL B ock 1
84.228.72.175 |lsrael 147.237.0. 120 D stributed Unhaut hori zed UR. Access on www mi | ui maka. i df . i |/1381- he/ mi | ui m aspxa€?a€Z B ock 1
46.19. 85. 183 | srael 147.237.0.120 Unknown HTTP Request Method pk ses. 104. b624=* in URL B ock 1
46.19. 85. 21 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on waw mil ui maka. i df.il/1381-he/ mi| ui m aspxa€?a€Z B ock 1
212.199. 11. 64 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to waw mil ui maka. i df.il/1355-he/ nil ui m aspxa€?a€Z B ock 1
81.218.56.171 |lsrael 147.237.0. 120 Ml tiple Whaut horized URL Access from 81.218.56. 171 B ock 1
46.116. 113. 65 |Israel 147.237.0. 120 D stributed Waut hori zed URL Access on waw mil ui maka. i df .i|/1381-he/ mi| ui m aspxa€?a€Z B ock 1
46. 19. 85. 183 | srael 147.237.0. 120 Mil ti pl e Abnornal |y Long Request from 46. 19. 85. 183 B ock 1
2.54.19.183 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on waw mi | ui maka. i df.il/1381-he/ mi| ui m aspxa€?a€Z B ock 1
176.12. 151. 37 |lsrael 147.237.0.120 D stributed Whaut hori zed UR. Access on waw mi | ui maka. i df . il/1381-he/ mi| ui m aspxa€?a€Z B ock 1
79.179. 35.225 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to waw mil uimaka.idf.il/1381hel /m | ui maspx B ock 1
46.19. 85. 183 | srael 147.237.0. 120 Abnormal | y Long Request net hod B ock 1
81.218.56.171 |lsrael 147.237.0. 120 Unknown Par anet er wb48617274 in waw mil ui maka.idf.il/scriptresource. axd B ock 1
46. 19. 85. 183 | srael 147.237.0. 120 Mil tipl e Mal formed URL from 46. 19. 85. 183 B ock 1
2.54.48.128 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on waw mi | ui maka. i df.il/1381-he/ mi| ui m aspxa€?a€Z B ock 1
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