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Top Attackers 

46.19.85.183, Israel

46.116.113.65, Israel

113.160.150.62, Vietnam

213.57.221.15, Israel

46.19.86.175, Israel

62.219.147.69, Israel

81.218.56.171, Israel

46.121.202.24, Israel

46.19.86.200, Israel

2.54.54.236, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

113.160.150.62 Vietnam 147.237.0.120 ET SCAN NMAP -f -sS 1

113.160.150.62 Vietnam 147.237.0.120 ET SCAN NMAP -sS window 4096 1

191.101.191.163 Chile 147.237.0.120 ET SCAN NMAP -sS window 1024 1

199.168.136.165 United States 147.237.0.120 ET SCAN NMAP -sS window 1024 1

31.168.134.222 Israel 147.237.0.120 portscan: TCP Distributed Portscan 1

113.160.150.62 Vietnam 147.237.0.120 ET SCAN NMAP -sS window 2048 1

132.248.94.130 Mexico 147.237.0.120 ET SCAN Potential SSH Scan 1

194.63.140.74 Russian Federation 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 571021

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 134761

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 128596

66.249.93.198 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 66478

66.249.93.202 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 26619

66.249.93.206 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 20325

173.245.115.78 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 9696

173.245.115.79 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 8828

173.245.115.76 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 8246

173.245.115.77 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 4816

165.225.72.59 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 3324

79.178.237.141 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

84.228.125.100 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

212.143.71.203 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

149.78.69.42 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1821

66.249.66.49 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1422

207.46.13.15 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1278

79.182.117.168 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1202

149.78.252.189 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1011

92.207.129.54 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 921

75.158.172.79 Canada 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 899

149.78.106.143 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 854

40.77.167.98 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 675

37.187.129.166 France 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 661

149.78.36.97 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 641

212.159.189.199
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 610

79.177.135.224 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 594

40.77.167.8 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 583

149.78.139.179 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 583

66.102.9.90 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 552

17.78.99.56 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 551

213.238.10.43 Ukraine 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 532

149.88.49.12 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 476

66.102.9.100 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 372

149.88.213.168 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 369

149.88.4.125 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 365

149.88.152.155 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 329

66.249.81.224 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 317

168.63.200.167 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 299

79.134.143.123 Jordan 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 291

66.249.81.227 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 284

149.78.18.80 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 284

149.78.198.67 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 281

149.88.59.165 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 278

168.63.139.43 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 264

66.249.81.230 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 258

66.102.9.80 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 253

2.52.189.24 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

149.78.92.66 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 232

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 228
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

46.19.86.175 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 3

213.57.221.15 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 3

176.13.7.17 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 2

46.121.202.24 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 2

2.54.54.236 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 2

62.219.147.69 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 2

46.116.113.65 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 2

80.179.9.115 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

46.19.86.200 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.183 Israel 147.237.0.120
Illegal HTTP Version __atuvs=5665ab6cb61bfe8f000;
_pk_id.104.b624=34e3efe74100bdb1.1449503602.1.1449503602.1449503602.;
_pk_ses.104.b624=*

Block 1

81.218.61.202 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/main/home/default.aspx Block 1

46.19.85.183 Israel 147.237.0.120 Multiple Unknown HTTP Request Method from 46.19.85.183 Block 1

192.114.23.208 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1380-hi/miluim.aspx Block 1

80.246.130.91 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

46.19.86.200 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.183 Israel 147.237.0.120 Malformed URL Block 1

84.228.72.175 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.183 Israel 147.237.0.120 Unknown HTTP Request Method _pk_ses.104.b624=* in URL Block 1

46.19.85.21 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

212.199.11.64 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

81.218.56.171 Israel 147.237.0.120 Multiple Unauthorized URL Access from 81.218.56.171 Block 1

46.116.113.65 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.183 Israel 147.237.0.120 Multiple Abnormally Long Request from 46.19.85.183 Block 1

2.54.19.183 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

176.12.151.37 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1

79.179.35.225 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1381hel/miluim.aspx Block 1

46.19.85.183 Israel 147.237.0.120 Abnormally Long Request method Block 1

81.218.56.171 Israel 147.237.0.120 Unknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

46.19.85.183 Israel 147.237.0.120 Multiple Malformed URL from 46.19.85.183 Block 1

2.54.48.128 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1381-he/miluim.aspxâ€?â€Ž Block 1
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