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12-06-2015 to 12-07-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo
79.182.120. 6

| Target Address

|Ste |Sgnature

| Devi ce Action | P 1 ocati on. Locat i on |count |
| srael 147.237.0.120 Bl ock_Udp All _Nets drop BBL- | srael 3
115. 231. 222. 40 Chi na 147.237.0.120 Frk _Under Attack _Con Htp drop BBL- Fr ankf urt 2
115. 231. 222. 40 Chi na 147.237.0. 120 Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1




12-06-2015 to 12-07-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-06-2015 to 12-07-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo

| Target Address

|gte |Sgnature

| count |
70. 90. 35. 38 Lhited Sates 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 2
81.169. 251. 74 Cer many 147.237.0.120 ET SCAN Potential SSH Scan 1
208.67. 1. 40 Lhited Sates 147.237.0.120 ET SCAN Potential SSH Scan 1
104. 128. 144, 131 Canada 147.237.0.120 ET SCAN NVAP -sS wi ndow 4096 1




12-06-2015 to 12-07-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Sgnature

‘ Target Address

S’t%Name

66.249.81.224 |lhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 129357
66.249.81.230 |lLhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40829
66.249.93.198 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 33249
66.249.81.227 |lLhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 28362
66.249.93. 202 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 19175
66.249.93.206 |lLhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 17964
149. 78. 79. 56 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 7048
2 52 162. 254 | srael 147. 237. 0. 120 Streanimg Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
157.55.39.112 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1883
40.77. 167. 98 Lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 833
207. 46. 13. 70 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 715
149. 78. 81. 89 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 679
149.78.31.11 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 556
40.77.167. 8 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 340
207.46.13.103 |lLhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 331
149. 78. 232. 143 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 324
149. 88. 79. 161 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 277
149. 88. 8. 229 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 258
66. 102. 9. 100 Lhited Sates |147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 251
66. 102. 9. 80 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 243
149. 78. 100. 242 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 214
149. 88. 107. 71 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 205
66. 249. 66. 49 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 204
149. 78. 20. 12 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 194
149. 78. 254. 43 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 192
66. 102. 9. 90 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 172
149. 88.104. 114 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 167
165.225.72.54 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 164
66. 249. 66. 55 Lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 164
149. 88. 142. 227 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 150
66. 249. 66. 52 Lhited Sates |147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 145
79.179. 116. 168 |Israel 147.237.0.120| |3 reamng Engine: TP Invalid Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
2 54.186. 169 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
108. 171. 128. 166 LKTIr:ge(cjjom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 140
108.171. 133. 166|lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
17.78.161.254 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
134. 191. 249. 253 LK!i“r:gegom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 122
149. 78. 220. 184 |l srael 147.237.0.120 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 113
51.175. 93. 165 LKJ?Ir:;éjom 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 108
176. 58. 110. 124 LKTIr:ge(cjjom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 106
66. 249. 81. 224 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 101
149. 88. 127. 48 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 97
219.74.69. 72 S ngapor e 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 95
149. 78. 196. 182 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 93
149. 78. 166. 49 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 92
207. 46. 13. 15 Lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 86
66. 249. 93. 198 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
66. 249. 93. 206 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
140.247.218.52 |lLhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 84
66. 249. 81. 227 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 83




12-06-2015 to 12-07-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |StdSgnature
93.173.163. 229 |l srael

| Devi ce Action |Count |
147.237.0.120 Ml ti pl e Uhaut hori zed URL Access from 93.173. 163. 229 B ock 17
93.173.163.229 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to waw mil uimaka.idf.il/1378-he/ mlui masp B ock 1
5.29. 245. 23 | srael 147.237.0. 120 Uhaut hori zed URL Access to ww mil ui maka.idf.il/1355-he/ m| ui maspxa€?a€z Bl ock 1
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