
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

14

1

2

3

4

5

6

7

8

9

10

11

12

13

14

14

14
7.
23
7.
0.
12
0

Top Attackers 

104.152.185.163, United States

204.151.10.118, United States

94.102.48.195, Netherlands

59.45.79.117, China

125.65.165.215, China

50.7.124.245, United States

218.108.132.58, China

109.160.160.47, Israel

46.19.85.46, Israel

209.126.116.147, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

94.102.48.195 Netherlands 147.237.0.120 ET SCAN NMAP -sS window 1024 2

50.7.124.245 United States 147.237.0.120 ET SCAN Potential SSH Scan 1

188.254.225.247 Bulgaria 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1

204.151.10.118 United States 147.237.0.120 ET SCAN NMAP -sS window 3072 1

218.108.132.58 China 147.237.0.120 ET SCAN NMAP -sS window 1024 1

59.45.79.117 China 147.237.0.120 ET SCAN Potential SSH Scan 1

125.65.165.215 China 147.237.0.120 ET SCAN Potential SSH Scan 1

204.151.10.118 United States 147.237.0.120 ET SCAN NMAP -sS window 1024 1

209.126.116.147 United States 147.237.0.120 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 84098

66.249.93.198 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 28225

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 23589

66.249.93.202 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 16585

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 16528

66.249.93.206 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 13259

149.78.109.90 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2636

157.55.39.115 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1417

207.46.13.136 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1339

157.55.39.217 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1247

151.51.101.29 Italy 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1184

157.55.39.196 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 558

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 554

149.88.8.49 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 421

157.55.39.243 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 380

40.77.167.14 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 356

149.88.104.114 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 322

66.102.9.100 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 233

66.249.93.198 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 192

157.55.39.244 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 191

66.102.9.80 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 177

149.88.237.77 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 172

149.88.165.122 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 168

38.105.244.136 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 160

66.249.93.206 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 150

66.249.93.202 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 149

109.67.221.81 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

94.230.83.102 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

77.126.86.165 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.145.229 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.177.227.128 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.222.223 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 143

149.88.87.91 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 129

66.249.66.49 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 116

51.175.93.165
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 114

66.102.9.90 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 108

149.78.220.184 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 105

149.78.166.10 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 96

109.67.208.55 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 90

149.88.154.189 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 89

89.187.221.11 Lebanon 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 89

134.191.232.72 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 80

149.88.245.238 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 78

149.88.236.105 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 72

149.78.84.210 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 69

140.247.218.52 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 66

66.249.66.55 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 65

66.249.81.224 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 63

149.78.225.17 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 60

66.249.93.171 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 57
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

46.19.85.46 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

104.152.185.163
United
States

147.237.0.120 E-mail collector robots 14 Block 1

104.152.185.163
United
States

147.237.0.120 eMail Hoarding Block 1

109.160.160.47 Israel 147.237.0.120
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.aspx

Block 1

 12-04-2015 to 12-05-2015 

 12-04-2015 to 12-05-2015 


