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Top Attackers

W 176.13.6. 214, |srael
176.12. 137. 145, |srael

[ 115.186. 125. 104, Paki stan
82.80. 217. 70, |srael

W 37.142.64.25, |srael

W 122.231.3.92, China

W 5.22.134.18, Israel

W 77.127.229.194, |srael
192. 117. 3. 254, |srael

W 2.54.179.133, Israel




12-02-2015 to 12-03-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on

82.80.217.70 | srael 147.237.0.120 B ock_Udp Al Nets drop BBL.- | srael 3
122.231. 3. 92 Chi na 147.237.0. 120 Frk_Under Attack Con_Tcp drop BBL- Fr ankf urt 2
17.78.68. 112 Lhited Sates 147.237.0. 120 Invalid TGP H ags drop BBL- | srael 1
74.125.57.121 Uni ted Ki ngdom 147.237.0. 120 Invalid TGP H ags drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-02-2015 to 12-03-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |9 gnature | Count
43.229. 53. 89 Japan 147.237.0.120 ET SCAN Potential SSH Scan 1
115. 186. 125. 104 Paki st an 147.237.0.120 ET SCAN NVAP -sS wi ndow 1024 1
182.72. 242. 152 Indi a 147.237.0. 120 ET SCAN Potential SSH Scan 1
209. 126. 116. 147 Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
115. 186. 125. 104 Paki st an 147.237.0.120 ET SCAN NVAP -f -sS 1
115. 186. 125. 104 Paki st an 147.237.0.120 ET SCAN NVAP -sS w ndow 2048 1
208. 67. 1. 109 Lhited Sates 147.237.0.120 ET SCAN Potential SSH Scan 1
210. 50. 197. 154 Australia 147.237.0.120 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

gtet;cker Target Address |9 t% Name Sgnature
66. 249. 81. 224 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 95400
80.99. 120. 246 |Hungary 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 60152
66. 249. 81. 230 ;q;tt:‘g 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 42848
66. 249. 81. 227 Léh;::g 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 34795
66. 249. 93. 198 ;q;tt:‘g 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 34791
66. 249. 93. 206 Léh;::g 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 19735
66. 249. 93. 202 ;q;tt:‘g 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 19196
185. 3. 144. 162 | srael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2616
Ret r ansni ssi on dr opped.
2 54.7.117 | srael 147. 237. 0. 120 Sreani ng Er_wg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 3605
Ret r ansni ssi on dr opped.
79. 180. 204. 163 |1 srael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2421
Ret r ansni ssi on dr opped.
31. 210. 180. 103 |I s ael 147. 237. 0. 120 Sreamng Er_wg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 2304
Ret r ansni ssi on dr opped.
79.178. 63. 143 |1 srael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
84. 228.50. 57 | srael 147. 237. 0. 120 Sreani ng Er_wg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 2304
Ret r ansni ssi on dr opped.
31.168. 202. 85 |1 srael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
109, 65.39. 218 |israel 147. 237. 0. 120 Sreani ng Er_wg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 2304
Ret r ansni ssi on dr opped.
2 54.157. 210 st ael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 1800
Ret r ansni ssi on dr opped.
219.74.69.72 S ngapor e 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1778
68. 180. 229. 121 léh'att:: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 1350
79.176. 161. 112 |1 srael 147. 237.0. 120 Sream ng Er_19| ne TP Invalid Inval i d segnent retransnission. Packet drop 1314
Ret r ansni ssi on dr opped.
40.77.167. 14 léh'att:: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 1099
157.55. 39. 14 Lah;::: 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 1006
157. 55. 39. 147 léh'att:: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 895
149. 88. 178. 161 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 742
149. 78. 166. 218 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 558
157. 55. 39. 204 ;q;tt:‘g 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 529
157. 55. 39. 115 Léh;::g 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 505
66. 249. 93. 206 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 423
66. 249. 93. 198 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 416
77.125. 110. 228 |1 srael 147. 237. 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 378
Ret r ansni ssi on dr opped.
66. 249. 93. 202 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 357
17.78. 68. 112 ;q;tt:‘g 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 296
149.88. 11. 130 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288
149. 78. 39. 35 | srael 147.237.0. 120 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 284
192. 146. 6. 2 léh;:(f: 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 258
46.19. 85. 172 | srael 147.237.0.120 Bad TCP sequence Invalid ACK nunber noni t or 257
46.19. 85. 172 | srael 147.237.0.120 Bad TCP sequence Invalid ACK nunber alert 256
46. 16. 141. 50 Cypr us 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 240
66. 249. 81. 230 |Israel 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 232
149. 88. 234. 34 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 209
149. 78. 180. 115 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 200
134. 191. 232. 69 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 196
66. 249. 81. 224 |Israel 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 190
66. 249. 81. 227 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 186
149. 88. 128. 106 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 175
207.46.13. 4 ;q;tt:‘g 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 162
149. 88. 4. 221 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
149. 88. 213. 210 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 150
109. 66. 197. 212 |1 srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret ransni ssi on dr opped.
46.19. 85. 61 | srael 147. 237 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79.183. 134. 128 |I srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansnii ssi on dr opped.
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|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |StdS gnature

| Devi ce Action|Count

176. 13. 6. 214 | srael 147.237.0.120 Ml ti pl e Unaut hori zed URL Access from 176. 13. 6. 214 B ock 19
176. 12. 137. 145 |l srael 147.237.0. 120 D stributed Uhaut hori zed URL Access on waw mil ui maka.idf.il/1378 B ock 3
37.142. 64. 25 | srael 147.237.0.120 D stributed Waut hori zed URL Access on waw mi | ui maka. i df . i|/1378-he/ nil ui m aspxa€?a€Z |B ock 2
192. 117. 3. 254 |l srael 147.237.0.120 Unaut hori zed URL Access to waw nil uimaka.idf.il/1378-he/mluim B ock 1
46. 19. 85. 136 | srael 147.237.0. 120 Uhaut hori zed URL Access to wuv nil uimaka.idf.il/1378 B ock 1
2.54.1.135 | srael 147.237.0.120 Lhaut hori zed URL Access to ww mi | ui maka.idf.il/1376-he/ nil ui m aspxa€?a€z B ock 1
37.26.146.213 |lsrael 147.237.0.120 Unaut hori zed URL Access to www mil ui maka.idf.il/1378-he/ m | ui maspxa€? B ock 1
77.127.229. 194 |lsrael 147.237.0.120 Lhaut hori zed UR. Access to niluimaka.idf.il/login B ock 1
2.54.179.133 | srael 147.237.0.120 D stributed Waut hori zed URL Access on waw mi | ui maka. i df.i|/1378-he/ nil ui m aspxa€?a€Z |B ock 1
176. 13. 6. 214 | srael 147.237.0.120 Uhaut hori zed URL Access to waw mluimaka.idf.il/sip storage/files/5/ 2035. pd B ock 1
5.22.134.18 | srael 147.237.0. 120 Lhaut hori zed URL Access to www mil ui maka. i df.i|/1378-he/ mi| ui m aspxa€?a€Z B ock 1
176.13.18.102 |lsrael 147.237.0.120 D stributed Waut hori zed UR. Access on waw mi | ui maka. i df.il/1378-he/ m| ui m aspxa€?a€Z |B ock 1
46.19. 85. 129 | srael 147.237.0.120 Lhaut hori zed URL Access to www mi | ui maka.idf.il/1378-he/ nil ui m aspxa€?a€Z B ock 1
176.12. 150. 120 |l srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw mil ui maka.idf.il/1378 B ock 1
37.26.146.211 |lsrael 147.237.0.120 D stributed Waut hori zed URL Access on waw mi | ui maka. i df.i|/1378-he/ il ui m aspxa€?a€Z |B ock 1
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