
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

52

12
34
56
78
910

1112
1314
1516
1718
1920
2122
2324
2526
2728
2930
3132
3334
3536
3738
3940
4142
4344
4546
4748
4950
5152

51

14
7.
23
7.
0.
12
0

Top Attackers 

176.13.6.214, Israel

176.12.137.145, Israel

115.186.125.104, Pakistan

82.80.217.70, Israel

37.142.64.25, Israel

122.231.3.92, China

5.22.134.18, Israel

77.127.229.194, Israel

192.117.3.254, Israel

2.54.179.133, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

82.80.217.70 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

122.231.3.92 China 147.237.0.120 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

17.78.68.112 United States 147.237.0.120 Invalid TCP Flags drop BBL-Israel 1

74.125.57.121 United Kingdom 147.237.0.120 Invalid TCP Flags drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

43.229.53.89 Japan 147.237.0.120 ET SCAN Potential SSH Scan 1

115.186.125.104 Pakistan 147.237.0.120 ET SCAN NMAP -sS window 1024 1

182.72.242.152 India 147.237.0.120 ET SCAN Potential SSH Scan 1

209.126.116.147 United States 147.237.0.120 ET SCAN NMAP -sS window 1024 1

115.186.125.104 Pakistan 147.237.0.120 ET SCAN NMAP -f -sS 1

115.186.125.104 Pakistan 147.237.0.120 ET SCAN NMAP -sS window 2048 1

208.67.1.109 United States 147.237.0.120 ET SCAN Potential SSH Scan 1

210.50.197.154 Australia 147.237.0.120 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

66.249.81.224
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 95400

80.99.120.246 Hungary 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 60152

66.249.81.230
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 42848

66.249.81.227
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 34795

66.249.93.198
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 34791

66.249.93.206
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 19735

66.249.93.202
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 19196

185.3.144.162 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4616

2.54.7.117 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3605

79.180.204.163 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2421

31.210.180.103 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.178.63.143 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

84.228.50.57 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

31.168.202.85 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

109.65.39.218 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.54.157.210 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1800

219.74.69.72 Singapore 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1778

68.180.229.121
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1350

79.176.161.112 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1314

40.77.167.14
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1099

157.55.39.14
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1006

157.55.39.147
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 895

149.88.178.161 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 742

149.78.166.218 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 558

157.55.39.204
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 529

157.55.39.115
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 505

66.249.93.206 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 423

66.249.93.198 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 416

77.125.110.228 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 378

66.249.93.202 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 357

17.78.68.112
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 296

149.88.11.130 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 288

149.78.39.35 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 284

192.146.6.2
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 258

46.19.85.172 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 257

46.19.85.172 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number alert 256

46.16.141.50 Cyprus 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 240

66.249.81.230 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 232

149.88.234.34 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 209

149.78.180.115 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 200

134.191.232.69 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 196

66.249.81.224 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 190

66.249.81.227 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 186

149.88.128.106 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 175

207.46.13.4
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 162

149.88.4.221 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 160

149.88.213.210 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 150

109.66.197.212 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.61 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.183.134.128 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

176.13.6.214 Israel 147.237.0.120 Multiple Unauthorized URL Access from 176.13.6.214 Block 19

176.12.137.145 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1378 Block 3

37.142.64.25 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1378-he/miluim.aspxâ€?â€Ž Block 2

192.117.3.254 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1378-he/miluim Block 1

46.19.85.136 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1378 Block 1

2.54.1.135 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1376-he/miluim.aspxâ€?â€Ž Block 1

37.26.146.213 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1378-he/miluim.aspxâ€? Block 1

77.127.229.194 Israel 147.237.0.120 Unauthorized URL Access to miluim.aka.idf.il/login Block 1

2.54.179.133 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1378-he/miluim.aspxâ€?â€Ž Block 1

176.13.6.214 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/2035.pd Block 1

5.22.134.18 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1378-he/miluim.aspxâ€?â€Ž Block 1

176.13.18.102 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1378-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.129 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1378-he/miluim.aspxâ€?â€Ž Block 1

176.12.150.120 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1378 Block 1

37.26.146.211 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1378-he/miluim.aspxâ€?â€Ž Block 1
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