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Top Attackers 

31.168.133.226, Israel

192.118.132.185, Israel

2.54.174.14, Israel

46.19.86.69, Israel

80.246.133.199, Israel

212.179.21.194, Israel

2.54.9.141, Israel

46.19.86.20, Israel

93.174.95.32, Netherlands

37.26.148.195, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

31.168.133.226 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

192.118.132.185 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

93.174.95.32 Netherlands 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 943822

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 219228

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 213015

51.175.93.165
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 6602

66.249.93.198 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2388

31.168.23.95 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.176.72.63 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

82.80.147.237 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.178.139.107 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

87.68.23.189 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.179.50.131 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.176.56.35 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

149.78.226.190 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2167

207.46.13.91 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1967

66.249.93.206 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1490

108.171.128.172
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1445

134.191.232.69 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1102

66.249.93.202 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 975

207.46.13.174 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 970

134.191.232.68 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 872

149.78.47.27 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 864

31.186.228.30
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 845

192.147.57.7 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 806

31.186.228.31
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 783

134.191.232.72 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 678

40.77.167.14 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 632

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 603

134.191.232.70 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 594

31.186.228.93
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 589

149.88.93.228 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 540

31.186.228.59
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 535

134.191.232.71 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 532

149.78.231.185 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 445

66.249.81.227 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 442

66.249.81.230 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 419

189.209.59.87 Mexico 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 416

66.249.81.224 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 410

31.186.228.32
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 407

149.78.242.154 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 404

149.78.148.228 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 396

31.186.228.57
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 389

149.88.76.32 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 376

24.12.74.89 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 333

66.102.9.80 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 314

149.88.104.114 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 286

149.88.127.48 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 273

40.77.167.64 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 266

109.67.112.140 Israel 147.237.0.120 SYN Attack SYN -> SYN-ACK -> Timeout reject 256

109.67.112.140 Israel 147.237.0.120 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 256

66.102.9.100 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 251
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

46.19.86.69 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1376-he/miluim.aspxâ€?â€Ž Block 2

2.54.174.14 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1376-he/miluim.aspxâ€?â€Ž Block 2

46.19.86.20 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1376-he/miluim.aspxâ€?â€Ž Block 1

212.179.21.194 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/894-he/miluim. Block 1

2.54.9.141 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1376-he/miluim.aspxâ€?â€Ž Block 1

80.246.133.199 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

37.26.148.195 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1376-he/miluim.aspxâ€?â€Ž Block 1

84.108.209.80 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/ufi/reaction/ Block 1
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