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W 192.117.113.18, Israel
84.108. 146. 30, |srael

W 82.80.217.70, Israel
85. 64. 181. 28, |srael

W 31.168. 154. 202, |srael

H 31.154.13.18, Israel

W 192.115.94. 2, Israel

W 176.13.17. 116, Israel
212.143.77. 194, |srael

H 129.194. 101. 100, Switzerland




11-29-2015 to 11-30-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
82. 80.217.70 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 3




11-29-2015 to 11-30-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo \Target Address |Ste |S gnat ure |Davi ce Action |Oount |
192.117.113. 18 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 42
31.154.13.18 | srael 147.237.0. 120 C1000004: HITP. options nethod (M crosoft) B ock 2
31. 168. 154. 202 | srael 147.237.0.120 C1000004: HTTP. options nmethod (M crosoft) B ock 2




11-29-2015 to 11-30-2015

|Top Attackers In |D|

Attacker Address
31.184. 198. 90

| Attacker Geo
Russi an Federation

| Target Address
147.237.0. 120

|Ste |Sgnature
ET SCAN Potential VWNC Scan 5900- 5920

|Oount

104. 243. 16. 107

147.237.0.120

ET SCAN NVAP -sS wi ndow 1024

1

1

61. 160. 41. 209 Chi na 147.237.0.120 ET SCAN Potential SSH Scan 1
129. 194. 101. 100 Swi t zer|l and 147.237.0.120 ET SCAN Potential SSH Scan 1




11-29-2015 to 11-30-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

St%Name

Ret r ansni ssi on

dr opped.

66.249.81.224 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1045030
66.249.81.230 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 249889
66.249.81.227 |lhited Sates |[147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 232879
31. 210, 180. 103 | srael 147 237.0. 120 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmissi on. Packet drop 4608

Ret r ansn ssi on dr opped.
80. 178. 203. 158 | srael 147. 237 0. 120 Sreamng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 4349

Ret r ansni ssi on dr opped.

68.180.229. 121 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2780
2 52.60. 120 I sragl 147, 237.0. 120 Streannng Ejg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2304
Ret r ansni ssi on dr opped.

79. 180. 166. 53 | srael 147. 237. 0. 120 Sreannng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

5 28. 165. 226 I sragl 147, 237.0. 120 Streannng Ejg| ne: TCP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

185. 120. 125. 9 147. 237. 0. 120 Sreannng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

207.46.13. 91 Lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1814
157.55.39.107 |lhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 1740
94.159. 167. 151 | srael 147. 237 0. 120 Sreamng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 1440
Ret r ansni ssi on dr opped.

168. 63. 200. 167 |lhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1383
157.55.39.226 |lhited Sates [147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 807
149. 88. 76. 32 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 789
40.77.167. 14 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 694
193.222.161.6 |Sntzerland 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 620
66. 249. 81. 227 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 602
66. 102. 9. 80 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 518
66. 249. 81. 230 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 490
66. 249. 81. 224 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 487
86. 28. 243. 252 LKJ?Ir:;gom 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 486
149. 78. 247. 164 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 405
149. 88. 127. 48 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 335
66.102. 9. 100 Lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 334
149. 78. 246. 43 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 313
168. 87. 3. 33 Eur ope 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 280
149.78.19. 135 |lIsrael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 253
149. 78. 37. 64 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 247
149. 78. 30. 195 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 233
72.226.106.66 |lLhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 226
2.52.32.149 | srael 147.237.0.120 SYN At tack SYN -> SYN-ACK -> RST rej ect 225
157.55.39.122 |lhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 223
194. 73. 108. 104 LK!i“r::gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 221
149. 78. 184. 21 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 219
149. 88. 189. 71 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 216
66. 102. 9. 90 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 212
149. 78.229.57 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 202
149. 88. 179. 217 |lsrael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 184
199. 207. 253. 101 |lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 165
66.249.93.198 |lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 160
66.249.73.220 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 159
66.249.93.206 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 156
31.186. 228. 94 LK!i“r::gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 152
66.249.73.212 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 145
77.126. 104. 144 | srael 147. 237, 0. 120 Sreamng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

2 54.190. 10 I sragl 147 237.0. 120 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmissi on. Packet drop 144
Ret r ansn ssi on dr opped.

149. 78. 44. 122 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 144
77.126. 86. 165 | srael 147. 237. 0. 120 Sreaning Engine: TGP Invalid Inval i d segnent retransnission. Packet drop 144




11-29-2015 to 11-30-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |StdSgnature | Devi ce Action |Count |
84.108. 146. 30 | srael 147.237.0.120 Lhaut hori zed URL Access to ww nil uimaka.idf.il/ufi/reaction/ B ock 3
85. 64. 181. 28 | srael 147.237.0. 120 Lhaut hori zed URL Access to ww nil uimaka.idf.il/ufi/reaction/ B ock 3
176.13.17. 116 | srael 147.237.0. 120 Uhaut hori zed URL Access to ww mil ui maka.idf.il/1355-he/ m| ui maspxa€?a€z Bl ock 1
79.180. 168. 12 | srael 147.237.0. 120 Uhaut hori zed URL Access to waw il uimaka.idf.il/login B ock 1
192.115. 94. 2 | srael 147.237.0. 120 Suspi ci ous Response Code B ock 1
192.116.232.69 |lsrael 147.237.0.120 Mil ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 ock 1
212.143.77.194 |l srael 147.237.0. 120 Lhaut hori zed URL Access to ww nil uimaka.idf.il/ufi/reaction/ B ock 1
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