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11-28-2015 to 11-29-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste|S gnature |count |
113. 59. 33. 61 Chi na 147.237.0.120 ET SCAN NVAP -sS wi ndow 3072 1
171. 250. 102. 22 M et nam 147.237.0. 120 ET SCAN Potential SSH Scan 1
213.151. 32. 163 | srael 147.237.0. 120 ET DO5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 1
220.231. 195. 122 Chi na 147.237.0. 120 ET SCAN NVAP -sS w ndow 4096 1
95. 211. 205. 36 Net her | ands 147.237.0.120 ET SCAN Potential SSH Scan 1
113. 59. 33. 61 Chi na 147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1
119. 254. 103. 15 Chi na 147.237.0.120 ET SCAN Potential SSH Scan 1
178. 155. 89. 232 Russi an Federation 147.237.0.120 ET SCAN Potential SSH Scan 1
220.231. 195. 122 Chi na 147.237.0. 120 ET SCAN NVAP -sS w ndow 3072 1
31.6.71. 154 Pol and 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
109. 251. 56. 171 Lkr ai ne 147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1
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Sreaning Engine: TP Invalid

Inval i d segnent

r et ranshi ssi on.

Packet

185. 27. 105. 159 |l srael 147.237.0. 120 c . drop 2678
Ret r ansni ssi on dr opped.
188. 120. 159. 108 |1 srael 147 237. 0. 120 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2313
Ret r ansn ssi on dr opped.
2 52 51 149 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
84. 228. 36. 226 I sragl 147 237. 0. 120 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2304
Ret r ansn ssi on dr opped.
109. 67. 167. 76 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 1202
Ret r ansni ssi on dr opped.
157.55.39.122 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 581
149. 88. 94. 101 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 575
157.55.39. 107 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 544
157.55.39.112 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 535
68. 180. 229. 121 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 419
40. 77. 167. 14 Lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 412
149. 78. 25. 179 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 360
149. 88. 246. 179 |lsrael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 238
66.249.81.230 |Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 238
185. 3. 146. 230 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.
66.249.75.219 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 197
66.249.81.227 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
149. 78. 53. 79 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 162
66.249. 75. 227 |lLhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 151
149. 78. 44. 96 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 146
109, 64.130.37 |1 srael 147 237.0. 120 Sreanhng Er)gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 144
Ret ransni ssi on dr opped.
109. 65. 163. 147 |israel 147. 237. 0. 120 Sreanimg Etjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
185. 3. 146. 236 |1 srael 147 237.0. 120 Sreanhng Er)gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 144
Ret ransni ssi on dr opped.
149. 88.209.40 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 136
66.249.93.202 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 133
66.249.93.198 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 126
157.55.39. 121 |lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 124
66.249.81.224 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 116
208. 87.233.201 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
51.175. 93. 165 E?Ir:;gom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 110
66.249.75.235 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 97
66. 249. 81. 230 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 89
66. 102. 9. 90 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
149. 78. 115. 199 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
149. 78. 225. 209 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 76
66. 249. 75. 219 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 73
66.249.93.206 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 70
157.55.39.226 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
149. 78. 251. 218 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
66. 249. 81. 227 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
66.249.73.220 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 64
66. 249. 75. 227 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
149. 78. 222. 223 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 57
66.249.73.228 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
149. 88. 38. 197 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
149. 78. 158. 65 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 53
66. 102. 9. 80 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 52
66. 249. 81. 224 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 49
66. 249. 93. 202 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 48
66.249.93.171 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
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