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Top Attackers 

115.230.124.164, China

87.68.78.103, Israel

192.114.105.254, Israel

80.248.224.70, Sweden

185.77.128.236, null

59.45.79.117, China

176.12.136.205, Israel

46.228.207.18, Germany

41.215.47.158, Kenya
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

115.230.124.164 China 147.237.0.120 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

46.228.207.18 Germany 147.237.0.120 ET SCAN NMAP -sS window 1024 1

80.248.224.70 Sweden 147.237.0.120 ET SCAN Potential SSH Scan 1

192.114.105.254 Israel 147.237.0.120 ET DOS Large amount of TCP ZeroWindow - Possible Nkiller2 DDos attack 1

41.215.47.158 Kenya 147.237.0.120 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

59.45.79.117 China 147.237.0.120 ET SCAN Potential SSH Scan 1

185.77.128.236 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 127888

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 28820

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 21150

37.26.149.225 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.52.36.251 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

149.88.216.49 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1342

157.55.39.200 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1193

157.55.39.112 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1006

157.55.39.107 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 512

40.77.167.14 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 501

149.88.107.71 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 448

149.78.139.52 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 439

149.88.154.211 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 426

157.55.39.122 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 377

149.88.101.173 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 328

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 296

2.54.180.234 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

66.249.73.220 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 241

66.249.73.212 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 182

207.46.13.26 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 179

76.11.2.158 Canada 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 171

66.249.73.228 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 170

79.183.134.128 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.102.9.80 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 136

73.46.50.57 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 135

66.102.9.100 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 124

51.175.93.165
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 108

203.146.143.130 Thailand 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 108

66.249.73.220 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 104

149.78.227.113 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 98

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 95

5.28.164.17 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 90

149.88.168.197 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 89

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 85

66.249.73.212 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 84

149.78.22.110 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 84

149.78.251.200 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 84

66.249.73.228 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 83

149.88.61.193 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 83

165.225.72.50 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 76

157.55.39.123 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 71

66.249.75.219 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 66

66.249.75.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 61

149.78.222.223 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 59

157.55.39.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 59

66.249.81.230 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 56

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 51

66.102.9.90 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 46

149.78.222.175 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 46

149.78.22.130 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 45
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

87.68.78.103 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.12.136.205 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1
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