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115. 230. 124. 164 Chi na 147.237.0.120 Frk_Under Attack Con_Tcp drop BBL- Fr ankf urt 2
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|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Std S gnature | count |
46. 228. 207. 18 CGer many 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
80. 248. 224. 70 Sweden 147.237.0. 120 ET SCAN Potential SSH Scan 1
192. 114. 105. 254 |l srael 147.237.0.120 ET DO5 Large anount of TGP ZeroWndow - Possi bl e Niller2 DDos attack 1
41.215. 47. 158 Kenya 147.237.0.120 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
59. 45. 79. 117 Chi na 147.237.0.120 ET SCAN Potential SSH Scan 1
185. 77. 128. 236 147.237.0.120 ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

‘Tar get Address |S t% Name

66.249.81.224 |lhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 127888
66.249.81.227 |lhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28820
66.249.81.230 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 21150
37.26.149.225 |israel 147.237.0.120| |3 reamng Engine: TP Invalid Invalid segment retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.
2 52 36. 251 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
149. 88. 216. 49 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1342
157.55.39.200 |Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1193
157.55.39.112 |lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 1006
157.55.39.107 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 512
40.77.167. 14 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 501
149.88.107.71 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 448
149. 78. 139. 52 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 439
149. 88. 154. 211 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 426
157.55.39.122 |lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 377
149. 88. 101. 173 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 328
68.180.229. 121 |lhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 296
2 54.180. 234 — 147 237.0. 120 Sreanhng Er_1gi ne. TGP Invalid Inval id segnent retransmssion. Packet drop 288
Ret ransni ssi on dr opped.
66.249.73.220 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 241
66.249.73.212 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 182
207. 46. 13. 26 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 179
76.11. 2. 158 Canada 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 171
66.249.73.228 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 170
79.183. 134. 128 [Israel 147.237.0.120| |3 reamng Engine: TP Invalid Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
66. 102. 9. 80 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
73. 46. 50. 57 Lhited Sates |147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 135
66.102. 9. 100 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 124
51.175. 93. 165 Eiqlr:gegom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 108
203. 146. 143. 130|Thai | and 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
66.249. 73. 220 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 104
149. 78.227. 113 |lsrael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 98
66.249.93.207 |lLhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 95
5 28 164. 17 | st ael 147. 237. 0. 120 Sreanimg Etjgi ne: TGP Invalid Inval id segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
149. 88. 168. 197 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 89
66.249.93.199 |lLhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 85
66. 249. 73. 212 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
149. 78. 22. 110 | srael 147.237.0.120 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 84
149. 78. 251. 200 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
66. 249. 73. 228 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 83
149.88.61. 193 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 83
165.225.72.50 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 76
157.55.39. 123 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 71
66.249.75.219 |lhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 66
66.249. 75.227 |lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
149. 78. 222. 223 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
157.55.39. 121 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 59
66. 249. 81. 230 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 56
66.249.93. 203 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 51
66. 102. 9. 90 Lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 46
149. 78. 222. 175 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 46
149. 78. 22. 130 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45




11-27-2015 to 11-28-2015

|Top Attackers In V\AF|
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87.68. 78. 103 | srael 147.237.0.120 Uhaut hori zed URL Access to ww il ui maka. i df.i|/1355-he/ ni | ui m aspxa€?a€Z B ock 1

176. 12. 136. 205 |lsrael 147.237.0. 120 Uhaut hori zed URL Access to www nil ui maka.idf.il/1355-he/ m| ui maspxa€?a€z B ock 1
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