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Top Attackers 

37.142.111.221, Israel

46.19.85.39, Israel

84.111.65.41, Israel

176.13.11.248, Israel

176.12.136.124, Israel

46.19.85.204, Israel

176.13.20.110, Israel

81.218.56.125, Israel

79.182.134.53, Israel

198.23.176.210, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

84.111.65.41 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

81.218.56.125 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

51.254.44.137 United Kingdom 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1

116.228.38.138 China 147.237.0.120 ET SCAN Potential SSH Scan 1

198.23.176.210 United States 147.237.0.120 ET SCAN NMAP -sS window 1024 1

94.102.48.195 Netherlands 147.237.0.120 ET SCAN NMAP -sS window 1024 1

185.56.82.38 Netherlands 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 238859

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 70362

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 70057

51.175.93.165
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 6543

31.154.29.38 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4329

185.3.144.41 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

149.78.255.102 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1451

149.78.53.155 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1025

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 910

157.55.39.112 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 848

207.46.13.26 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 814

157.55.39.107 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 702

66.249.73.212 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 564

66.249.73.228 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 454

66.249.73.220 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 446

157.55.39.123 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 330

149.88.165.40 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 326

2.54.136.19 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

109.65.20.55 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

149.88.12.144 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 319

109.66.181.8 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

95.90.239.44 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 240

194.213.3.4
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 240

66.249.81.224 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 230

2.54.160.227 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

66.249.73.212 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 224

40.77.167.14 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 221

157.55.39.124 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 212

201.163.222.179 Mexico 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 209

76.198.27.2 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 205

167.220.196.198
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 203

66.249.81.227 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 203

69.158.26.196 Canada 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 201

66.249.73.228 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 195

66.249.73.220 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 194

66.249.81.230 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 190

149.78.91.163 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 184

149.88.235.10 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 155

213.151.114.58 Spain 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 154

66.102.9.80 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 153

85.115.52.201
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 152

79.182.115.100 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.88.142.84 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 132

149.78.47.30 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 132

149.78.53.79 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 127

79.181.150.36 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 122

149.78.186.71 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 117

66.102.9.100 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 111

149.78.246.87 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 109

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 104

 11-26-2015 to 11-27-2015 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

37.142.111.221 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/resource/userfollowresource/create/ Block 5

176.13.11.248 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

176.12.136.124 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

79.182.134.53 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/templates/homepage/homepage.aspx Block 1

176.13.20.110 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.39 Israel 147.237.0.120
Unknown HTTP Request Method cripts/Jquery.plugins/jquery.equalheights.js in URL
www.miluim.aka.idf.ilhttp/1.1

Block 1

176.12.136.124 Israel 147.237.0.120 Multiple Unauthorized URL Access from 176.12.136.124 Block 1

46.19.85.39 Israel 147.237.0.120 Abnormally Long Request method Block 1

46.19.85.204 Israel 147.237.0.120 Malformed URL Block 1

46.19.85.39 Israel 147.237.0.120 Illegal HTTP Version Block 1

46.19.85.204 Israel 147.237.0.120 Unknown HTTP Request Method 4.b624=* in URL Block 1

46.19.85.39 Israel 147.237.0.120 Malformed URL http/1.1 Block 1
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