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Top Attackers

W 81.218.251. 251, |srael
81.218. 251. 250, |srael

W 103. 31.242. 35, Hong Kong
46. 19. 85. 162, |srael

W 46.19.85.81, Israel

M 31.6.71. 154, Pol and

¥ 93.113.125. 11, Romani a

W 61. 130. 145. 216, China
104. 243. 16. 107, nul |

W 2.54.9.73, Israel




11-25-2015 to 11-26-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on |count |
103. 31. 242. 35 Hong Kong 147.237.0.120 Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
103. 31. 242. 35 Hong Kong 147.237.0.120 Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 1




11-25-2015 to 11-26-2015

|Top Attackers In IPS|
Attacker Address

|Attacker Geo \Target Address |Ste |S gnat ure |Davi ce Action |Oount |
81.218. 251. 251 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 82
81.218. 251. 250 | srael 147.237.0. 120 C1000004: HITP. options nethod (M crosoft) B ock 20




11-25-2015 to 11-26-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
31.6.71. 154 Pol and 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
61. 130. 145. 216 Chi na 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
93. 174. 93. 68 Net her | ands 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79. 117 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
61.216. 2. 14 Tai wan 147.237.0.120 ET SCAN NVAP -sS wi ndow 1024 1
104. 243. 16. 107 147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1




11-25-2015 to 11-26-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature
66.249.81.224 |lLhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61128
66.249.81.230 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 29575
66.249.81.227 |lhited Sates |[147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 23536
109. 67. 165. 250 |1 srael 147 237.0. 120 Sreanhng Erjgi ne: TP Invalid Invali d segnent retransnissi on. Packet drop 4608
Ret r ansm ssi on dr opped.
149. 88. 105. 220 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 3308
254 11.3 | srael 147. 237. 0. 120 Sreanimg Erjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
2 54.17.55 I sragl 147 237.0. 120 Sreamlng qui ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 1521
Ret r ansn ssi on dr opped.
149.78. 2. 63 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1446
79.176. 151. 221 | srael 147 237.0. 120 Sreanhng Eljgi ne TP Invaid Inval i d segnent retransnmission. Packet drop 1224
Ret ransni ssi on dr opped.
149. 78. 237. 83 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1196
149. 88. 214. 23 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 876
149. 78. 253. 15 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 723
149.78.22. 6 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 622
68.180.229. 121 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 441
69. 158. 26. 196 |Canada 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 429
2 54.9 235 | st ael 147.237. 0. 120 Sreanhng &gi ne. TGP Invalid Inval id segnent retransnission. Packet dr op 205
Ret r ansni ssi on dr opped.
157.55.39. 112 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 377
207.59.14.130 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 254
157. 55. 39. 55 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 229
149. 78. 20. 112 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 219
49.244.86. 141  |Nepal 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 204
66. 249. 81. 227 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 176
46. 19. 86. 101 | srael 147.237.0. 120 SYN Attack SYN -> SYN ACK -> RST rej ect 169
149. 78. 36. 205 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 160
66.249. 93. 203 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 158
66.249.93.207 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 153
66. 102. 9. 100 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 151
109. 65. 163. 147 |israel 147. 237. 0. 120 Sreanimg Erjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
77.126. 104. 144 |israel 147 237.0. 120 Sreamlng qui ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansn ssi on dr opped.
109. 64. 34. 120 | srael 147. 237. 0. 120 Sreanimg Erjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79.177. 151. 151 |israel 147 237.0. 120 Sreamlng qui ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansn ssi on dr opped.
79.182. 30. 242 | srael 147. 237. 0. 120 Sreanimg Erjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 78. 47. 62 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 141
66.249.93.199 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 131
66. 249. 81. 230 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 131
149. 78. 229. 75 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 127
66. 102. 9. 80 Lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 126
199. 207. 253. 101 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 124
66.249. 81. 224  |lsrael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 122
79. 183. 205. 30 | srael 147.237.0. 120 drop SAMrul e drop 116
66. 102. 9. 90 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 116
66.249. 73.228 |Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
66.249.73.212 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 111
149. 78. 166. 10 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 106
51.175. 93. 165 Eiqlr:gegom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 106
149. 78. 27. 28 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 106
149. 78. 78. 243 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 106
157.55.39.244 |lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 105
157.55.39.243 |lLhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 101
66.249.93.172 |lLhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 99




11-25-2015 to 11-26-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo ‘Tar get Address |S t%s gnature Action ‘Oount
93.113.125.11 |Ronani a 147.237.0. 120 Uhaut hori zed URL Access to /readne for_decrypt.txt B ock 1
46. 19. 85. 81 | srael 147.237.0.120 I11egal HITP \ersion B ock 1
46.19. 85. 162 | srael 147.237.0.120 Mal fornmed URL _pk_ses. 104. b624=* B ock 1
95. 86,89, 17 lsrael 147 237. 0. 120 Lhkno_V\n 'Par anet_er c_tl 00$Cont er_1t PI. acetbl der 1$ucNewsCont r ol $t xt Search in B ock 1
wan i | ui maka. i df . i | /994- he/ mi | ui maspx
46.19. 85. 81 | srael 147.237.0. 120 Mal forned URL _pk_ses. 104. b624=* B ock 1
46.19. 85. 162 | srael 147.237.0.120 Unknown HTTP Request Method 9.1448434819.; in URL _pk_ses. 104. h624=* B ock 1
168. 235. 200. 121 g];;:g 147.237.0. 120 Unhaut hori zed URL Access to www miluimaka.idf.il/x2G0 Bl ock 1
46. 19. 85. 81 | srael 147.237.0.120 Unknown HTTP Request Method 7.; in URL _pk ses. 104. b624=* B ock 1
85. 64. 90. 68 | srael 147.237.0. 120 Lhaut hori zed LR Access to nil uimaka.idf.il/ufi/reaction/ B ock 1
2.54.9.73 | srael 147.237.0.120 Lhaut hori zed URL Access to www mi| ui maka.idf.il/1355-he/ nil ui maspxa€?a€zZ B ock 1
176.12.145. 174 |l srael 147.237.0. 120 Uhaut hori zed URL Access to www mil ui maka. i df.i|/1359- he/ ni | ui m aspxa€?a€Z B ock 1
46.19. 85. 162 | srael 147.237.0.120 Il1egal HITP \ersion B ock 1
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