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11-24-2015 to 11-25-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 9
76.198. 27. 2 Lhited Sates 147.237.0.120 Invalid TGP H ags drop BBL- Fr ankf urt 6
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-24-2015 to 11-25-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
2.52.173.251 | srael 147.237.0.120 PCLI Cy- OTHER TCP packet with urgent flag attenpt 19

43. 255. 166. 112 Indi a 147.237.0. 120 ET SCAN Potential SSH Scan 2

109. 65. 110. 160 | srael 147.237.0. 120 ET SCAN NVAP -sA (2) 2
31.6.71. 154 Pol and 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
74.117.209. 136 Lhited Sates 147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1
212.7.199. 208 Net her | ands 147.237.0.120 ET SCAN Potential VNC Scan 5900- 5920 1




11-24-2015 to 11-25-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

Target Address |S t% Name

66. 249. 81. 227 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 7148
69. 41. 14. 215 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 7094
66.249.81.224 |lhited Sates |147.237.0.120 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 6752
66.249.81.230 |lhited Sates |147.237.0.120 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 6522
2 52 11. 222 I srael 147. 237. 0. 120 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransnission. Packet drop 3869
Ret r ansni ssi on dr opped.
149.78.22.6 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2761
31.171.244.115 |Sntzerland 147.237.0. 120 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2681
149. 78. 47. 62 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2669
79.183. 163. 198 |Israel 147. 237. 0. 120 Sreani ng E_wg| ne: TP Invalid Inval id segnent retransnmission. Packet drop 2304
Ret r ansni ssi on dr opped.
2 52 170. 120 | srael 147. 237. 0. 120 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
81. 218. 187. 153 |israel 147. 237. 0. 120 Sreani ng E_wg| ne: TP Invalid Inval i d segnent retransmission. Packet drop 2304
Ret r ansni ssi on dr opped.
79.182. 137. 195 | srael 147. 237. 0. 120 Srean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
149. 78.218. 180 |lsrael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2280
149. 88. 168. 236 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1524
76.198. 27. 2 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1087
85. 132. 43. 59 Azerbai j an 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 909
46. 19. 86. 17 — 147. 237. 0. 120 Sream ng El_ﬁgl ne TP Invalid Inval i d segnent retransmssion. Packet drop 900
Ret ransnii ssi on dr opped.
68. 180.229. 121 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 897
85. 115. 52. 201 LKJ?Ir:;gom 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 775
149. 78. 41. 248 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 443
149. 88. 67. 137 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 440
108.171. 128. 188 E?Ir:;gom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 433
193. 242. 218. 25 |Satzerland 147.237.0. 120 Qeo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 378
90. 181. 168. 124 |Czech Republic |147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 366
74.125.57.102 Eiqlr:gegom 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 364
149. 78. 213. 37 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 332
46. 19. 86. 31 | srael 147.237.0. 120 SYN At t ack SYN -> SYN-ACK -> RST rej ect 295
46.19. 85. 216 | srael 147.237.0.120 SYN Attack SYN -> SYN-ACK -> RST rej ect 289
149. 78.68.216 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 277
149. 88. 82. 13 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 257
66. 249. 81. 224 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 225
149. 78. 239. 91 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 220
86. 28. 243. 252 LK!i“r::gom 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 212
66. 249. 81. 227 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 211
66. 249. 81. 230 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 209
149. 78. 24. 54 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 206
66.249.73.212 |lhited Sates |147.237.0.120 Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 197
199. 115. 114, 229|lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 194
149.78.37.8 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 185
149. 78. 125. 159 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 182
66.249.93.199 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 178
90. 181. 168. 126 |Czech Republic |147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 153
2.52.144. 245 | srael 147.237.0. 120 SYN At t ack SYN -> SYN-ACK -> RST rej ect 144
2 54.32.96 I sragl 147. 237. 0. 120 Sreani ng E|_19| ne: TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret r ansnii ssi on dr opped.
66.249. 73.220 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
66.249.93.203 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 127
123. 243. 140. 218|Austral i a 147.237.0. 120 @eo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
195. 55.86.146 |Sain 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 122
51.175. 93. 165 Eiqlr:gegom 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 120
46. 19. 86. 31 | srael 147.237.0. 120 Bad TCP sequence fzg*-:m retransmt wth different wndow noni t or 119




11-24-2015 to 11-25-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |StdSgnature | Devi ce Action |Count |
2.52.43. 203 | srael 147.237.0.120 Mil tipl e Uhaut hori zed URL Access from 2. 52. 43. 203 B ock 18
93.173. 21. 85 | srael 147.237.0.120 Ml ti pl e Unaut hori zed URL Access from 93.173. 21. 85 B ock 1
212.29.219.91 | srael 147.237.0. 120 Miltiple vti_ from?212.29.219.91 Bl ock 1
46. 19. 85. 8 I srael 147.237.0. 120 Mal forned URL B ock 1
93.173.21.85 | srael 147.237.0.120 Lhaut hori zed UR. Access to vwwu nil uimaka.idf.il/ufi/reaction/ B ock 1
2.52.43. 203 | srael 147.237.0.120 Uhaut hori zed UR. Access to ww nil uimaka.idf.il/sip storage/files/4/2024. pd ock 1
46.19. 85. 8 | srael 147.237.0.120 Unknown HTTP Request Method pk_ses. 104. b624=* in URL B ock 1
109. 66. 100. 95 | srael 147.237.0.120 Uhaut hori zed URL Access to www il ui maka. i df.i|/1355-he/ nil ui m aspxa€?a€Z B ock 1
2.52.136. 76 | srael 147.237.0. 120 Uhaut hori zed URL Access to www mi | ui maka.idf.il/1355-he/ m| ui m aspxa€?a€z Bl ock 1
46.19. 86. 175 | srael 147.237.0. 120 Uhaut hori zed URL Access to ww mil ui maka.idf.il/1355-he/ m| ui maspxa€?a€z B ock 1
212.29.219.91 | srael 147.237.0. 120 Ml ti pl e Lhaut hori zed URL Access from 212.29. 219. 91 B ock 1
46.19. 85. 8 | srael 147.237.0.120 Abnornal | y Long Request et hod ock 1
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