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Top Attackers 

62.219.254.22, Israel

23.92.216.183, United States

62.219.21.133, Israel

46.19.85.103, Israel

192.114.87.3, Israel

77.125.156.32, Israel

110.228.215.188, China

91.197.103.1, Israel

62.219.41.125, Israel

89.139.172.114, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 21

62.219.21.133 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

91.197.103.1 Israel 147.237.0.120 C1000004: HTTP: options method (Microsoft) Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

23.92.216.183 United States 147.237.0.120 ET SCAN NMAP -sS window 2048 1

110.228.215.188 China 147.237.0.120 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

23.92.216.183 United States 147.237.0.120 ET SCAN NMAP -f -sS 1

23.92.216.183 United States 147.237.0.120 ET SCAN NMAP -sS window 4096 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

2.54.185.95 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 8954

2.52.35.63 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 6299

2.54.186.49 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

79.179.38.115 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2745

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2480

77.125.77.35 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

149.78.22.6 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2088

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1968

2.54.55.47 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1764

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1513

24.12.74.89 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1496

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 966

46.164.156.174 Ukraine 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 954

149.78.20.167 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 758

149.88.83.146 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 586

64.79.85.205 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 544

149.78.36.205 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 450

149.78.235.159 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 425

149.78.238.136 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 389

149.78.236.202 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 352

149.88.192.208 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 335

194.69.103.183
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 327

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 324

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 299

167.220.196.179
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 292

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 285

149.78.248.164 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 284

149.78.251.145 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 280

149.78.30.238 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 267

40.77.167.50 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 250

192.118.11.120 Israel 147.237.0.120 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 236

79.179.0.6 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

207.46.13.172 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 214

66.249.79.114 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 179

66.249.79.110 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 177

157.55.39.3 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 172

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 154

50.79.179.49 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 146

109.65.163.147 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.54.205 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.52.60.177 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.78.165.34 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 141

149.78.228.119 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 140

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 137

149.78.5.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 136

66.249.93.207 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 130

85.115.52.201
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 129

149.88.76.75 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 127

66.249.79.112 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 124

157.55.39.112 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 122
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

79.179.58.49 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/ufi/reaction/ Block 1

46.19.85.103 Israel 147.237.0.120 Unknown HTTP Request Method 6,en;q=0.4 in URL Block 1

89.139.172.114 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/resource/userfollowresource/create/ Block 1

62.219.41.125 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/ufi/reaction/ Block 1

192.114.87.3 Israel 147.237.0.120
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.aspx

Block 1

77.125.156.32 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.103 Israel 147.237.0.120 Malformed URL Block 1
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