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62. 219. 254. 22, | srael
23.92.216.183, Lhited Sates
62.219. 21. 133, |srael

46. 19. 85. 103, |srael
192.114.87. 3, Israel
77.125.156. 32, |srael

110. 228. 215. 188, Chi na
91.197.103. 1, Israel

62.219. 41. 125, |srael

89.139. 172. 114, |srael




11-23-2015 to 11-24-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 21
62. 219. 21. 133 | srael 147.237.0.120 Block Udp All _Nets drop BBL.- | srael 3




11-23-2015 to 11-24-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |S te |S gnat ure |Davi ce Action
91.197.103. 1 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 1




11-23-2015 to 11-24-2015

|Top Attackers In |D|

|Attacker Geo |Target Address |StdSgnature

Attacker Address

|Count |

23.92.216. 183 Lhited Sates |147.237.0.120 ET SCAN NVAP -sS w ndow 2048 1
110. 228. 215. 188 |[Chi na 147.237.0.120 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
23.92.216. 183 Lhited Sates |147.237.0. 120 ET SCAN NVAP -f -sS 1
23.92.216. 183 Lhited Sates |147.237.0.120 ET SCAN NVAP -sS wi ndow 4096 1




11-23-2015 to 11-24-2015

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo |Target Address (S t% Narme Sgnature Action ‘Count
2 54.185. 95 | srael 147. 237. 0. 120 Sreannng Ejgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 8954
Ret r ansni ssi on dr opped.
2 52 35.63 I sragl 147 237.0. 120 Srearmng Erjgl ne: TP Invalid Invali d segnent retransnissi on. Packet drop 6299
Ret r ansm ssi on dr opped.
2 54.186. 49 | srael 147. 237. 0. 120 Sreannng Ejgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 4608
Ret r ansni ssi on dr opped.
79.179. 38. 115 I sragl 147 237.0. 120 Srearmng Erjgl ne: TP Invalid Invali d segnent retransnissi on. Packet drop 2745
Ret r ansm ssi on dr opped.
66.249.93.199 |lLhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2480
77.125.77. 35 | srael 147. 237. 0. 120 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
149.78.22.6 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2088
66.249.93.203 |Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1968
2 54.55. 47 | srael 147. 237. 0. 120 Sreannng Ejgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 1764
Ret r ansni ssi on dr opped.
66.249.93.207 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1513
24.12.74. 89 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1496
68. 180.229. 121 |Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 966
46. 164. 156. 174 |lkrai ne 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 954
149. 78. 20. 167 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 758
149. 88.83. 146 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 586
64. 79. 85. 205 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 544
149. 78. 36. 205 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 450
149. 78. 235. 159 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 425
149. 78. 238. 136 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 389
149. 78. 236. 202 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 352
149. 88. 192. 208 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 335
194. 69. 103. 183 LKTI;;gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocation i nbound enf or cenent drop 327
66.249. 81.227 |lLhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 324
66.249.81.230 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 299
167. 220. 196. 179 LK!i“r::gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 292
66.249.81.224 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 285
149. 78. 248. 164 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 284
149. 78. 251. 145 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 280
149. 78.30. 238 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 267
40.77. 167. 50 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 250
192.118.11.120 [Israel 147.237.0.120| |Bad TGP sequence Ssca:(fa( retransmt with different window | 000 o 236
79 179.0.6 | srael 147. 237. 0. 120 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.
207.46.13.172 |lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 214
66.249.79.114 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 179
66.249.79.110 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 177
157.55.39. 3 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 172
66.249. 93. 199 |lsrael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 154
50. 79. 179. 49 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 146
109. 65. 163. 147 |1 srael 147 237.0. 120 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.
2 54,54 205 | srael 147. 237. 0. 120 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
2 52.60.177 I sragl 147 237.0. 120 Sreamng Ejg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.
149. 78. 165. 34 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 141
149. 78. 228. 119 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 140
66. 249. 93. 203 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 137
149. 78. 5. 203 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
66. 249. 93. 207 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 130
85. 115. 52. 201 LKJ?Ir:;gom 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 129
149. 88. 76. 75 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 127
66.249.79.112 |lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 124
157.55.39. 112 |lLhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 122




11-23-2015 to 11-24-2015

|Top Attackers In V\AF|

At acker Devi ce

Target Address St%S’gnature

Geo Action ‘Oount
79.179. 58. 49 | srael 147.237.0. 120 Lhaut hori zed URL Access to ww mil uimaka.idf.il/ufi/reaction/ Bl ock 1
46.19. 85. 103 | srael 147.237.0.120 Unknown HTTP Request Method 6, en;g=0.4 in URL B ock 1
89.139. 172. 114 |l srael 147.237.0.120 Uhaut hori zed URL Access to wwv mil uimaka.idf.il/resourcel userfol | ow esourcel creat e/ B ock 1
62.219.41.125 |lsrael 147.237.0.120 Uhaut hori zed URL Access to www il uimaka.idf.il/ufi/reaction/ B ock 1
Uhaut hori zed URL Access to
192.114.87.3  |Israel 147.237.0. 1201 |0 i ui maka i df . i 1/t enpl at es/ gener al /ww i shuri maka. i df .i 1/ 1044- he/ i shuri m aspx Bl ock !
77.125.156. 32 |lsrael 147.237.0.120 Uhaut hori zed URL Access to ww mil ui maka.idf.il/1355-he/ m | ui maspxa€?a€Z B ock 1
46.19. 85. 103 | srael 147.237.0.120 Mal forned URL B ock 1

11-23-2015 to 11-24-2015



