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168.235.64. 163, Lhited Sates
82.166. 162. 73, |srael

62. 219. 254. 22, |srael

212.150. 249. 181, |srael

31.210. 187. 244, |srael
94.197.121. 118, Uhited Ki ngdom
46. 19. 85. 157, |srael

89.139.7.9, Israel

216.250.117.57, Lhited Sates

36. 72.228. 72, |ndonesi a




11-22-2015 to 11-23-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |gte |Sgnature | Devi ce Action |CP | ocati on. Locat i on |count |
62.219. 254. 22 I srael 147. 237.0. 120 Block Wdp All Nets drop BBL- | st ael 3
94.197.121. 118 Uni ted Ki ngdom 147.237.0.120 Invalid TGP H ags drop BBL- Fr ankf urt 2
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|Top Attackers In IPS|

Attacker Address

|AI tacker Geo

| Target Address

|Ste |Sgna1ure

|Devi ce Action |Oount |
212. 150. 249. 181 | srael 147.237.0.120 C1000004: HITP: options nethod (M crosoft) B ock 2
31.210. 187. 244 | srael 147.237.0. 120 C1000004: HITP: options nethod (M crosoft) B ock 2
89.139.7.9 | srael 147.237.0.120 C1000004: HTTP:. options nmethod (M crosoft) ock 2
82.166. 162. 73 | srael 147.237.0.120 C1000004: HTTP:. options nethod (M crosoft) B ock 1




11-22-2015 to 11-23-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo

|Target Address |StfSgnature

|C0unt|

168. 235. 64. 163 |lLhited Sates 147.237.0.120 Tehila - Perl LW with fake user agent 2
31.11.84.158 Macedoni a, the Forner Yugosl av Republic of |147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1
42.159. 26. 35 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
162. 222. 185. 165 |Lhited S ates 147.237.0. 120 ET SCAN Potential SSH Scan 1
216.250.117.57 |lhited Sates 147.237.0.120 ET SCAN Potential SSH Scan 1
36.72.228.72 | ndonesi a 147.237.0.120 ET SCAN NVAP -sS w ndow 4096 1
132.70. 66. 12 | srael 147.237.0.120 ET DOS Large anount of TCP ZeroWndow - Possible Niller2 DDos attack |1
222.21. 43. 56 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1




11-22-2015 to 11-23-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |9 t% Nanme dgnature
137.135.176. 145|lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12229
84.95.1. 178 | srael 147. 237. 0. 120 Sreani ng El_wgi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
84.228. 9. 42 I srael 147. 237. 0. 120 Sreani ng E_wgi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansnii ssi on dr opped.
2 54.10.50 | srael 147. 237. 0. 120 Sreani ng El_wgi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
82.81. 14. 45 I sragl 147. 237. 0. 120 Sream ng E_wgi ne: TCP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansnii ssi on dr opped.
79. 176. 105. 51 | srael 147. 237. 0. 120 Sreani ng El_wgi ne: TP Invalid Inval id segnent retransnission. Packet drop 2034
Ret r ansni ssi on dr opped.
66.249.93.199 |lhited Sates |147.237.0.120 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1738
66.249.93.207 |Whited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1603
66.249.93.203 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1506
192.232.81.1 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1150
149.78.38. 162 |l srael 147.237.0. 120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1078
199. 201. 66. 0 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 744
68.180.229. 121 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 581
64. 79. 85. 205 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 536
66.249.81.230 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 509
66.249.79.112 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 434
66.249.79.114 |lhited Sates |147.237.0.120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 433
149. 78. 38. 149 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 406
66.249.79.110 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 397
149. 78. 29. 167 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 381
157.55.39.229 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 361
94.197.121. 118 zlnt:gom 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 360
40.77.167.104 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 309
149. 88. 6. 220 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 289
40.77. 167. 50 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 259
134. 191. 238. 106 zlnt:gom 147.237.0. 120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 241
40.77. 167. 43 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 239
157.55. 39. 3 Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 236
149. 78. 237. 176 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 230
2 54,45 213 | srael 147. 237. 0. 120 Sreani ng El_wgi ne: TP Invalid Invalid segnent retransnission. Packet drop 225
Ret r ansni ssi on dr opped.
149. 78. 147. 185 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 213
40.77.167. 10 Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 192
157.55.39.142 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 190
66. 249. 79. 112 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 183
149. 78. 255. 61 |l srael 147.237.0. 120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 180
149. 88. 30. 196 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 177
149. 88. 7. 101 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 176
66. 249. 79. 114 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 165
24.12.74. 89 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
66. 249. 93. 207 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 159
149.78.239.91 |lIsrael 147.237.0. 120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 159
149. 88. 30. 37 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 158
66. 249. 79. 110 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 154
149. 78. 36. 205 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 154
66. 249. 93. 199 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150
79.181. 131. 227 |1srael 147. 237. 0. 120 Sreani ng El_wgi ne: TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79.177.122.182 [ srael 147.237.0.120| |} reamng Engine: TGP Invalid Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
199. 207. 253. 101|lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
92. 69. 247. 242  |Net her| ands 147.237.0. 120 Qeo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 138
149. 88. 76. 75 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135




11-22-2015 to 11-23-2015

|Top Attackers In V\AF|

At acker

Devi ce

Geo Target Address |S t% Sgnature Acti on ‘Oount
168. 235. 64. 163 ;h;tt:g 147.237.0. 120 Mul tiple Whauthorized URL Access from 168. 235. 64. 163 Bl ock 2
82. 166. 162. 73 |l srael 147.237.0. 120 Unaut hori zed HTTP Met hod B ock 2
168. 235. 64. 163 ;q;::‘: 147.237.0. 120 PHP At t enpt B ock 2
46. 19. 85. 157 | srael 147.237.0.120 Mal formed URL B ock 1
46. 19. 85. 157 | srael 147.237.0. 120 Unknown HTTP Request Method 55 in URL Bl ock 1
82.166.162. 73 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to ww miluimaka.idf.il/sip storage/files/5/ Bl ock 1
168. 235. 64. 163 ;q;::‘: 147.237.0. 120 Unaut hori zed URL Access to waw m | ui maka.idf.il/1213-he/ m | ui maspx&np Bl ock 1
46. 19. 86. 247 | srael 147.237.0. 120 Lhaut hori zed URL Access to waw mi | ui maka. i df.il/1355-he/ nil ui m aspxa€?a€z Bl ock 1
Unaut hori zed URL Access to
95. 86. 66. 127 | srael 147.237.0. 120 waw, m | ui maka. i df . i1/894-he/ m | ui maspx&sa=u&ed=0ahukew q39psg6t j ahvf vr okhsnt aaqaf ggi  |B ock 1
maa&si g2=d- au- i i uh5s1c5bk6gaaba&usg=af gj cner nh23gi t 69bvgc8ggaxyqqn74qq
176. 12. 137. 137 |l srael 147.237.0. 120 Lhaut hori zed URL Access to waw il uimaka.idf.il/tenpl ates/general / ww behat sdaa. org. i | Bl ock 1
82.166. 162. 73 |l srael 147.237.0. 120 Mil ti pl e Unaut hori zed URL Access from 82. 166. 162. 73 Bl ock 1
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