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Top Attackers 

62.219.254.22, Israel

219.144.181.18, China

162.222.185.165, United States

104.243.24.177, null

182.23.51.250, Indonesia

222.186.42.147, China

220.231.195.122, China

219.153.65.239, China

69.64.42.17, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 21

219.144.181.18 China 147.237.0.120 Frk_Under_Attack_Con_Http drop BBL-Frankfurt 2

219.144.181.18 China 147.237.0.120 Frk_Purple_Con_Limit_Http drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

162.222.185.165 United States 147.237.0.120 ET SCAN Potential SSH Scan 2

69.64.42.17 United States 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1

182.23.51.250 Indonesia 147.237.0.120 ET SCAN Potential SSH Scan 1

220.231.195.122 China 147.237.0.120 ET SCAN NMAP -sS window 4096 1

219.153.65.239 China 147.237.0.120 ET SCAN Potential SSH Scan 1

222.186.42.147 China 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

77.127.174.141 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3461

84.228.119.93 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2313

149.88.7.175 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2081

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1722

149.88.23.124 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1168

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1075

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 919

149.88.6.32 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 735

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 595

209.95.50.116 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 468

40.77.167.102 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 456

149.78.165.34 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 347

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 344

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 316

157.55.39.229 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 258

40.77.167.43 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 239

87.69.173.132 Israel 147.237.0.120 SYN Attack SYN -> SYN-ACK -> RST reject 225

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 220

207.46.13.161 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 192

49.225.85.215 New Zealand 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 175

149.78.255.61 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 167

66.249.79.110 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 156

149.78.39.184 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 156

66.249.79.114 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 153

87.68.58.49 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.61 Israel 147.237.0.120 SYN Attack SYN -> SYN-ACK -> RST reject 144

79.181.4.190 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.177.151.151 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.79.112 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 142

149.88.102.19 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 140

54.237.147.211 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 138

149.88.192.208 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 130

157.55.39.209 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 123

37.26.146.198 Israel 147.237.0.120 SYN Attack SYN -> SYN-ACK -> RST reject 121

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 121

66.249.73.228 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 108

213.9.173.33
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 99

51.175.93.165
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 98

66.249.73.212 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 96

149.78.53.79 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 94

149.88.123.142 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 93

149.78.184.177 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 93

149.78.146.229 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 86

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 83

46.19.85.247 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 82

149.78.255.179 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 73

66.249.79.110 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 71

157.55.39.142 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 69

66.249.79.114 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 68

62.219.198.6 Israel 147.237.0.120 SYN Attack SYN -> SYN-ACK -> RST reject 64
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

104.243.24.177 147.237.0.120 E-mail collector robots 14 Block 1

104.243.24.177 147.237.0.120 eMail Hoarding Block 1
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