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79. 180. 136. 102, |srael

62. 219. 254. 22, | srael

85. 64. 22. 233, | srael

84.108. 71. 125, |srael
176.12.137.7, |srael

149. 210. 216. 111, Net herl ands
74.117.209. 135, Whited Sates
201. 83. 122. 205, Brazil

116. 76. 163. 238, Chi na

68. 168. 137. 2, Canada




11-20-2015 to 11-21-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 12




11-20-2015 to 11-21-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |S te |S gnat ure |Davi ce Action
79.180. 136. 102 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 17




11-20-2015 to 11-21-2015

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Std S gnature | count |
188.214.128. 12 Ronmani a 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
68. 168. 137. 2 Canada 147.237.0.120 ET SCAN Potential VNC Scan 5900- 5920 1
116. 76. 163. 238 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
180. 153. 104. 125 |Chi na 147.237.0. 120 ET SCAN NVAP -sS w ndow 4096 1
201. 83. 122. 205 B azil 147.237.0. 120 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
74.117.209. 135 Lhited Sates |147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1
149.210. 216. 111 |Net herl ands 147.237.0.120 ET SCAN Potential VNC Scan 5900- 5920 1




11-20-2015 to 11-21-2015

|Top Attackers In FW |

Devi ce

Sgnature Action

‘Count

Attacker Address |Attacker Geo ‘Target Addr ess S’t%Name

2 54.50 244 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 3555
Ret r ansni ssi on dr opped.
79.182. 104. 98 I sragl 147 237. 0. 120 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2861
Ret r ansn ssi on dr opped.
79.179. 28. 117 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
2 54.55.133 I sragl 147 237. 0. 120 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2304
Ret r ansn ssi on dr opped.
66.249.93.203 |lLhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1840
66.249.93.199 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1388
77.126.78.130  |israel 147 237.0. 120 Sreanhng Er)gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 1280
Ret ransni ssi on dr opped.
66.249. 93. 207 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 916
2 54.191. 106 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 801
Ret r ansni ssi on dr opped.
149. 88. 160. 182 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 500
149. 78. 247. 199 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 447
68. 180.229. 121 |Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 352
157.55.39.208 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 331
81.99. 216. 29 zlnt:gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 321
149. 78. 145. 96 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 320
157.55.39.200 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 306
207.46.13.170 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 274
40.77.167.11 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 269
207.46. 13. 57 Lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 246
207.46.13.153 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 230
149. 78. 79. 106 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 207
149. 78. 125. 243 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
149. 88. 209. 40 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
149. 78. 197. 53 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
149. 78. 187. 190 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 157
149. 78. 225. 141 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 138
66.249.79.110 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 135
66.249.79.112 |lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 130
207.46.13.130 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 127
149. 78. 24. 230 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
149. 78. 240. 247 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 113
149.88. 71. 71 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 103
66.249.79.114 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 103
46.19. 85. 119 | srael 147.237.0. 120 Bad TCP sequence Inval i d ACK nunber noni t or 101
46.19. 85. 119 | srael 147.237.0. 120 Bad TCP sequence Invalid ACK nunber alert 100
190. 109. 104. 191|Col onbi a 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
66.249. 64.182 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 95
2 54.41.122 I sragl 147 237. 0. 120 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 90
Ret r ansn ssi on dr opped.
149. 78. 186. 71 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 85
149. 78. 103. 147 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 82
79.180.122.88 |lsrael 147.237.0. 120 SYN At ack SYN -> SYN ACK -> RST rej ect 80
66. 249. 93. 207 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
66. 249. 93. 199 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 77
51.175. 93. 165 E?Ir:;gom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 76
77 125.247. 94 |israel 147 237.0. 120 Sreanhng Er)gi ne. TGP Invalid Inval id segnent retransnission. Packet drop 72
Ret ransni ssi on dr opped.
149. 88. 114. 153 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 72
207.241.226.42 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
149. 78. 48. 204 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
66.249.79.110 |lsrael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 65
66. 249. 93. 203 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64




11-20-2015 to 11-21-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |StdSgnature | Devi ce Action |Count |

176. 12. 137.7 | srael 147.237.0.120 Uhaut hori zed URL Access to ww mil ui maka.idf.il/1355-he/ mi| ui m aspxa€?a€z B ock 1
84.108. 71. 125 | srael 147.237.0. 120 Lhaut hori zed URL Access to ww nil uimaka.idf.il/ufi/reaction/ B ock 1
85. 64. 22. 233 | srael 147.237.0.120 PHP At t enpt B ock 1
85. 64. 22. 233 | srael 147.237.0. 120 Lhaut hori zed URL Access to waw ml uimaka.idf.il/aj ax/ pages/fan status. php B ock 1
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