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11-19-2015 to 11-20-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 42




11-19-2015 to 11-20-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |S te |S gnat ure |Davi ce Action
212.179. 49. 226 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 2




11-19-2015 to 11-20-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
23.125.172. 41 Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS w ndow 4096 1
45. 35. 52. 180 147.237.0. 120 ET SCAN Potential SSH Scan 1
68. 168. 137. 2 Canada 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
113.108. 21. 16 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
23.125.172. 41 Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS wi ndow 1024 1
37.49. 224. 135 Net her | ands 147.237.0.120 ET SCAN Potential SSH Scan 1
45.79. 142. 96 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
101. 4. 136. 68 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1




11-19-2015 to 11-20-2015

|Top Attackers In FW |

‘Attacker Geo ‘Target Address |S t% Name dgnature
66. 249. 93. 203 |Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3802
66.249.93.199 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3605
66.249. 93. 207 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 3019
2 54.36. 89 I sragl 147. 237.0. 120 Sreanm ng Eljgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 2501
Ret ransni ssi on dr opped.
213. 8. 44. 241 | srael 147. 237 0. 120 Srearrhng Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.
157. 55. 39. 19 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1948
168. 63. 137. 102 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1737
68. 180. 229. 121 |Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1037
157. 55. 39. 77 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 712
207.46.13.128 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 639
207.46. 13. 57 Lhited Sates |147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 625
77.125. 102. 165 |1 sr ael 147. 237.0. 120 Sreanm ng Eljgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 576
Ret ransni ssi on dr opped.
144. 24. 20. 231 LKJ?I;;gom 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 428
149. 78. 95. 93 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 403
1.136. 96. 157 Australia 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 400
149. 88. 21. 176 |lsrael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 396
149. 88. 216. 49 |lsrael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 390
207.46.13.171 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 364
207.46.13.120 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 294
40.77.167.11 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 293
157.55.39.208 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 279
207. 46. 13. 19 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 253
149. 78. 249. 154 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 236
37.26.149. 182 |1srael 147. 237. 0. 120 Sreani ng Er_]gi ne: TGP Invalid Invalid segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.
149. 78. 18. 50 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 223
173.38.209.9 Eimr:;gom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
137.71.226.54 |lrel and 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 200
149. 78. 246. 250 || srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 197
37.26.148. 161 |lsrael 147.237.0. 120 SYN At t ack SYN - > SYN-ACK -> RST rej ect 196
66. 249. 93. 207 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 193
66. 249. 93. 203 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 191
149. 88. 229. 197 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180
66.249. 93. 199 |lsrael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 169
80. 254. 150. 79 |Fance 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 160
164.144.48.13 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 146
79.179. 58. 215 |1 srael 147. 237, 0. 120 Sream'nng Et'wgi ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79 182, 181. 98 |Israel 147 237.0. 120 Sream ng Eijgi ne: TP Invalid Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
84.94.194. 202 |1 srael 147. 237, 0. 120 Sream'nng Et'wgi ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
157. 55. 39. 18 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 141
149. 78.32. 196 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 131
66. 102. 9. 80 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
167. 220. 196. 72 Eimr:;gom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 125
46. 19. 85. 191 | srael 147.237.0. 120 Bad TCP sequence I nval i d ACK nunber noni t or 122
46.19. 85. 191 | srael 147.237.0.120 Bad TCP sequence Inval i d ACK nunber alert 121
46.19. 85. 143 | srael 147.237.0. 120 Bad TCP sequence Inval i d ACK nunber noni t or 121
149.78. 2. 63 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 119
46.19. 86. 238 | srael 147.237.0. 120 Bad TCP sequence Inval i d sequence nunber noni t or 117
66. 102. 9. 90 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 117
149. 78. 240. 247 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 113
46.19. 86. 238 | srael 147.237.0.120 Bad TCP sequence Inval i d ACK nunber noni t or 110




11-19-2015 to 11-20-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |StdSgnature | Devi ce Action |Count |
104. 236. 83. 189 147.237.0.120 Ml ti pl e Uhaut hori zed URL Access from 104. 236. 83. 189 B ock 7
79.180. 146. 153 |l srael 147.237.0. 120 Uhaut hori zed URL Access to waw nmil ui maka.idf.il/1359-he/ m | ui masxp B ock 2
212.179.49.226 |lsrael 147.237.0. 120 Unaut hori zed HTTP Met hod Bl ock 2
212.179.49.226 |lsrael 147.237.0. 120 Mil ti pl e Uhaut hori zed URL Access from 212. 179. 49. 226 B ock 1
109. 67. 58. 218 | srael 147.237.0. 120 Unaut hori zed URL Access to ww mi |l ui maka. i df.i|/1358-he/ ni| ui m aspxa€?a€Z B ock 1
46.19. 86. 253 | srael 147.237.0.120 Uhaut hori zed URL Access to v mil ui maka.idf.il/1361-he/ m| ui maspxa€?aEz B ock 1
87. 68. 247. 102 | srael 147.237.0.120 Uhaut hori zed URL Access to ww mil ui maka.idf.il/1355-he/ m| ui m aspxa€?a€z B ock 1
176. 13.6.172 | srael 147.237.0.120 Uhaut hori zed URL Access to waw il ui maka.idf.il/1 B ock 1
46.121. 138. 133 |l srael 147.237.0. 120 Uhaut hori zed URL Access to www mil ui maka. idf.il/1358-he/ m| ui maspxa€?a€z Bl ock 1
212.179.49.226 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to wan il uimaka.idf.il/sip storage/fil es/5/ B ock 1
2.52.3.145 | srael 147.237.0. 120 Unaut hori zed URL Access to wwy mi |l ui maka. i df . i|/1355-he/ ni | ui m aspxa€?a€Z B ock 1
176. 13. 20. 28 | srael 147.237.0.120 Uhaut hori zed URL Access to www il ui maka.idf.il/1358- B ock 1
79.177.115. 85 | srael 147.237.0.120 Uhaut hori zed URL Access to www mil ui maka.idf.il/1355-he/ m| ui m aspxa€?a€Z B ock 1
104. 236. 83. 189 147.237.0. 120 Lhaut hori zed URL Access to mil uimaka.idf.il/shared/ usercontrol s/ header upper/ B ock 1
31.168.11. 194 | srael 147.237.0. 120 Uhaut hori zed URL Access to www mil ui maka. i df.il/1355-he/ m | ui maspxa€? Bl ock 1
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