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2.54.157.54, |srael

62. 219. 254. 22, | srael

31.168. 133. 226, |srael
98.119.105. 221, Lhited Sates
46. 19. 85. 235, |srael

79.180. 48. 188, |srael

164. 138. 122. 52, |srael
81.218.56. 125, |srael

203.197. 205. 118, India

46. 19. 85. 146, | srael




11-18-2015 to 11-19-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on |count |
62.219. 254. 22 | srael 147.237.0. 120 B ock Wp All Nets dr op BBL- | srael 6
31.168. 133. 226 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 3
81. 218. 56. 125 | srael 147.237.0.120 Bl ock_Ulp All _Nets drop BB.- | srael 1
108. 161. 253. 41 Lhited Sates 147.237.0.120 L4 Source or Dest Port Zero drop BAL- | srael 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste
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11-18-2015 to 11-19-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
79. 180. 48. 188 | srael 147.237.0. 120 ET SCAN NVAP -sA (2) 2
203. 197. 205. 118 I ndi a 147.237.0.120 ET SCAN NVAP -sS w ndow 4096 1
69. 30. 246. 210 Lhited Sates 147.237.0. 120 ET SCAN Potential SSH Scan 1
98. 119. 105. 221 Lhited Sates 147.237.0. 120 ET SCAN NVAP -f -sS 1
98. 119. 105. 221 Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS wi ndow 4096 1
45.79. 142. 96 147.237.0. 120 ET SCAN Potential VWNC Scan 5900- 5920 1
98. 119. 105. 221 Lhited Sates 147.237.0.120 ET SCAN NVAP -sS w ndow 2048 1




11-18-2015 to 11-19-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

S’t%Name

Sgnature

66.249.93.199 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2890

66.249.93.203 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2703

66.249. 93. 207 |lhited Sates |147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1837

79.178. 198. 128 | srael 147 237. 0. 120 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 1440
Ret r ansn ssi on dr opped.

46. 19. 85. 29 | srael 147.237.0. 120 Bad TCP sequence Invalid ACK nunber noni t or 1238
46.19. 85. 140 | srael 147. 237. 0. 120 Streanimg Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 729
Ret r ansni ssi on dr opped.

169. 230. 90. 218 |lLhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 710
68. 180. 229. 121 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 300
157. 55. 39. 77 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 288
149. 88. 20. 0 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 248
149. 88. 233. 187 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 244
40.77. 167. 66 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 235
176. 13. 6. 205 | srael 147.237.0.120 Bad TCP sequence Inval id ACK nunber noni t or 232
109. 186. 160. 242|l srael 147.237.0. 120 Bad TCP sequence Inval i d ACK nunber noni t or 229
79.182. 135. 246 | srael 147. 237. 0. 120 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.

24.12.74. 89 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 223
40. 77. 167. 73 Lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 212
46. 19.86. 1 | srael 147.237.0. 120 Bad TCP sequence Inval id ACK nunber noni t or 206
79.182.123.60 |lsrael 147.237.0.120 SYN At tack SYN - > SYN-ACK -> RST rej ect 196
134.191. 249. 24 zlnt:gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 192
66. 249. 93. 203 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 176
46.19. 86. 1 | srael 147.237.0.120 Bad TCP sequence I nval i d sequence nunier noni t or 171
192. 146. 6. 2 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 166
199. 207.253. 96 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
66. 249. 67. 98 Lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 158
66.249.81. 224 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 151
79 181. 15. 85 I sragl 147. 237.0. 120 Sreanimg E_qgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.

46.19. 86. 1 | srael 147. 237. 0. 120 Sreani ng Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

109. 66. 103. 96 I sragl 147. 237.0. 120 Sreanimg E_qgi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.

79.182. 100. 248 |1 srael 147. 237. 0. 120 Streanimg Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

66.249. 67.104 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
66. 102. 9. 90 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 135
149. 78. 13. 236 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 130
149. 78. 140. 51 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 129
66. 249. 93. 207 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 127
2 54.179.97 I sragl 147 237. 0. 120 Sream ng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 117
Ret r ansn ssi on dr opped.

125. 19.102. 130 |India 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 117
176. 13. 6. 205 | srael 147.237.0.120 Bad TCP sequence Invalid ACK nunber aert 114
149. 88. 127.66 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 114
66. 249. 93. 199 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 111
98.108.203.44 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 106
207.46.13.171 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 106
193. 6. 168. 41 Hungary 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 105
93. 173. 143. 99 | srael 147.237.0.120 Bad TCP sequence Invalid ACK nunber noni t or 104
79.178.198. 128 |lsrael 147.237.0. 120 Bad TCP sequence Inval id ACK nunber noni t or 100
2 54.175. 64 I sragl 147 237. 0. 120 Sreanhng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 90
Ret r ansn ssi on dr opped.

85. 64. 89. 139 | srael 147.237.0. 120 Bad TCP sequence Invalid ACK nunber noni t or 86
85. 64. 89. 139 | srael 147.237.0.120 Bad TCP sequence Invalid ACK nunber aert 86
46. 19. 86. 225 | srael 147.237.0. 120 Bad TCP sequence Inval i d sequence nunier noni t or 84
46.19. 86. 225 | srael 147.237.0.120 Bad TCP sequence Inval i d ACK nunber noni t or 84




11-18-2015 to 11-19-2015

|Top Attackers In V\AF|

At acker

Devi ce

Geo Target Address |S t% Sgnature Action ‘Oount
2.54.157. 54 | srael 147.237.0. 120 Mil tipl e Uhaut horized URL Access from 2. 54. 157. 54 B ock 7
192. 116. 232. 69 |l srael 147.237.0. 120 Unknown Par aret er wb48617274 in waw mi | ui maka. i df.il/894-he/ m | ui maspx B ock 1
46. 19. 85. 146 | srael 147.237.0. 120 Uhaut hori zed URL Access to ww il ui maka. i df.i|/1361-he/ mi| ui m aspxa€?a€Z B ock 1
109. 67. 133. 223 |l srael 147.237.0.120 Uhaut hori zed URL Access to waw mil uimaka.idf.il/nain/ hone/ def aul t. aspx B ock 1
199. 203. 215.1 |Israel 147.237.0. 120 Lhaut hori zed URL Access to waw il ui maka.idf.il/mlui maspx B ock 1
46.19. 85.235 |lsrael 147.237.0. 120 Mal f or med URL B ock 1
Unaut hori zed URL Access to
164.138. 122. 52 |l srael 147.237.0. 120 wawe mi | ui maka. i df . i |/894- he/ m | ui m aspx&a=u&ed=0cagqf j aaahukewj f uo_qzj rj ahue6br gkhse-d |B ock 1
xk&si g2=j hht d88l pyft __ nt h- nbhw&usg=af gj cner nh23gi t 69bvgc8ggaxygqgn74qq
46. 19. 85. 235 | srael 147.237.0. 120 Unknown HTTP Request Method sdch in URL B ock 1
176.13.6. 172 | srael 147.237.0. 120 Lhaut hori zed URL Access to wawn mil uimaka.idf.il/1 B ock 1
93.113.125.11 |Ronani a 147.237.0. 120 Uhaut hori zed URL Access to /readne for_decrypt.txt B ock 1
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