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62. 219. 254. 22, | srael
31.154. 10. 162, |srael
5.102. 254. 247, | srael
89. 138. 239. 241, |srael
81.218.70. 243, |srael
80.179. 14. 123, |srael
210. 61. 150. 154, Tai wan
93.173. 238. 200, |srael
79.183.28.39, Israel
176. 106. 227. 118, |srael




11-17-2015 to 11-18-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 24




11-17-2015 to 11-18-2015

|Top Attackers In IPS|
Attacker Address

|Attacker Geo \Target Address |Ste |S gnat ure |Davi ce Action |Oount |
89. 138. 239. 241 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 3
31.154. 10. 162 | srael 147.237.0. 120 C1000004: HITP. options nethod (M crosoft) B ock 2




11-17-2015 to 11-18-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature |count |
5. 102. 254. 247 | srael 147.237.0. 120 GPL SCAN nyscan 2
5. 102. 254. 247 | srael 147.237.0. 120 | NDI CATOR- SCAN nyscan 2
46. 151. 55. 35 Lkrai ne 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 120 ET SCAN Potential VNC Scan 5800- 5820 1
84.109. 176. 218 | srael 147.237.0. 120 http_i nspect: MULTI PLE HOST HEADERS DETECTED 1
210. 61. 150. 154 Tai wan 147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1
213. 169. 149. 80 Cypr us 147.237.0.120 ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
74.117.209. 135 Lhited Sates 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
95. 105. 15. 110 Russi an Federation 147.237.0. 120 ET SCAN Potenti al SSH Scan 1
210. 61. 150. 154 Tai wan 147.237.0.120 ET SCAN NVAP -sS w ndow 4096 1




11-17-2015 to 11-18-2015

|Top Attackers In FW |

‘Attacker Geo ‘Target Address |9 t% Name Sgnature z\t”i (;i ‘Count
70, 177. 163. 227 |1 srael 147. 237 0. 120 Sreani ng Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.
185. 120. 126. 39 147. 237.0. 120 Sreanm ng Eljgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 2304
Ret ransni ssi on dr opped.
81.218.132. 51 |1 srael 147. 237 0. 120 Sreani ng Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.
66. 249. 93. 203 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1534
79. 183. 218. 231 [I srael 147.237.0.120| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 1314
Ret r ansni ssi on dr opped.
66.249.93.199 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1260
149. 78. 64. 16 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 1146
66. 249. 93. 207 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1144
68. 180. 229. 121 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 983
2 54 135,73 | st ael 147. 237, 0. 120 Sream'nng Et'wgi ne: TP Invalid Invalid segnent retransnission. Packet drop 900
Ret r ansni ssi on dr opped.
95.172.74.51 LKJ?I;;gom 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 341
46. 19. 85. 10 | srael 147.237.0. 120 Bad TCP sequence I nval i d ACK nunber noni t or 339
66.249. 67.104 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 314
207.46.13.118 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 312
66.249. 67. 110 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 307
149.88.2.9 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 296
149. 88. 20. 0 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 281
40.77. 167. 50 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 275
66. 249. 67. 98 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 248
40.77.167. 71 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 231
79 181.32. 163 | srael 147 237.0. 120 Sream ng Eijgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 295
Ret ransni ssi on dr opped.
149. 88. 164. 31 |l srael 147.237.0.120 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 221
37.26.146. 251 |lsrael 147.237.0. 120 SYN At tack SYN - > SYN-ACK -> RST rej ect 196
40.77. 167. 60 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 194
40. 77. 167. 39 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 192
46.19. 85. 129 | srael 147.237.0.120 SYN At ack SYN -> SYN-ACK -> RST rej ect 185
199. 207. 253. 96 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180
192.115.248.2 |lsrael 147.237.0.120 Bad TCP sequence I nval i d ACK nunber noni t or 169
66. 102. 9. 100 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 149
37.26.149. 141 |l srael 147.237.0.120 SYN At t ack SYN -> SYN-ACK -> RST rej ect 144
109. 65. 203. 236 |1 srael 147 237.0. 120 Sream ng Eijgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
5 28 164. 17 | st ael 147. 237, 0. 120 Sream'nng Et'wgi ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
84.229.31. 140 |israel 147 237.0. 120 Sream ng Eijgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
134.191. 232. 68 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 144
149. 78. 253. 78 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 143
46.19. 85. 165 | srael 147.237.0. 120 Bad TCP sequence Inval i d ACK nunber noni t or 140
66. 249. 67. 104 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 130
134.191. 232. 72 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 120
66. 249. 67. 110 |Israel 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 118
66. 249. 93. 207 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 118
24.173.103. 179 |Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 116
41. 66. 45. 86 te DIvoire |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
17.78.99. 192 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 109
38.127.167.44 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
142.162. 40. 193 |Canada 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
46. 19. 85. 129 | srael 147.237.0. 120 Bad TCP sequence I nval i d ACK nunber noni t or 106
66. 249. 93. 199 |Israel 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
66. 249. 67. 98 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
79. 161. 20. 58 Nor way 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 100
66. 102. 9. 80 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 97




11-17-2015 to 11-18-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address |Std S gnature

| Devi ce Action | Count

31.154. 10. 162 | srael 147.237.0. 120 Unaut hori zed HTTP Met hod B ock 6
31.154. 10. 162 | srael 147.237.0.120 Ml ti pl e Uhaut hori zed URL Access from 31.154. 10. 162 B ock 5
77.127.89.214 | srael 147.237.0. 120 Uhaut hori zed URL Access to ww mil ui maka.idf.il/1355-he/ m | ui maspxa€?a€z B ock 2
81. 218. 70. 243 | srael 147.237.0. 120 Unknown Par anet er wb48617274 in ww m | ui maka.idf.il/scriptresource. axd B ock 2
93.173.238. 200 |lsrael 147.237.0. 120 Uhaut hori zed URL Access to waw m | ui maka.idf.il/tenpl at es/ honepage/ honepage. aspx B ock 2
109. 66. 191. 123 |Israel 147.237.0.120 Uhaut hori zed URL Access to www mil ui maka.idf.il/tenpl at es/ honepage/ 6 s3 B ock 1
79.183. 28. 39 | srael 147.237.0.120 Dstributed PHP At enpt B ock 1
2.54.164.183 | srael 147.237.0. 120 Lhaut hori zed URL Access to www mil ui maka.idf.il/1360-he/ m | ui maspxa€?acz B ock 1
81. 218. 70. 243 | srael 147.237.0. 120 Mil tipl e Uhaut hori zed URL Access from 81. 218. 70. 243 B ock 1
176. 13. 8. 115 | srael 147.237.0. 120 Uhaut hori zed URL Access to ww mi | ui maka.idf.il/1355-he/ m | ui maspxa€?a€Z B ock 1
79. 183. 28. 39 | srael 147.237.0. 120 D stributed Lhaut hori zed URL Access on www nil ui maka.idf.il/aj ax/ pages/fan status. php |B ock 1
79.182. 38. 50 | srael 147.237.0.120 Dstributed PHP At enpt B ock 1
176. 106. 227. 118 |l srael 147.237.0. 120 PHP At t enpt B ock 1
80.179. 14. 123 | srael 147.237.0. 120 PHP At t enpt B ock 1
79.182. 38. 50 | srael 147.237.0. 120 Uhaut hori zed URL Access to waw mil ui maka.idf.il/aj ax/ pages/fan st atus. php B ock 1
176. 106. 227. 118 |l srael 147.237.0. 120 Uhaut hori zed URL Access to waww mil uimaka.idf.il/aj ax/ pages/fan_status. php B ock 1
80. 179. 14. 123 | srael 147.237.0. 120 Uhaut hori zed URL Access to waw mil ui maka.idf.il/aj ax/ pages/ f an_st at us. php B ock 1
31.154. 10. 162 | srael 147.237.0.120 Lhaut hori zed URL Access to wan nil uimaka.idf.il/sip storage/fil es/2/ B ock 1
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