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62. 219. 254. 22, | srael
82.80.217. 70, |srael
176.13.5.61, Israel
176.12.136. 78, |srael

5.10. 74. 196, Netherl ands
109. 67. 108. 183, | srael
79.178.144. 225, |srael
107.178.33.95, Lhited Sates
213.57.34. 171, |srael

104. 128. 144. 131, Canada




11-16-2015 to 11-17-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
62. 219. 254. 22

|Atacker Geo |Target Address |Ste|Sgnature

| Device Action  |DP_l ocati on. Locati on | Count
| srael 147.237.0. 120 Bl ock Udp All _Nets drop BB.- | srael 33
82.80.217.70 | srael 147.237.0.120 Block Udp All _Nets drop BBL.- | srael 3
89. 252. 246. 202 Bul gari a 147.237.0. 120 TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




11-16-2015 to 11-17-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-16-2015 to 11-17-2015

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |Ste |Dgnature | count
5. 10. 74. 196 Net her | ands 147.237.0.120 ET SCAN Potential SSH Scan 1
43.229.53. 89 Japan 147.237.0.120 ET SCAN Potential SSH Scan 1




11-16-2015 to 11-17-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature z\t”i (;i ‘Count
109. 64. 41. 34 | srael 147. 237. 0. 120 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 4608
Ret r ansni ssi on dr opped.
79.181. 149. 16 I sragl 147 237. 0. 120 Srearmng Er)gl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 4608
Ret r ansn ssi on dr opped.
109.67. 120. 137 |israel 147. 237. 0. 120 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 4608
Ret r ansni ssi on dr opped.
79 182. 65. 68 I sragl 147 237. 0. 120 Sream ng Er)gl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 4100
Ret r ansn ssi on dr opped.
213.8.21. 4 | srael 147. 237. 0. 120 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 3554
Ret r ansni ssi on dr opped.
66.249.93.199 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2791
2 54.131. 25 I sragl 147. 237.0. 120 Srearmng E_qg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2304
Ret r ansni ssi on dr opped.
109. 64. 57. 121 | srael 147. 237. 0. 120 Streannng Er_1g| ne: TGP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
193. 104. 77. 4 I sragl 147. 237.0. 120 Srearmng E_qg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2304
Ret r ansni ssi on dr opped.
79.176. 39. 4 | srael 147. 237. 0. 120 Streannng Er_1g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
168. 63.139.43 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1850
66.249. 93. 203 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1527
149. 78. 248. 142 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1102
66. 249. 93. 207 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1018
68. 180.229. 121 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1002
149. 78. 134. 165 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 703
195. 154. 241. 65 |Fance 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 663
66.249.81.224 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 601
66.249.81.230 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 586
46. 19. 86. 222 | srael 147.237.0.120 Bad TCP sequence Invalid ACK nunber noni t or 544
149. 78. 28. 62 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 502
95.172.74. 49 LKTI;;gom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 476
66.249.75.219 |lLhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 427
192. 146. 6. 2 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 369
66.249. 75. 227 |lhited Sates |147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 368
132. 70. 224. 104 |l srael 147.237.0.120 Bad TCP sequence Inval i d ACK nunber noni t or 361
66.249. 75.235 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 324
149. 88. 185. 143 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 314
66. 249. 67. 98 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 303
66.249. 81. 227 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 290
108. 171. 128. 175 LK!i“r::gom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 262
66.249.67.110 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 262
167. 220. 196. 106 LKJ?Ir:;gom 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 260
79.182. 123. 60 | srael 147.237.0.120 SYN At ack SYN -> SYN-ACK -> RST rej ect 256
208. 87.233.201 |lWhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 239
149. 78. 181. 213 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 228
157.55.39.143 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 181
66.249. 67.104 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 178
207. 46. 13. 82 Lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 165
212.118. 227. 59 LKTI;;gom 147.237.0.120|  |Geo-location enf orcenent Geo- | ocati on i nbound enf or cenent drop 144
79.177. 149. 211 | srael 147. 237. 0. 120 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
77.127. 66. 126 I sragl 147 237. 0. 120 Srearmng Er)gl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansn ssi on dr opped.
85. 130. 230. 33 | srael 147. 237. 0. 120 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
109, 64. 36. 140 I sragl 147 237. 0. 120 Srearmng Er)gl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansn ssi on dr opped.
66. 249. 75. 219 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 142
157.55.39.142 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 139
66. 249. 75. 227 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 137
140. 242.217. 2 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 133
66. 102. 9. 80 Lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 127
132. 70. 224.104 |l srael 147.237.0. 120 Bad TCP sequence Inval i d ACK nunber alert 121




11-16-2015 to 11-17-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address|StdSgnature | Devi ce Action|Count |
176.13.5. 61 | srael 147.237.0.120 Uhaut hori zed URL Access to v nil ui maka.idf.il/1355-he/ m | ui m aspxa€?a€z B ock 2
107.178.33.95 |lhited Sates|147.237.0.120 Uhaut hori zed URL Access to www il ui maka. i df . il /1355- he/ nil ui m aspxa€?a€Z B ock 1
213.57.34.171 | srael 147.237.0.120 Mil tiple Full w dth/Hal fw dth Uhi code Encoding on URL/ Paraneter(+) from213.57.34.171 |B ock 1
46. 19. 85. 15 | srael 147.237.0.120 D stributed Whaut hori zed URL Access on v ni | ui maka. i df . il /1355 he/ ni | ui m aspxa€?a€Z |B ock 1
109. 67. 108. 183 |l srael 147.237.0. 120 D stributed Uhaut hori zed UR. Access on wwy mi | ui maka. i df . il/1355- he/ ni | ui m aspxa€?a€Z |B ock 1
79.178. 144,225 |lsrael 147.237.0.120 Lhaut hori zed URL Access to nmiluimaka.idf.il/nai n/ hone/ def aul t. aspx B ock 1
176. 12. 136. 78 | srael 147.237.0.120 Uhaut hori zed URL Access to v nil ui maka.idf.il/1355-he/ | ui m aspxa€?acz B ock 1
104. 128. 144. 131 |Canada 147.237.0. 120 Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1
11-16-2015 to 11-17-2015



