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Top Attackers 

62.219.254.22, Israel

82.80.217.70, Israel

176.13.5.61, Israel

176.12.136.78, Israel

5.10.74.196, Netherlands

109.67.108.183, Israel

79.178.144.225, Israel

107.178.33.95, United States

213.57.34.171, Israel

104.128.144.131, Canada
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 33

82.80.217.70 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

89.252.246.202 Bulgaria 147.237.0.120 TCP handshake violation, first packet not syn drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

5.10.74.196 Netherlands 147.237.0.120 ET SCAN Potential SSH Scan 1

43.229.53.89 Japan 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

109.64.41.34 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

79.181.149.16 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

109.67.120.137 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

79.182.65.68 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4100

213.8.21.4 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3554

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2791

2.54.131.25 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

109.64.57.121 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

193.104.77.4 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.176.39.4 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

168.63.139.43 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1850

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1527

149.78.248.142 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1102

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1018

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1002

149.78.134.165 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 703

195.154.241.65 France 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 663

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 601

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 586

46.19.86.222 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 544

149.78.28.62 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 502

95.172.74.49
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 476

66.249.75.219 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 427

192.146.6.2 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 369

66.249.75.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 368

132.70.224.104 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 361

66.249.75.235 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 324

149.88.185.143 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 314

66.249.67.98 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 303

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 290

108.171.128.175
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 262

66.249.67.110 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 262

167.220.196.106
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 260

79.182.123.60 Israel 147.237.0.120 SYN Attack SYN -> SYN-ACK -> RST reject 256

208.87.233.201 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 239

149.78.181.213 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 228

157.55.39.143 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 181

66.249.67.104 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 178

207.46.13.82 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 165

212.118.227.59
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 144

79.177.149.211 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

77.127.66.126 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

85.130.230.33 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.36.140 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.75.219 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 142

157.55.39.142 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 139

66.249.75.227 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 137

140.242.217.2 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 133

66.102.9.80 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 127

132.70.224.104 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number alert 121
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

176.13.5.61 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

107.178.33.95 United States 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

213.57.34.171 Israel 147.237.0.120 Multiple Fullwidth/Halfwidth Unicode Encoding on URL/Parameter(+)  from 213.57.34.171 Block 1

46.19.85.15 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

109.67.108.183 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

79.178.144.225 Israel 147.237.0.120 Unauthorized URL Access to miluim.aka.idf.il/main/home/default.aspx Block 1

176.12.136.78 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

104.128.144.131 Canada 147.237.0.120 Unauthorized URL Access to 147.237.0.120/ Block 1
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