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11-15-2015 to 11-16-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
62. 219. 254. 22

| Target Address
| srael

|Ste |Sgnature

| Devi ce Action | P I ocat i on. Locat i on | Count
147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 12
82.80.217.70 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL- | srael 3
192.118. 132. 185 | srael 147.237.0.120 Bl ock_Ulp Al _Nets drop BBL- | srael 3




11-15-2015 to 11-16-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address |S te |S gnat ure |Devi ce Action |Oount |
149. 226. 255. 199 Eur ope 147.237.0.120 C1000004: HITP: options nethod (M crosoft) B ock 42
149. 226. 255. 200 Eur ope 147.237.0. 120 C1000004: HITP: options nethod (M crosoft) B ock 38




11-15-2015 to 11-16-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |StdSgnature | count |
1.235.195. 234 Korea, Republic of |147.237.0.120 ET SCAN NVAP -sS w ndow 2048 1
112. 225. 163. 197 |Chi na 147.237.0. 120 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
1.235.195. 234 Korea, Republic of |147.237.0.120 ET SCAN NVAP -sS w ndow 1024 1
68. 168. 137. 2 Canada 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
161. 202. 147. 196 [Net her| ands 147.237.0. 120 ET SCAN Potential SSH Scan 1
1.235.195. 234 Korea, Republic of |147.237.0.120 ET SCAN NVAP -f -sS 1




11-15-2015 to 11-16-2015

|Top Attackers In FW |

‘Att acker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 207 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4222
66. 249. 93. 203 |Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4162
66.249.93.199 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3759
2 54.60.5 I sragl 147 237.0. 120 Srean ng Erjgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 3278
Ret r ansn ssi on dr opped.
149. 78. 245. 119 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2860
2 54.12. 110 | srael 147. 237. 0. 120 Sreanimg Er_19i ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
109. 66.43. 216 |1 srael 147, 237. 0. 120 Streanhng Engi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
77.126. 51. 38 | srael 147. 237. 0. 120 Sreanimg Er_19i ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
62.219. 161. 217 | srael 147, 237.0. 120 Streanhng Engi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.
62. 219 82. 51 | srael 147. 237. 0. 120 Sreanimg Er_19i ne: TP Invalid Inval id segnent retransnission. Packet drop 1521
Ret r ansni ssi on dr opped.
68. 180. 229. 121 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1054
37 26.146. 216 |1 srael 147. 237. 0. 120 Sreanimg Etjgi ne. TGP Invalid Invalid segnent retransnission. Packet drop 729
Ret r ansni ssi on dr opped.
149. 78. 225. 176 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 539
149. 88. 220. 65 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 504
192. 146.6. 2 Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 498
78.53.72.183 CGer many 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 485
157.55.39.1 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 419
207. 46. 13. 82 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 407
66.249.73.212 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 393
149. 78. 247. 199 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 390
66.249. 73.228 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 382
149. 88. 107. 84 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 360
82.166. 73. 216 |1 srael 147. 237. 0. 120 Sreanhng Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 324
Ret r ansni ssi on dr opped.
66. 249. 73.220 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 291
207. 38. 145. 2 Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 279
84.131.77.241 |Ger many 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 259
207. 46. 13. 83 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 250
66. 249. 75. 235 |Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 238
157.55.39. 224 |lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 236
66. 249. 93. 203 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 217
66.249. 75.219 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 214
149. 78. 50. 57 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 210
66. 249. 93. 207 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 205
157.55. 39. 253 |lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
66.249. 75. 227 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 203
207.46.13.151 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
207.46.13.152 |lLhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 184
149. 78. 60. 229 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 181
66. 249. 73. 228 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 172
66. 249. 93. 199 |Israel 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 170
194. 9. 253. 238 LKri“r::gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocation i nbound enf or cenent drop 169
2 54 164. 167 | st ael 147. 237. 0. 120 Sreanimg Etjgi ne. TGP Invalid Invalid segnent retransnission. Packet drop 153
Ret r ansni ssi on dr opped.
185. 82. 52. 225 147.237.0.120|  |Bad TCP sequence Ssg;"fm retransmt with different wndow 0o 152
149. 78. 160. 250 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 152
66. 249. 81. 224 |lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 146
109. 64. 159. 87 |israel 147. 237. 0. 120 Sreanimg Er_19i ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79. 161. 20. 58 Nor way 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 144
157.55.39. 225 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 142
64. 236. 4. 31 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
157.55.39.114 |lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 134




11-15-2015 to 11-16-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address|StdSgnature | Devi ce Action|Count |
81.218.56.171 | srael 147.237.0.120 Mil ti pl e Unaut hori zed URL Access from 81.218. 56. 171 B ock 11
2.54.37.149 | srael 147.237.0.120 Unaut hori zed HTTP Met hod B ock 4
2.54.37.149 | srael 147.237.0.120 Mil ti pl e Uhaut hori zed URL Access from 2. 54. 37. 149 B ock 3
81.218.56.171 | srael 147.237.0.120 Uhknown Par anet er wb48617274 in waww m | ui maka.idf.il/scriptresource. axd B ock 2
2.54.37.149 | srael 147.237.0. 120 PHP Att enpt B ock 2
31. 168. 64. 65 | srael 147.237.0.120 D stributed Uhaut hori zed UR. Access on vww mi | ui maka. i df.il/1359-he/ nil ui m aspx&€?a€Z |B ock 2
199. 203. 26. 34 | srael 147.237.0.120 Lhaut hori zed URL Access to waw mil ui maka.idf.il/1355-en/ml ui maspx B ock 2
46.19. 85. 165 | srael 147.237.0.120 D stributed Whknown HTTP Request Met hod B ock 1
2.54.165. 67 | srael 147.237.0.120 D stributed Uhaut hori zed UR. Access on v mi | ui maka. i df . il/1359-he/ ni| ui m aspxa€?a€Z |B ock 1
213.57.194. 24 | srael 147.237.0.120 Uhaut hori zed URL Access to www mi | ui maka. i df.il/1358-he/ nil ui m aspxa€?a€zZ B ock 1
109. 66. 154. 66 |l srael 147.237.0. 120 D stributed Uhaut hori zed UR. Access on wwy mi | ui maka. i df . il/1359- he/ ni | ui m aspxa€?a€Z |B ock 1
46.117. 249. 236 |l srael 147.237.0.120 D stributed Uhaut hori zed UR. Access on vww mi | ui maka. i df. il /1355 he/ nil ui m aspxa€?a€Z |B ock 1
31.168.103. 115 |[lIsrael 147.237.0.120 Lhknown Par anet er wb48617274 in ww m | ui maka.idf.il/scriptresource. axd B ock 1
192.117. 130. 146l srael 147.237.0.120 D stributed Lhaut hori zed UR. Access on v mi | ui maka. i df . il/1359-he/ nil ui m aspxa€?a€Z |B ock 1
81. 218. 241. 26 | srael 147.237.0.120 Uhknown Par anet er wb48617274 in www mi | ui maka. i df.il/894-he/ m | ui maspx B ock 1
46. 19. 85. 222 | srael 147.237.0.120 Abnormal |y Long Request met hod B ock 1
5. 29. 33. 216 | srael 147.237.0. 120 D stributed Uhaut hori zed UR. Access on wwy mi | ui maka. i df . il/1355- he/ ni | ui m aspxa€?a€Z |B ock 1
176.12.141. 145 |Israel 147.237.0.120 Uhaut hori zed URL Access to waww nil ui maka.idf.il/1355-he/ nil ui m aspxa€?aEz B ock 1
79.178.18.151 |Israel 147.237.0. 120 Uhaut hori zed URL Access to waw mi | ui maka.idf.il/1359-he B ock 1
37.26.149. 175 | srael 147.237.0.120 Uhaut hori zed URL Access to www nil ui maka.idf.il/1355-he/ nil ui m aspxa€?a€Z B ock 1
193. 169. 70. 108 |l srael 147.237.0.120 Lhaut hori zed URL Access to waw il uimaka.idf.il/894-he/nmluim B ock 1
94. 159. 168. 94 | srael 147.237.0.120 Uhaut hori zed URL Access to www mi | ui maka. i df.il/1355-he/ nil ui m aspxa€?a€z B ock 1
46. 19. 85. 222 | srael 147.237.0. 120 Mal f or med URL B ock 1
176. 13. 18. 96 | srael 147.237.0.120 Uhaut hori zed URL Access to www nil ui maka.idf.il/1359-he/ nil ui m aspxa€?aEz B ock 1
46. 19. 85. 165 | srael 147.237.0. 120 Distributed Mil forned URL B ock 1
2.54.37.149 | srael 147.237.0.120 Lhaut hori zed URL Access to waw nil ui maka.idf.il/chat/presence i con. php B ock 1
109. 65. 154. 116 |l srael 147.237.0.120 Uhaut hori zed URL Access to www nil ui maka. i df.il/1355-he/ nil ui m aspxa€?a€Z B ock 1
46. 19. 85. 222 | srael 147.237.0.120 Unknown HTTP Request Met hod 447538567. 1447538544, in URL B ock 1
31.168. 103. 115 |Israel 147.237.0. 120 Mil ti pl e Unaut hori zed URL Access from 31. 168. 103. 115 B ock 1
185. 82. 52. 225 147.237.0. 120 Uhaut hori zed URL Access to waw niluimaka.idf.il/valtam B ock 1
11-15-2015 to 11-16-2015



