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11-14-2015 to 11-15-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
62. 219. 254. 22

| Target Address

|Ste |Sgnature

| Devi ce Action | P 1 ocati on. Locat i on |count |
| srael 147.237.0.120 Bl ock_Udp All _Nets drop BBL- | srael 18
115. 239. 228. 8 Chi na 147.237.0.120 Frk _Under Attack _Con Htp drop BBL- Fr ankf urt 2
115. 239. 228. 8 Chi na 147.237.0. 120 Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-14-2015 to 11-15-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |9te |Sgnature | Count |
104. 60. 83. 138 Lhited Sates 147.237.0. 120 ET SCAN Potential SSH Scan 2
115.182.17.13 Chi na 147.237.0. 120 ET SCAN NVAP -sS w ndow 2048 1
210. 50. 197. 147 Australia 147.237.0. 120 ET SCAN NVAP -sS w ndow 4096 1
46.116. 181. 46 | srael 147.237.0. 120 WEB- FRONTPAGE / _vti _bin/ access 1
80. 82. 64. 127 Net her | ands 147.237.0.120 ET SCAN Potential SSH Scan 1
115.182.17. 13 Chi na 147.237.0.120 ET SCAN NVAP -f -sS 1
210. 50. 197. 147 Australia 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
31.6.71. 154 Pol and 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
59.45.79. 117 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1




11-14-2015 to 11-15-2015

|Top Attackers In FW |

Attacker Address|Atacker Geo|Target Address|St{Nanme |9 gnature | Devi ce Action|Count |
109. 67. 185. 196 |l srael 147.237.0.120 Sreaming Engine: TCP Invalid Retransnission|lnvalid segnent retransmssi on. Packet dropped. |drop 2304
84.110. 36. 92 | srael 147.237.0. 120 Sreamng Engine: TCP Inval id Retransnission|lnvalid segnent retransmssi on. Packet dropped. |drop 2304
79.178.170. 77 |lsrael 147.237.0.120 Sreamng Engine: TCP Inval id Retransnission|lnvalid segnent retransmssi on. Packet dropped. [drop 2304
149.78.172.84 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2052
66. 249. 93. 207 |lLhited Sates|147.237.0. 120 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1418
66. 249. 93. 203 |Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1132
66.249.93. 199 |lLhited Sates|{147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1082
68. 180. 229. 121 |Lhited Sates|147. 237. 0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 821
66. 249. 81. 224 |lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 570
149. 88. 97. 82 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 563
149. 88. 20. 108 |l srael 147.237.0. 120 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 548
40.77.167.9 Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 535
66. 249. 73. 228 |Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 519
207.46.13.9 Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 508
149. 88. 90. 184 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 467
66.249. 73. 212 |Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 455
66.249. 73. 220 |lLhited Sates|147.237.0. 120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 387
66. 249. 81. 227 |Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 367
149. 78.51. 236 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 360
207.46.13. 141 |Whited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 329
157. 55. 39. 48 Lhited Sates|147.237. 0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 275
157.55.39.130 |lhited Sates|147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 257
66.249.81. 230 |lLhited Sates|147.237.0.120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 222
66. 249. 73. 228 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 193
84.56.138. 131 |Ger nany 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 193
149.78. 41. 33 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 192
207. 38. 145. 2 Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 187
66. 249. 73. 212 |Israel 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 184
149. 88. 156. 3 | srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 170
157.55.39.114 |lhited Sates|147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 165
149. 78. 79. 89 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 160
66. 249. 73. 220 |Israel 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 155
149. 88. 109. 25 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
40.77.167. 8 Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 146
149. 78.243. 78 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 145
2.54. 136. 248 | srael 147.237.0.120 Sreaning Engine: TGP Invalid Retransmssion|lnval i d segnent retransmssi on. Packet dropped. |drop 144
79.178.126. 142 |l srael 147.237.0. 120 Streanming Engine: TCP Invalid Retransmission|lnval i d segnent retransnissi on. Packet dropped. |drop 144
79.177.173. 232 |l srael 147.237.0.120 Streanming Engine: TCP Invalid Retransmission|lnvalid segnent retransmssion. Packet dropped. |drop 144
149. 88. 195. 38 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 140
149. 78. 227. 41 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 122
149. 78. 248. 57 |l srael 147.237.0. 120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 122
149. 88. 237. 77 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 112
66.102. 9. 100 Lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 109
149. 88. 153. 188 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 106
79.154.199. 103 |Spai n 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 103
79.161. 20. 58 Nor way 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
66. 249. 93. 207 |l srael 147.237.0. 120 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 102
149. 78. 221. 47 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 100
37.77.49. 42 Irag 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 88
157.55.39.128 |lhited Sates|147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 80




11-14-2015 to 11-15-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address |StdS gnature | Devi ce Action|Count |
188. 120. 148. 158 |l srael 147.237.0.120 Mil ti pl e Uhaut hori zed URL Access from 188. 120. 148. 158 B ock 2
188. 120. 148. 158 |l srael 147.237.0. 120 Lhaut hori zed URL Access to ww il ui maka.idf.il/tenpl ates/ general / waww behat sdaa. org.il |B ock 1
31.154.248. 181 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to waw mi| ui maka.idf.il/1355-he/ nil ui maspxa€?a€z B ock 1
85. 64. 96. 100 | srael 147.237.0. 120 Unaut hori zed URL Access to waw mi | ui maka.idf.il/1355-he/ nil ui masp B ock 1
46. 116. 181. 46 | srael 147.237.0.120 Miltiple vti_ from46.116.181. 46 B ock 1
172. 56. 30. 246 Lhited Sates|147.237.0. 120 Uhaut hori zed URL Access to waw mi | ui maka.idf.il/894-en/ mlui maspx B ock 1
46.116. 181. 46 | srael 147.237.0.120 Uhaut hori zed UR. Access to www mil uimaka.idf.il/ vti bin/webs. asnx B ock 1
2.54.0.226 | srael 147.237.0. 120 Lhaut hori zed URL Access to waw mi| ui maka.idf.il/1355-he/ nil ui m aspxa€?a€Z B ock 1
84.109. 104. 28 | srael 147.237.0. 120 Lhaut hori zed URL Access to waw mi| ui maka.idf.il/1355-he/ nil ui maspxa€?a€z B ock 1
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