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Top Attackers 

62.219.254.22, Israel

213.8.53.181, Israel

59.148.238.158, Hong Kong

46.19.85.245, Israel

79.180.132.26, Israel

43.229.53.89, Japan

211.151.127.21, China

79.179.64.155, Israel

163.53.247.165, Macau

117.31.224.80, China
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 18
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

213.8.53.181 Israel 147.237.0.120 C1000004: HTTP: options method (Microsoft) Block 17
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

59.148.238.158 Hong Kong 147.237.0.120 ET SCAN Potential SSH Scan 2

117.31.224.80 China 147.237.0.120 ET SCAN Potential SSH Scan 1

211.151.127.21 China 147.237.0.120 ET SCAN Potential SSH Scan 1

43.229.53.89 Japan 147.237.0.120 ET SCAN Potential SSH Scan 1

104.46.57.86 United States 147.237.0.120 ET SCAN NMAP -sS window 1024 1

163.53.247.165 Macau 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

168.63.139.43
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2283

2.52.159.126 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 2106

66.249.93.203
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1965

66.249.93.199
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1635

66.249.93.207
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1599

149.78.172.84 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1116

66.249.73.228
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 854

66.249.73.212
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 806

66.249.73.220
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 755

68.180.229.121
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 576

207.46.13.121
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 387

66.249.73.228 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 304

66.249.73.212 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 280

66.249.73.220 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 260

46.19.86.77 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 246

149.78.224.168 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 192

149.88.31.37 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 183

149.88.84.117 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 172

207.38.145.2
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 145

2.52.153.208 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 144

5.28.164.17 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 144

79.176.26.171 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 144

109.65.203.236 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 144

109.64.130.37 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 144

5.9.41.73 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 144

79.179.34.159 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 144

157.55.39.43
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 143

149.78.46.152 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 128

149.78.243.78 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 127

66.102.9.80
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 126

46.19.86.133 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 121

213.57.132.58 Israel 147.237.0.120 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 117

149.88.31.122 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 116

66.249.81.224
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 115

66.249.81.230
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 107

181.29.17.252 Argentina 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 107

149.78.157.236 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 106

66.249.81.227
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 104

149.78.103.147 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 104

149.78.27.42 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 102

79.161.20.58 Norway 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 102

46.19.86.255 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 100

149.78.128.62 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 97

149.88.190.139 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 94

66.249.93.207 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 92

88.198.26.84 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 88

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 86

88.198.16.122 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 80

207.46.13.22
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 78

66.102.9.100
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 73
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

46.19.85.245 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

79.179.64.155 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

79.180.132.26 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1
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