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62. 219. 254. 22, | srael
213.8.53.181, Israel

59. 148. 238. 158, Hong Kong
46. 19. 85. 245, | srael

79. 180. 132. 26, |srael
43.229.53. 89, Japan
211.151.127.21, China
79.179. 64. 155, | srael

163. 53. 247. 165, Macau

117. 31. 224. 80, Chi na




11-13-2015 to 11-14-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 18




11-13-2015 to 11-14-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |S te |S gnat ure |Davi ce Action
213.8.53.181 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 17




11-13-2015 to 11-14-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
59. 148. 238. 158 Hong Kong 147.237.0.120 ET SCAN Potential SSH Scan 2
117. 31. 224. 80 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
211.151.127. 21 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
43.229. 53. 89 Japan 147.237.0. 120 ET SCAN Potential SSH Scan 1
104. 46. 57. 86 Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS wi ndow 1024 1
163. 53. 247. 165 Macau 147.237.0.120 ET SCAN Potential SSH Scan 1




11-13-2015 to 11-14-2015

|Top Attackers In FW |

gtet;cker Target Address |9 t% Name Sgnature
168. 63. 139. 43 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 2283
2.52.159. 126 | srael 147.237.0. 120 Strean g E'.qg' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 2106
Ret r ansni ssi on
66. 249. 93. 203 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 1965
66. 249. 93. 199 léh;:(f: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 1635
66. 249. 93. 207 l‘éh;ttsg 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 1599
149.78.172.84 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1116
66. 249. 73. 228 ;q;tt:‘g 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 854
66. 249. 73. 212 Léh;::g 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 806
66. 249. 73. 220 ;q;tt:‘g 147.237. 0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 755
68.180. 229. 121 Léh;::g 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 576
207. 46.13.121 ;q;tt:‘g 147.237. 0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 387
66. 249. 73. 228 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 304
66.249. 73. 212 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 280
66. 249. 73. 220 |Israel 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 260
46. 19. 86. 77 | srael 147.237.0. 120 Bad TCP sequence Inval id ACK nunber noni t or 246
149. 78. 224. 168 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 192
149. 88. 31. 37 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 183
149. 88. 84. 117 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 172
207. 38.145. 2 Lah;::: 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 145
2.52.153.208 | srael 147.237.0. 120 Srean ng E’?g' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 144
Ret ransm ssi on
5.28.164. 17 | srael 147.237.0. 120 Srean g Er_19| ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 144
Ret r ansni ssi on
79.176.26.171 |lsrael 147.237.0. 120 Srean ng E’?g' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 144
Ret ransm ssi on
109. 65. 203. 236 |l srael 147.237.0. 120 Srean g Er_19| ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 144
Ret r ansni ssi on
109. 64. 130. 37 |l srael 147.237.0. 120 Streamng Engi ne: TP Invalid Inval id segnent retransmssion. Packet dropped. |drop 144

Ret r ansni ssi on
5.9.41.73 Ger many 147.237.0. 120 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 144
Sreaning Engine: TP Invalid

79.179.34.159 |lsrael 147.237.0. 120 Ret r ansni ssi on Invalid segnent retransmssion. Packet dropped. |drop 144
157. 55. 39. 43 l‘éh;ttsg 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 143
149. 78. 46. 152 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 128
149. 78.243. 78 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 127
66. 102. 9. 80 léh'att:: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 126
46. 19. 86. 133 | srael 147.237.0. 120 Bad TCP sequence Inval id ACK nunber noni t or 121
213.57.132.58 [l srael 147.237.0.120| [Bad TOP sequence Ssca:g‘x retransmt wth different w ndow noni t or 117
149. 88. 31. 122 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 116
66. 249. 81. 224 Léh;::g 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 115
66. 249. 81. 230 ;q;tt:‘g 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 107
181.29. 17. 252 |Argentina 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 107
149. 78. 157. 236 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 106
66. 249. 81. 227 léh;:(f: 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 104
149. 78. 103. 147 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
149. 78. 27. 42 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
79. 161. 20. 58 Nor way 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 102
46.19. 86. 255 | srael 147.237.0.120 Bad TCP sequence Invali d ACK nunber noni t or 100
149. 78. 128. 62 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 97
149. 88. 190. 139 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 94
66. 249. 93. 207 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 92
88. 198. 26. 84 Ger nany 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
66.249. 93. 199 |lsrael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 86
88.198.16. 122 |CGer many 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
207. 46. 13. 22 ;q;tt:‘g 147.237. 0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 78
66. 102. 9. 100 i ted 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 73

Sates




11-13-2015 to 11-14-2015

|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |StdS gnature

| Devi ce Action|Count |
46. 19. 85. 245 | srael 147.237.0.120 Lhaut hori zed URL Access to www mi | ui maka.idf.il/1355-he/ nil ui m aspxa€?a€z B ock 2
79.179. 64. 155 |lsrael 147.237.0.120 Lhaut hori zed URL Access to www mi| ui maka.idf.il/1355-he/ nil ui maspxa€?a€z B ock 1
79.180. 132. 26 |l srael 147.237.0.120 D stributed Waut hori zed URL Access on waw mi | ui maka. i df . i|/1355- he/ il ui m aspxa€?a€Z |B ock 1
11-13-2015 to 11-14-2015




