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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 15
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature
104. 192. 0. 20 Lhited Sates 147.237.0. 120 ET SCAN Potential VWNC Scan 5900- 5920 1




11-11-2015 to 11-12-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
46.19. 85. 127 | srael 147.237.0. 120 Bad TCP sequence Invalid ACK nunber noni t or 123186
23.27.245.126 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64570
66.249.93.199 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 37635
46.19. 85. 176 | srael 147.237.0.120 Bad TCP sequence Inval i d ACK nunber noni t or 33218
66.249.93.203 |lLhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 23598
66.249. 93. 207 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 19721
149. 78. 18. 177 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16135
46.19. 85. 118 | srael 147.237.0.120 Bad TCP sequence Invalid ACK nunber noni t or 14899
168. 63.139.43 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 7672
149. 78. 51. 236 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 3672
77.126.68.211 [ srael 147.237.0.120| |3 reamng Engine: TP Invalid Invalid segment retransmssion. Packet drop 2774
Ret r ansni ssi on dr opped.
149. 78. 235. 162 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2762
149. 78. 106. 143 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2620
37.26.147.177 |israel 147.237.0.120| |3 reamng Engine: TP Invalid Invalid segment retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.
168. 63. 137. 102 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2173
192. 146. 6. 2 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1714
157. 55. 39. 64 Lhited Sates |147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 862
149. 88. 101. 221 |lsrael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 823
149. 78. 30. 39 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 743
68.180.229. 121 |lhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 688
149. 78. 53. 79 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 686
80. 179. 189. 245 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 554
66. 249. 67. 98 Lhited Sates |147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 536
66. 249. 93. 207 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 481
66. 249. 93. 199 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 475
149. 88. 129. 63 | srael 147.237.0. 120 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 457
66. 249. 93. 203 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 456
80. 44. 91. 247 zlnt:gom 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 455
149. 78. 252. 3 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 410
66.249. 67.104 |lhited Sates |[147.237.0.120 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 397
66.249.67.110 |lLhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 356
149. 78. 75. 127 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 354
207.46. 13. 75 Lhited Sates |147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 295
31.186. 228. 57 LKTIr:ge(cjjom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 290
217. 6. 33. 226 CGer many 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 288
149. 88. 141. 42 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 288
5. 39. 93. 201 France 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 269
149. 88. 154. 189 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 265
149. 78. 244. 31 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 256
46.19. 85. 127 | srael 147.237.0.120 Bad TCP sequence Inval id ACK nunber alert 252
149. 78. 32. 135 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 248
78.175.122.59  |Turkey 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 220
66. 249. 67. 98 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 219
149. 78. 76. 61 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 210
149. 88. 41. 132 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 205
213.229. 166. 236|Spai n 147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 203
149. 88. 104. 114 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 202
66. 102. 9. 100 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 194
149. 78. 134. 108 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 190
157. 55. 39. 97 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 184
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo ‘Tar get Address |9 t% Sgnature Action ‘Count
104. 131. 93. 241 gﬁ;ttg: 147.237.0. 120 Mul tiple Whauthorized URL Access from 104. 131. 93. 241 B ock 7
176.12.147.199 |lsrael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mil ui maka. i df.il/1355-he/ mil ui m aspx&€?a€Z |B ock 3
176. 13. 18. 47 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mi | ui maka. i df .il/1355-he/ mil ui m aspx&€?a€Z |B ock 3
212.143.110. 33 |Israel 147.237.0. 120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .i|/1355-he/ il ui maspx&€?a€Z |B ock 3
79.178.122. 135 |lsrael 147.237.0. 120 D stributed Whaut hori zed UR. Access on waw mil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 3
80. 179. 119. 22 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw nil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 3
176.12.140. 205 |l srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on v mi | ui maka. i df . i |/1355-he/ mi | ui maspxa€?a€Z |B ock 3
37.142. 64. 69 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mil ui maka. i df.il/1355-he/ mil ui m aspx&€?a€Z |B ock 2
212.179.28.34 |lsrael 147.237.0.120 Uhaut hori zed URL Access to niluimaka.idf.il/1355-he/niluim B ock 2
2.54.147.9 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .i|/1355-he/ il ui maspx&€?a€Z |B ock 2
46.117. 63. 216 | srael 147.237.0. 120 D stributed Whaut hori zed URL Access on waw mil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 2
2.52.163. 103 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw nil ui maka. i df .i|/1355-he/ nil ui m aspxa€?a€Z |B ock 2
192.114. 91. 246 |l srael 147.237.0. 120 Uhaut hori zed URL Access to ww m | ui maka.idf.il/1355-he/ nil ui mespx B ock 2
2.54.24.76 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mi | ui maka. i df.il/1355-he/ mil ui m aspx&€?a€Z |B ock 2
80. 246. 133. 3 | srael 147.237.0.120 Unaut hori zed URL Access to waw m | ui maka.idf.il/1355-he/ ml ui maspxa€- B ock 2
93.172.85.103 |lsrael 147.237.0.120 D stributed Unhaut hori zed URL Access on wu il ui maka. i df . i |/1355-he/ m | ui m aspxa€?a€Z |B ock 2
109. 64. 5. 195 | srael 147.237.0. 120 Lhaut hori zed URL Access to waw mi| ui maka.idf.il/1355-he/ nil ui m aspxa€?a€z B ock 2
176.13.0. 61 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw nil ui maka. i df .i|/1355-he/ nil ui m aspx&a€?a€Z |B ock 2
109. 160. 238. 211|l srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on vy mi | ui maka. i df . i|/1355-he/ mi | ui maspxa€?a€Z |B ock 2
2.54.145.213 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mi | ui maka. i df.il/1355-he/ mil ui m aspx&€?a€Z |B ock 2
46. 19. 86. 80 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mi | ui maka. i df . il /1355-he/ il ui maspx&€?a€Z |B ock 2
109. 65. 64. 24 | srael 147.237.0.120 D stributed Unhaut hori zed URL Access on www il ui maka. i df . i|/1355-he/ mi | ui m aspxa€?a€Z |B ock 1
81.218.101. 250 |lsrael 147.237.0. 120 D stributed Whaut hori zed URL Access on waw nil ui maka. i df .il/1355- he/ il ui m aspxa€?a€Z |B ock 1
31.168. 13. 78 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw nil ui maka. i df .i|/1355- he/ nil ui m aspx&€?a€Z |B ock 1
192.114.23.211 |lsrael 147.237.0. 120 D stributed Unhaut hori zed URL Access on vy mi | ui maka. i df . i|/1355-he/ mi | ui maspxa€?a€Z |B ock 1
176. 13. 18. 206 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mi | ui maka. i df.il/1355-he/ il ui m aspx&€?a€Z |B ock 1
79.179.9. 76 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .il/1355-he/ il ui m aspx&€?a€Z |B ock 1
2.54.15.153 | srael 147.237.0. 120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .i|/1355-he/ il ui maspxa€?a€Z |B ock 1
176. 13. 5. 106 | srael 147.237.0. 120 D stributed Whaut hori zed UR. Access on waw nil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 1
Unknown HTTP Request Method ET in URL
46.19.85.142  Israel 147.237.0.120 vwvnilluimakaidfc.]iI/Shared/clientscripts/ui/ui.datepi cker.js Bl ock !
46.19. 85. 61 | srael 147.237.0.120 Abnornal |y Long Request net hod B ock 1
132. 70. 66. 12 | srael 147.237.0.120 Uhaut hori zed URL Access to wawn il ui maka.idf.il/135 B ock 1
37.26. 149. 206 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw mil ui maka. i df .i|/1355-he/ il ui m aspx&a€?a€Z |B ock 1
185. 24. 76. 132 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw nil ui maka. i df .i|/1355-he/ nil ui m aspx&a€?a€Z |B ock 1
80. 179. 222. 227 |l srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on v mi | ui maka. i df . i |/1355-he/ mi | ui m aspxa€?a€Z |B ock 1
176. 13. 15. 86 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mi | ui maka. i df.il/1355-he/ mil ui m aspx&€?a€Z |B ock 1
46. 19. 85. 131 | srael 147.237.0.120 Abnormal | y Long Request net hod B ock 1
37.142. 68. 54 | srael 147.237.0. 120 Unaut hori zed URL Access to waww mil ui maka.idf.il/1355-he/ m | uui maspx B ock 1
109. 66. 148. 196 |l srael 147.237.0. 120 Lhaut hori zed URL Access to waww mi| ui maka.idf.il/1355-he/ nil ui maspxa€?a€z B ock 1
82.81. 25.183 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw ni | ui maka. i df .i|/1355-he/ il ui m aspxa€?a€Z |B ock 1
31.168. 202. 153 |l srael 147.237.0. 120 Uhaut hori zed URL Access to waw mi | ui maka.idf.il/1355-he/ B ock 1
176. 13. 18. 222 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mil ui maka. i df . il/1355-he/ il ui m aspx&€?a€Z |B ock 1
79.183. 36. 168 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mi | ui maka. i df . il /1355-he/ mil ui m aspx&€?a€Z |B ock 1
46.19. 85. 182 | srael 147.237.0. 120 Lhaut hori zed URL Access to waw mi| ui maka.idf.il/1355-he/ nil ui m aspxa€?a€Z B ock 1
176. 13. 6. 151 | srael 147.237.0. 120 D stributed Whaut hori zed URL Access on waw mil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 1
168. 235. 195. 181 g‘;tt:: 147.237.0. 120 Lhaut hori zed URL Access to wwwu mil uimaka.idf.il/shared/ clientscripts/ui/ B ock 1
46. 19. 85. 61 | srael 147.237.0.120 Mal formed URL B ock 1
104. 131. 93. 241 g‘;:ﬁd 147.237.0. 120 Uhaut hori zed URL Access to mil uimaka.idf.il/shared/ usercontrol s/ header upper/ B ock 1
37.60. 42. 169 | srael 147.237.0. 120 Ml ti pl e Unaut hori zed URL Access from 37. 60. 42. 169 B ock 1
2.54.188.1 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mil ui maka. i df . il/1355-he/ il ui m aspx&€?a€Z |B ock 1
188. 120. 152. 171|l srael 147.237.0.120 Unaut hori zed URL Access to www mil ui maka. i df.il/1355- hed€d nil ui m aspx B ock 1
77.126.237.201 |lsrael 147.237.0. 120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .i|/1355-he/ il ui maspxa€?a€Z |B ock 1
2.52.167. 24 | srael 147.237.0. 120 D stributed Whaut hori zed URL Access on waw mil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 1
176. 12. 151. 234 |l srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw nil ui maka. i df .i|/1355- he/ il ui m aspx&€?a€Z |B ock 1
46. 19. 85. 131 | srael 147.237.0. 120 Mal f or med URL B ock 1
46. 19. 85. 34 | srael 147.237.0.120 Lhaut hori zed URL Access to www mi | ui maka.idf.il/1355-he/ nil ui m aspxa€?a€z B ock 1
109. 67.176. 182 |lsrael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .il/1355-he/ mil ui m aspx&€?a€Z |B ock 1
37.26.147. 187 | srael 147.237.0. 120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .i|/1355-he/ il ui maspxa€?a€Z |B ock 1
2.54.55. 93 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw nil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 1
176. 13. 20. 249 | srael 147.237.0. 120 D stributed Waut hori zed URL Access on waw ni | ui maka. i df .i|/1355-he/ nil ui m aspxa€?a€Z |B ock 1
79.183. 110. 137 |lsrael 147.237.0. 120 D stributed Unhaut hori zed URL Access on vy mi | ui maka. i df . i |/1355-he/ m | ui maspxa€?a€Z |B ock 1
46. 19. 86. 29 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mil ui maka. i df.il/1355-he/ mil ui m aspx&€?a€Z |B ock 1
176.13.9. 68 | srael 147.237.0.120 Unaut hori zed URL Access to waww m | ui maka.idf.il/1355-he/ ml ui maspxa€- B ock 1
176.12.137.199 |lsrael 147.237.0. 120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .i|/1355-he/ il ui maspxa€?a€Z |B ock 1
46.19. 85. 61 | srael 147.237.0. 120 Unknown HTTP Request Met hod end. aspx?& =he&f =1355 in URL B ock 1
37.60.42. 169 | srael 147.237.0. 120 Unaut hori zed URL Access to www mil ui maka.idf.il/1355-he B ock 1
5.29.79.31 | srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on vy mi | ui maka. i df . i|/1355-he/ mi | ui maspxa€?a€Z |B ock 1
192.114. 23.210 |lsrael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mil ui maka. i df.il/1355-he/ mil ui m aspx&€?a€Z |B ock 1
80. 246. 133. 226 |l srael 147.237.0.120 Lhaut hori zed URL Access to www mi | ui maka.idf.il/1355-he/ nil ui m aspxa€?a€Z B ock 1
2.54.6.164 | srael 147.237.0.120 D stributed Unhaut hori zed URL Access on www il ui maka. i df . i|/1355-he/ m | ui m aspxa€?a€Z |B ock 1
176. 13. 18. 97 | srael 147.237.0. 120 D stributed Whaut hori zed URL Access on waw nil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 1
Unknown HTTP Request Met hod
46.19.85.131 I srael 147.237.0.120 .aka.idf.il/Tenpl gt es/ SendToFri end/ SendToFri end. aspx?& =he& =1355 in URL Bl ock !
46. 19. 85. 50 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mil ui maka. i df .il/1355-he/ il ui m aspx&€?a€Z |B ock 1
95. 86. 89. 53 | srael 147.237.0.120 Uhaut hori zed URL Access to www il ui maka.idf.il/1355-he/ | ui maspxa€? B ock 1
37.26.149. 161 | srael 147.237.0. 120 D stributed Whaut hori zed URL Access on waw mil ui maka. i df .i|/1355- he/ il ui m aspxa€?a€Z |B ock 1
212.179. 28. 34 | srael 147.237.0. 120 Ml tipl e Whaut hori zed URL Access from 212.179. 28. 34 B ock 1
176.13.22. 248 |l srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on v mi | ui maka. i df . i |/1355-he/ mi | ui maspxa€?a€Z |B ock 1
2.52.48. 205 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on www mil ui maka. i df . il/1355-he/ il ui m aspx&€?a€Z |B ock 1
176. 13. 13. 22 | srael 147.237.0.120 D stributed Whaut hori zed UR. Access on v mi | ui maka. i df . il /1355-he/ il ui m aspx&€?a€Z |B ock 1
46.19.85. 71 | srael 147.237.0. 120 D stributed Whaut hori zed UR. Access on v mi | ui maka. i df .i|/1355-he/ il ui m aspxa€?a€Z |B ock 1
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