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Top Attackers 

62.219.254.22, Israel

104.131.93.241, United States

212.179.28.34, Israel

46.19.85.131, Israel

212.143.110.33, Israel

176.12.147.199, Israel

79.178.122.135, Israel

80.179.119.22, Israel

46.19.85.61, Israel

176.12.140.205, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 15
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

104.192.0.20 United States 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

46.19.85.127 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 123186

23.27.245.126 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 64570

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 37635

46.19.85.176 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 33218

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 23598

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 19721

149.78.18.177 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 16135

46.19.85.118 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number monitor 14899

168.63.139.43 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 7672

149.78.51.236 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 3672

77.126.68.211 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2774

149.78.235.162 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2762

149.78.106.143 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2620

37.26.147.177 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

168.63.137.102 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2173

192.146.6.2 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1714

157.55.39.64 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 862

149.88.101.221 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 823

149.78.30.39 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 743

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 688

149.78.53.79 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 686

80.179.189.245 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 554

66.249.67.98 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 536

66.249.93.207 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 481

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 475

149.88.129.63 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 457

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 456

80.44.91.247
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 455

149.78.252.3 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 410

66.249.67.104 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 397

66.249.67.110 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 356

149.78.75.127 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 354

207.46.13.75 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 295

31.186.228.57
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 290

217.6.33.226 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 288

149.88.141.42 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 288

5.39.93.201 France 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 269

149.88.154.189 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 265

149.78.244.31 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 256

46.19.85.127 Israel 147.237.0.120 Bad TCP sequence Invalid ACK number alert 252

149.78.32.135 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 248

78.175.122.59 Turkey 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 220

66.249.67.98 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 219

149.78.76.61 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 210

149.88.41.132 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 205

213.229.166.236 Spain 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 203

149.88.104.114 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 202

66.102.9.100 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 194

149.78.134.108 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 190

157.55.39.97 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 184
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

104.131.93.241
United
States

147.237.0.120 Multiple Unauthorized URL Access from 104.131.93.241 Block 7

176.12.147.199 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

176.13.18.47 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

212.143.110.33 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

79.178.122.135 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

80.179.119.22 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

176.12.140.205 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

37.142.64.69 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

212.179.28.34 Israel 147.237.0.120 Unauthorized URL Access to miluim.aka.idf.il/1355-he/miluim Block 2

2.54.147.9 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

46.117.63.216 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

2.52.163.103 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

192.114.91.246 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.espx Block 2

2.54.24.76 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

80.246.133.3 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€¬ Block 2

93.172.85.103 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

109.64.5.195 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

176.13.0.61 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

109.160.238.211 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

2.54.145.213 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

46.19.86.80 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

109.65.64.24 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

81.218.101.250 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

31.168.13.78 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

192.114.23.211 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.18.206 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

79.179.9.76 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

2.54.15.153 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.5.106 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.142 Israel 147.237.0.120
Unknown HTTP Request Method ET in URL
www.miluim.aka.idf.il/shared/clientscripts/ui/ui.datepicker.js

Block 1

46.19.85.61 Israel 147.237.0.120 Abnormally Long Request method Block 1

132.70.66.12 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/135 Block 1

37.26.149.206 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

185.24.76.132 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

80.179.222.227 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.15.86 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.131 Israel 147.237.0.120 Abnormally Long Request method Block 1

37.142.68.54 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluuim.aspx Block 1

109.66.148.196 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

82.81.25.183 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

31.168.202.153 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/ Block 1

176.13.18.222 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

79.183.36.168 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.182 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.6.151 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

168.235.195.181
United
States

147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/shared/clientscripts/ui/ Block 1

46.19.85.61 Israel 147.237.0.120 Malformed URL Block 1

104.131.93.241
United
States

147.237.0.120 Unauthorized URL Access to miluim.aka.idf.il/shared/usercontrols/headerupper/ Block 1

37.60.42.169 Israel 147.237.0.120 Multiple Unauthorized URL Access from 37.60.42.169 Block 1

2.54.188.1 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

188.120.152.171 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-heâ€‹/miluim.aspx Block 1

77.126.237.201 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

2.52.167.24 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.12.151.234 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.131 Israel 147.237.0.120 Malformed URL Block 1

46.19.85.34 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

109.67.176.182 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

37.26.147.187 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

2.54.55.93 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.20.249 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

79.183.110.137 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.86.29 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.9.68 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€¬ Block 1

176.12.137.199 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.61 Israel 147.237.0.120 Unknown HTTP Request Method end.aspx?&l=he&f=1355 in URL Block 1

37.60.42.169 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he Block 1

5.29.79.31 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

192.114.23.210 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

80.246.133.226 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

2.54.6.164 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.18.97 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.131 Israel 147.237.0.120
Unknown HTTP Request Method
.aka.idf.il/Templates/SendToFriend/SendToFriend.aspx?&l=he&f=1355 in URL 

Block 1

46.19.85.50 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

95.86.89.53 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€? Block 1

37.26.149.161 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

212.179.28.34 Israel 147.237.0.120 Multiple Unauthorized URL Access from 212.179.28.34 Block 1

176.13.22.248 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

2.52.48.205 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

176.13.13.22 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.71 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1
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