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Top Attackers 

62.219.254.22, Israel

115.239.228.8, China

46.19.85.217, Israel

94.197.121.134, United Kingdom

192.117.8.42, Israel

124.253.154.58, India

74.117.209.131, United States

223.4.208.34, China

119.167.153.187, China

208.67.1.91, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 23

115.239.228.8 China 147.237.0.120 Frk_Under_Attack_Con_Http drop BBL-Frankfurt 2

94.197.121.134 United Kingdom 147.237.0.120 Invalid TCP Flags drop BBL-Frankfurt 2

115.239.228.8 China 147.237.0.120 Frk_Purple_Con_Limit_Http drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

223.4.208.34 China 147.237.0.120 ET SCAN Potential SSH Scan 1

74.117.209.131 United States 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1

124.253.154.58 India 147.237.0.120 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

208.67.1.91 United States 147.237.0.120 ET SCAN Potential SSH Scan 1

50.204.188.142 United States 147.237.0.120 ET SCAN NMAP -sS window 4096 1

119.167.153.187 China 147.237.0.120 ET SCAN Potential SSH Scan 1

193.107.17.72 Seychelles 147.237.0.120 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 4813

79.177.151.122 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 3743

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 3580

5.22.129.186 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2313

79.183.39.81 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.54.5.170 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1089

149.78.29.68 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 973

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 650

66.249.93.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 562

149.78.46.99 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 468

207.46.13.116 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 450

84.95.130.81 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 441

77.43.1.163 Italy 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 432

149.78.60.107 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 402

66.249.64.15 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 380

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 364

66.249.64.1 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 314

149.78.23.113 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 314

66.249.64.7 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 304

149.78.32.12 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 288

149.88.105.155 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 288

149.78.32.246 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 288

149.78.103.194 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 267

149.88.21.170 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 240

207.46.13.172 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 236

149.88.243.19 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 233

62.244.37.222 Ukraine 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 214

66.249.93.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 211

207.46.13.96 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 199

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 196

149.78.250.152 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 181

203.81.71.20 Myanmar 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 171

66.249.64.15 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 163

157.55.39.1 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 152

109.65.72.142 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

77.126.165.251 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.65.163.147 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.93.207 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 142

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 138

66.249.64.7 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 135

213.57.133.140 Israel 147.237.0.120 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 132

183.79.219.127 Japan 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 122

66.249.64.1 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 120

149.88.72.133 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 118

149.78.245.7 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 114

149.78.46.79 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 108

94.197.121.134
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 108

149.88.26.46 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 106

86.134.22.251
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 103
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

46.19.85.217 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

109.67.188.50 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/resource/userfollowresource/create/ Block 1

192.117.8.42 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim/aspx Block 1
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