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62. 219. 254. 22, | srael

115. 239. 228.8, China

46. 19. 85. 217, |srael

94.197.121. 134, United Ki ngdom
192.117.8. 42, |srael

124.253. 154. 58, |India

74.117.209. 131, Whited Sates
223. 4. 208. 34, China

119. 167. 153. 187, China
208.67.1.91, Lhited Sates




11-07-2015 to 11-08-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on

62.219. 254. 22 | srael 147.237.0. 120 B ock Udp All Nets drop BBL- | srael 23
115. 239. 228. 8 Chi na 147.237.0.120 Frk_Wnhder Attack _Con Htp drop BBL- Fr ankf urt 2
94.197.121.134 Uni ted Ki ngdom 147.237.0.120 Invalid TGP H ags drop BBL- Fr ankf urt 2
115. 239. 228. 8 Chi na 147.237.0.120 Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 1
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11-07-2015 to 11-08-2015

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Std S gnature | count |
223.4.208. 34 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
74.117.209. 131 Lhited Sates |147.237.0.120 ET SCAN Potential VNC Scan 5900- 5920 1
124. 253. 154. 58 I ndi a 147.237.0.120 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
208.67.1.91 Lhited Sates |147.237.0.120 ET SCAN Potential SSH Scan 1
50. 204. 188. 142 Lhited Sates |147.237.0.120 ET SCAN NVAP -sS wi ndow 4096 1
119. 167. 153. 187 |Chi na 147.237.0.120 ET SCAN Potential SSH Scan 1
193. 107.17. 72 Seychel | es 147.237.0. 120 ET SCAN NVAP -sS wi ndow 1024 1




11-07-2015 to 11-08-2015

|Top Attackers In FW |

‘Att acker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 203 |Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4813
70.177. 151. 122 |1 srael 147. 237. 0. 120 Sreanimg Er_19i ne: TP Invalid Inval i d segnent retransnission. Packet drop 4608
Ret r ansni ssi on dr opped.
66. 249. 93. 207 |Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3743
66.249.93.199 |lWhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3580
5 22 129. 186 | srael 147. 237. 0. 120 Sreanhng Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 2313
Ret r ansni ssi on dr opped.
79 183. 39. 81 I sragl 147 237.0. 120 Sreanhng Erjgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.
2 54.5.170 | srael 147. 237. 0. 120 Sreanhng Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 1089
Ret r ansni ssi on dr opped.
149. 78. 29. 68 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 973
68. 180. 229. 121 |Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 650
66. 249. 93. 227 |Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 562
149. 78. 46. 99 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 468
207.46.13.116 |Whited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 450
84 95.130. 81 | sragl 147 237.0. 120 Sreanhng Eljgi ne TGP Invalid Inval i d segnent retransmssion. Packet drop 241
Ret ransni ssi on dr opped.
77.43.1.163 Italy 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 432
149. 78. 60. 107 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 402
66. 249. 64. 15 Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 380
66.249.81. 224 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 364
66. 249. 64. 1 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 314
149. 78. 23. 113 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 314
66. 249. 64. 7 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 304
149.78. 32. 12 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288
149. 88. 105. 155 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288
149. 78. 32. 246 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 288
149. 78. 103. 194 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 267
149.88.21. 170 |lsrael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 240
207.46.13.172 |Whited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 236
149. 88. 243. 19 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 233
62. 244. 37. 222 |Wkrai ne 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 214
66.249.93.230 |lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 211
207. 46. 13. 96 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 199
66. 249. 93. 199 |Israel 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
149. 78. 250. 152 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 181
203.81.71. 20 Myannmar 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 171
66. 249. 64. 15 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 163
157.55.39. 1 Lhited Sates [147.237.0.120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
109, 65.72. 142 |1 srael 147 237.0. 120 Srean ng Erjgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.
77.126. 165. 251 |1 srael 147. 237. 0. 120 Sreanhng Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
109. 65. 163. 147 |1 srael 147 237.0. 120 Sreanhng Erjgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.
66. 249. 93. 207 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 142
66. 249. 93. 203 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
66. 249. 64. 7 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 135
213.57. 133. 140 |I srael 147.237.0.120| [Bad TCP sequence i{;‘jm retransmt with different wndow o000 132
183. 79. 219. 127 |Japan 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
66.249. 64. 1 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 120
149. 88. 72. 133 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
149. 78. 245.7 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 114
149. 78. 46. 79 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
94.197.121.134 Lk?lr:gegom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
149. 88. 26. 46 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 106
86.134. 22. 251 LKki“r:;ccijom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Std S gnature

| Devi ce Action | Count |
46.19. 85. 217 | srael 147.237.0.120 Lhaut hori zed URL Access to www mi| ui maka.idf.il/1355-he/ nil ui maspxa€?a€z Bl ock 2
109. 67.188.50 |l srael 147.237.0.120 Lhaut hori zed URL Access to waw mil ui maka. i df.il/resource/userfol | ow esource/ creat e/ Bl ock 1
192. 117.8. 42 | srael 147.237.0.120 Unaut hori zed URL Access to waww mi | ui maka. i df.il/1355-he/ m| ui m aspx Bl ock 1
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