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Top Attackers 

62.219.254.22, Israel

83.149.99.157, Netherlands

81.218.206.82, Israel

5.102.254.203, Israel

89.139.0.250, Israel

85.65.77.170, Israel

176.13.19.160, Israel

37.142.68.42, Israel

37.26.146.233, Israel

2.54.30.120, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 24

83.149.99.157 Netherlands 147.237.0.120 Invalid TCP Flags drop BBL-Frankfurt 7

81.218.206.82 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

83.149.99.157 Netherlands 147.237.0.120 ET SCAN NMAP -sS window 1024 1

83.149.99.157 Netherlands 147.237.0.120 ET SCAN NMAP -sS window 4096 1

200.21.94.177 Colombia 147.237.0.120 ET SCAN Potential SSH Scan 1

222.190.111.119 China 147.237.0.120 ET SCAN NMAP -sS window 1024 1

5.8.66.110 Russian Federation 147.237.0.120 ET SCAN Potential SSH Scan 1

83.149.99.157 Netherlands 147.237.0.120 ET SCAN NMAP -sS window 3072 1

83.149.99.157 Netherlands 147.237.0.120 ET SCAN Potential SSH Scan 1

209.95.50.130 United States 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 4443

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 3795

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2690

149.88.204.189 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2203

2.52.185.69 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2070

149.88.72.133 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1965

149.78.151.221 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1396

149.88.5.170 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1346

149.78.158.54 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1156

149.78.46.99 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 906

82.196.42.196 United Kingdom 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 530

165.225.72.54 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 500

149.88.231.123 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 490

91.125.24.38 United Kingdom 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 378

149.78.253.189 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 360

66.249.73.220 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 353

40.77.167.89 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 330

149.78.46.89 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 295

157.55.39.129 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 293

66.249.73.212 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 287

95.108.132.183
Russian
Federation

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 246

168.63.139.43 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 239

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 226

79.181.50.5 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

2.54.46.141 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

207.46.13.172 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 199

149.78.103.147 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 194

157.55.39.166 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 191

66.249.73.228 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 184

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 176

66.249.93.207 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 175

149.88.184.110 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 162

149.78.194.94 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 147

79.182.37.236 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.218.51 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.155.199 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

213.57.133.140 Israel 147.237.0.120 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 138

66.249.64.15 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 131

66.249.73.220 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 130

149.78.192.193 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 128

149.78.135.38 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 123

149.78.231.178 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 122

119.246.211.17 Hong Kong 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 117

149.78.39.157 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 117

66.249.73.212 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 116

149.78.32.12 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 110

66.249.64.7 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 109

149.78.23.113 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 109

149.78.240.78 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 108

79.161.20.58 Norway 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 104
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

85.65.77.170 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 3

176.13.19.160 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€¬ Block 2

37.26.147.182 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

2.54.129.1 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

89.139.0.250 Israel 147.237.0.120 Multiple Unauthorized URL Access from 89.139.0.250 Block 1

5.102.254.203 Israel 147.237.0.120 Multiple Unknown HTTP Request Method from 5.102.254.203 Block 1

37.142.68.42 Israel 147.237.0.120 PHP Attempt Block 1

2.54.189.218 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

89.139.0.250 Israel 147.237.0.120 PHP Attempt Block 1

37.26.146.233 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

37.142.68.42 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/ajax/pages/fan_status.php Block 1

5.102.254.203 Israel 147.237.0.120 Multiple Illegal HTTP Version from 5.102.254.203 Block 1

89.139.0.250 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/ajax/updatestatus.php Block 1

37.26.147.158 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

2.54.30.120 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

5.102.254.203 Israel 147.237.0.120 Multiple Malformed URL from 5.102.254.203 Block 1
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