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H 87.68.54.120, Israel
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84.228.96. 64, |srael
M 79.178.14. 47, Israel




11-02-2015 to 11-03-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on |count |
62. 219. 254. 22 | srael 147.237. 0. 120 Block Udp All Nets dr op BAL- | srael 18

79. 183. 229. 69 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 12
31.168. 133. 226 | srael 147.237.0.120 Bl ock_Ulp All _Nets drop BB.- | srael 3
37.26.147.170 | srael 147.237.0.120 Invalid TGP H ags drop BAL- | srael 3

81. 218. 206. 82 | srael 147.237.0.120 Bl ock_Udp All _Nets drop BB.- | srael 3

115. 236. 75. 201 Chi na 147.237.0.120 Frk _Under Attack Con Tcp drop BBL- Frankf urt 2




11-02-2015 to 11-03-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |S te |S gnat ure |Davi ce Action
212.143. 3. 44 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 48




11-02-2015 to 11-03-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |StdS gnature | count |
37.26.147.170 | srael 147.237.0.120 PCLI Cy- OTHER TCP packet with urgent flag attenpt 15
180. 153. 153. 117|Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
199. 101. 186. 159|Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS wi ndow 3072 1
202.100. 99. 7 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1
223.4.174. 30 Chi na 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
115. 84. 94. 11 Lao Fé_opl €'s Denocratic 147. 237.0. 120 ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnections, Potential Scan or Brute 1
Republ i ¢ Force

180. 210. 201. 106 |9 ngapor e 147.237.0. 120 ET SCAN Potential SSH Scan 1
199. 101. 186. 159|Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS w ndow 4096 1
212.7.209.9 Net her | ands 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1




11-02-2015 to 11-03-2015

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nanme dgnature
66. 249. 83. 182 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 106420
66.249.83.179 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 83791
66.249. 83. 185 |lLhited Sates 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 78200
66.249. 88.130 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9948
66. 249. 88. 142 |lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9725
66.249. 88. 136 |lLhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 9119
79.183. 54. 43 I srael 147. 237. 0. 120 Sreanhng Elgi ne: TP Invalid Inval id segnent retransnission. Packet drop 4608

Ret r ansni ssi on dr opped.

168. 63. 137. 102 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3013
109. 64. 0. 189 I srael 147. 237.0. 120 Sreanimg qui ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.

79.178. 24. 17 I srael 147. 237. 0. 120 Sreanhng Eljgi ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

79.181. 190. 101 |1 srael 147. 237.0. 120 Sreanimg qui ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.

70.182. 184. 114 |1 srael 147. 237. 0. 120 Sreanhng Eljgi ne: TP Invalid Inval id segnent retransnission. Packet drop 1394
Ret r ansni ssi on dr opped.

149. 78. 34. 43 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1258
66. 102. 9. 80 Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1009
149. 78. 27. 94 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 936
66. 102. 9. 100 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 821
66. 102. 9. 90 Lhited Sates 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 782
192. 146.6. 2 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 730
77.242.202. 227 |Fance 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 704
168. 63. 200. 167 |Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 530
68. 180. 229. 121 |Lhited S ates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 530
125. 19. 102. 130 |l ndi a 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 523
149. 78. 220. 184 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 440
66.249.79.110 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 414
149. 78. 35. 24 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 396
66.249.79.114 |lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 391
149. 88. 5. 170 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 383
149. 78. 224. 163 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 374
66.249.79.112 |lhited Sates 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 354
149. 78. 2. 63 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 332
149. 88. 34. 143 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 321
149. 88. 113. 61 |lsrael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 273
149. 78. 238.49 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 259
85.115.52.201 |Wnited Kingdom |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 228
66.249. 75. 235 |lhited Sates 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 206
109. 95. 74. 239 gz::: on 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 200
66. 249. 79. 110 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 184
149. 78. 64. 235 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 182
66.249. 79. 114 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 163
66.249. 79. 112 |lsrael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
149. 88. 212. 148 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 154
149. 78.22. 106 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150
66. 249. 83. 179 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
149. 88. 98. 13 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 137
66. 249. 83. 185 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 137
66. 249. 83. 182 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
66.249. 75.219 |lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
161. 202. 87. 226 |Net her| ands 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 126
79.161. 20. 58 Nor way 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 124
66. 249. 75. 227 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 117




11-02-2015 to 11-03-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Acti on ‘Count
79.183. 115. 30 | srael 147.237.0.120 Suspi ci ous Response Code Bl ock 1428
Unaut hori zed URL Access to

87.68.54.120 I srael 147.237.0.120 wan il ui maka. i df . i1 /tenpl at es/ general / ww i shuri maka. i df.il/1044-he/ i shuri maspx B ock 15
104.131.184.191 g‘;ttees 147.237.0. 120 Mil ti pl e Unaut hori zed URL Access from 104. 131. 184. 191 B ock 7
31.168. 103. 115 |Israel 147.237.0.120 Mil ti pl e Uhaut hori zed URL Access from 31. 168. 103. 115 Bl ock 6
84.228. 96. 64 | srael 147.237.0. 120 PHP At t enpt Bl ock 3
84. 228. 96. 64 | srael 147.237.0.120 Lhaut hori zed URL Access to wan il ui maka. i df.il/aj ax/ updat est at us. php Bl ock 3
79.178. 14. 47 | srael 147.237.0.120 Dstributed PHP At enpt B ock 2
176.12.137.138 |lsrael 147.237.0.120 Unaut hori zed URL Access to waw m | ui maka.idf.il/1355-he/ m| ui maspxa€- Bl ock 2
79.178. 14. 47 | srael 147.237.0.120 DO stributed Lhaut hori zed URL Access on waw mi |l ui maka. i df.il/aj ax/ updat est at us. php Bl ock 2
79.178. 14. 47 | srael 147.237.0.120 DO stributed Uhaut hori zed URL Access on waw nil ui maka.idf.il/ufi/reaction/ Bl ock 2
62.219.99.130 |lsrael 147.237.0. 120 Unaut hori zed URL Access to ww mi | ui maka. i df.il/1355-he/ ni| ui m aspxa€?a€Z Bl ock 2
84. 228. 96. 64 | srael 147.237.0.120 Mil ti pl e Uhaut hori zed URL Access from 84. 228. 96. 64 Bl ock 1
87. 68. 254. 48 | srael 147.237.0.120 Dstributed PHP At enpt B ock 1
79.181.122. 163 |lsrael 147.237.0.120 DO stributed Lhaut hori zed URL Access on wan mi | ui maka. i df .il/aj ax/ updat est at us. php Bl ock 1
104.131. 184. 191 gﬁ;ttg: 147.237.0. 120 Uhaut hori zed URL Access to mil uimaka.idf.il/shared usercontrol s/ header upper/ Bl ock 1
212.143.124.12 |lsrael 147.237.0.120 PHP Attenpt Bl ock 1
87. 68. 254. 48 | srael 147.237.0.120 D stributed Lhaut hori zed URL Access on waw mi |l ui maka. i df.il/aj ax/ updat est at us. php Bl ock 1
79.181.122. 163 |lsrael 147.237.0.120 Lhaut hori zed URL Access to waw il ui maka.idf.il/ufi/reaction/ Bl ock 1
31.168. 103. 115 |Israel 147.237.0.120 Uhknown Par anet er wb48617274 in ww m | ui maka.idf.il/scriptresource. axd Bl ock 1
104.171. 124. 84 g‘;tt:: 147.237.0. 120 Enail collector robots 14 Bl ock 1
212.143.124.12 |lsrael 147.237.0.120 Uhaut hori zed URL Access to wan nil ui maka. i df.il/aj ax/ updat est at us. php Bl ock 1
87.68. 254. 48 | srael 147.237.0. 120 D stributed Lhaut hori zed URL Access on waw nil ui maka.idf.il/ufi/reaction/ Bl ock 1
104.171. 124. 84 g;g: 147.237.0. 120 eMai | Hoardi ng B ock 1
79.181.122. 163 |Israel 147.237.0.120 Dstributed PHP At enpt Bl ock 1
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