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Top Attackers

B 66.102.9.80, Lhited Sates
192.118.10. 10, |srael

W 81.218.70.243, Israel
2.52.50.40, |srael

W 79.178.151. 138, Israel

W 46.19.85.102, |Israel

W 212.199. 93. 129, |Israel

W 31.168. 203. 168, |srael
79.181. 201. 231, |srael

H 31.168.14.98, |srael




10-21-2015 to 10-22-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Atacker Geo |Target Address |Ste|Sgnature

|Device Action  |DPlocation. Location

66. 102. 9. 80 Lhited Sates |147.237.0.120 TCP handshake vi ol ation, first packet not syn drop BBL- Fr ankf urt 3091
62. 219. 254. 22 | srael 147.237.0.120 B ock_Udp Al Nets drop BBL.- | srael 15
81. 218. 206. 82 | srael 147.237.0.120 Bl ock_Up Al _Nets drop BB.- | srael 3
192.118. 132. 185 | srael 147.237.0.120 Bl ock_UWp Al _Nets drop BBL- | srael 3




10-21-2015 to 10-22-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo \Target Address |Ste |S gnat ure |Davi ce Action |Oount |
212.199. 93. 129 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 52
79.177.187. 43 | srael 147.237.0. 120 C1000004: HITP. options nethod (M crosoft) B ock 10
194. 90. 15. 61 | srael 147.237.0.120 C1000004: HTTP. options nmethod (M crosoft) B ock 2




10-21-2015 to 10-22-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
172. 8. 58. 186 Lhited Sates 147.237.0.120 ET SCAN NVAP -sS w ndow 3072 1
172. 8. 58. 186 Lhited Sates 147.237.0. 120 ET SCAN NVAP -sS w ndow 2048 1
222.186. 21. 48 Chi na 147.237.0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
172. 8. 58. 186 Lhited Sates 147.237.0. 120 ET SCAN NVAP -f -sS 1




10-21-2015 to 10-22-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
66. 102. 9. 90 Lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 422862
66. 102. 9. 100 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 406421
66. 102. 9. 80 Lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 389662
66.249.93.203 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 385996
66.249.93.199 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 364297
66.249. 93. 207 |lhited Sates [147.237.0.120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 361426
141.0.14.75 Eur ope 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180119
79.161. 20. 58 Nor way 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6012
149. 78.36. 156 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 5553
168. 63. 200. 167 [Lhited Sates |147.237.0. 120 G20- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3785
108. 171. 128. 166 Eiqlr:gegom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 2458
79.180. 56. 79 | srael 147. 237. 0. 120 Srearmng Er_\gl ne: TP Invalid Inval id segnent retransnission. Packet drop 2304
Ret ransni ssi on dr opped.
79.178.143.71 | srael 147.237.0.120| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
108.171. 133. 166|lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1949
2 52.138. 161 — 147 237.0. 120 Srearmng Er_mgl ne:. TGP Invalid Invalid segnent retransmssion. Packet drop 1296
Ret ransni ssi on dr opped.
108. 171. 129. 189|CGer many 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1213
79.183. 219. 169 | srael 147. 237. 0. 120 Sreannng Et_ﬁgl ne: TP Invalid Inval id segnent retransnission. Packet drop 1154
Ret r ansni ssi on dr opped.
46. 19. 86. 155 I sragl 147 237.0. 120 Srearmng Er_wgl ne: TP Invalid Inval id segnent retransmssion. Packet drop 1152
Ret r ansn ssi on dr opped.
46.19. 86. 111 | srael 147. 237. 0. 120 Sreannng Et_ﬁgl ne: TP Invalid Inval id segnent retransnission. Packet drop 1152
Ret r ansni ssi on dr opped.
128. 30. 52. 73 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1074
142. 4. 211. 40 Canada 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 961
149. 88. 67. 16 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 819
66.249. 75.227 |lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 719
31.186. 228. 29 zlnt:gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 687
149. 88. 41. 38 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 664
107. 6.142.106 |Net herl ands 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 650
149. 88. 206. 229 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 630
66.249. 75.235 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 610
149. 78. 26. 58 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 609
66.249.75.219 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 604
168. 63.139.43 |lhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 578
46. 19. 86. 126 | st ael 147. 237 0. 120 Sreamng Er'wgl ne. TGP Invalid Invalid segnent retransnission. Packet drop 576
Ret r ansni ssi on dr opped.
46. 19. 85. 55 | sragl 147 237.0. 120 Sream ng Er_mgl ne:. TGP Invalid Invalid segnent retransmssion. Packet drop 576
Ret ransni ssi on dr opped.
46.19. 86. 17 | st ael 147. 237 0. 120 Sreamng Er'wgl ne: TP Invalid Inval id segnent retransnission. Packet drop 576
Ret r ansni ssi on dr opped.
17.78.96. 212 Lhited Sates |147.237.0.120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 566
31. 186. 228. 60 LKTI;;gom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 525
31.217.112. 140 |CQoatia 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 518
31.186. 228. 30 zlnt:gom 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 503
31.186. 228. 58 Eiqlr:gegom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 481
68. 180. 229. 121 |Lhited Sates 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 447
46. 19. 86. 6 | sragl 147 237.0. 120 Sream ng Er_mgl ne:. TGP Invalid Invalid segnent retransmssion. Packet drop 432
Ret ransni ssi on dr opped.
149. 78. 74. 183 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 430
149. 78. 176. 86 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 425
66. 249. 93. 199 | srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 386
149. 78. 60. 229 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 381
66. 249. 93. 207 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 376
31.186. 228. 32 Eiqlr:gegom 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 357
66. 249. 93. 203 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 331
149. 88. 14. 11 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 324
46. 19. 85. 102 I sragl 147, 237.0. 120 Srearmng Er_wgl ne: TP Invalid Inval id segnent retransmission. Packet drop 324
Ret r ansn ssi on dr opped.




10-21-2015 to 10-22-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature ; ‘Count
Ceo Action
192. 118. 10. 10 | srael 147.237.0.120 Mil tipl e Uhaut hori zed URL Access from 192.118. 10. 10 B ock 364
192. 118. 10. 10 | srael 147.237.0.120 Unknown Par anet er wb48617274 in ww m | ui maka.idf.il/scriptresource. axd B ock 156
81.218.70.243 |lsrael 147.237.0. 120 Unhknown Par anet er wb48617274 in waw m | ui maka.idf.il/scriptresource. axd B ock 65
79.178.151. 138 |Israel 147.237.0.120 D stributed Uhaut hori zed URL Access on ww mi | ui maka. i df.i|/1355-he/ il ui maspxa€?a€Z  |H ock 56
79.181.201.231 |lsrael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww ni | ui maka. i df . i|/1355-he/ il ui maspxa€?a€Z  |B ock 52
31.168. 203. 168 |lsrael 147.237.0. 120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i |/1355-he/ nil ui maspxa€?a€Z | ock 52
79.179.203. 118 |l srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw ni |l ui maka. i df . i |/1355-he/ mil ui m aspxa€?a€Z  |B ock 42
87.69. 215. 155 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw mi |l ui maka. i df . i | /1355-he/ mil ui m aspxa€?a€Z |B ock 40
79.180. 131. 231 |l srael 147.237.0. 120 D stributed Unaut hori zed URL Access on vww mi | ui maka. i df . i|/1355-he/ mi| ui maspxa€?a€Z |B ock 39
37.26. 148. 155 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww mi | ui maka. i df.i|/1355-he/ nil ui maspxa€?a€Z |H ock 39
213.8.72.182 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww ni | ui maka. i df . i|/1355-he/ nil ui maspxa€?a€Z |B ock 39
46.19. 85. 243 | srael 147.237.0. 120 D stributed Uhaut hori zed URL Access on waw ni |l ui maka. i df . i |/1355-he/ nil ui maspxa€?a€Z  |B ock 39
2.52.50. 40 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i |/1355-he/ mil ui m aspxa€?a€Z  |B ock 39
2.52.50. 40 | srael 147.237.0.120 Uhaut hori zed URL Access to www mil ui maka.idf.il/1355-he/ m | ui maspxa€?a€z B ock 28
80. 246. 130. 216 |l srael 147.237.0. 120 D stributed Unaut hori zed URL Access on v mi | ui maka. i df . i|/1355-he/ mi| ui maspxa€?a€Z  |B ock 28
46.19. 85. 77 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww mi | ui maka. i df.i|/1355-he/ nil ui maspxa€?a€Z |H ock 28
46. 19. 85. 83 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww ni | ui maka. i df . i|/1355-he/ nil ui maspxa€?a€Z | ock 28
79.183. 54. 129 | srael 147.237.0.120 Ml ti pl e Unhaut hori zed URL Access from 79. 183. 54. 129 B ock 28
2.54.32.112 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i |/1355-he/ mil ui m aspxa€?a€Z  |B ock 28
46. 120. 34. 241 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw mil ui maka. i df . i |/1355-he/ mil ui m aspxa€?a€Z  |B ock 28
31.168. 14. 98 | srael 147.237.0. 120 D stributed Unaut hori zed URL Access on vwwy mi | ui maka. i df . i|/1355-he/ mi| ui maspxa€?a€Z |B ock 28
46. 19. 86. 85 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww mi | ui maka. i df.i|/1355-he/ nil ui maspxa€?a€Z |H ock 28
46.19. 85. 116 | srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on v mi | ui maka. i df.il/1355-he/ mi | ui maspxa€?a€Z |B ock 27
109. 67. 50. 60 | srael 147.237.0. 120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i |/1355-he/ nil ui maspxa€?a€Z  |B ock 26
46. 19. 85. 90 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i | /1355-he/ nil ui m aspxa€?a€Z  |B ock 26
81. 218. 70. 243 | srael 147.237.0.120 Mil tipl e Uhaut hori zed URL Access from 81. 218. 70. 243 B ock 26
Unknown HTTP Request Method ofile: in URL
46.19.85. 84 | r el 147.237.0.120 W, ht crms. com(:vxl andr oi d/ conmon/ f | Of dlacey/ ua- profil e. xm Bl ock 14
80. 246. 130. 5 | srael 147.237.0. 120 D stributed Unauthori zed URL Access on v mi | ui maka. i df . i|/1355-he/ mi| ui m aspxa€?a€Z |B ock 14
213.151. 38. 112 |Israel 147.237.0.120 Uhaut hori zed URL Access to waww il ui maka.idf.il/1355-he/ ml ui mapx B ock 14
46. 19. 86. 98 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw mil ui maka. i df . i |/1355-he/ mil ui m aspxa€?a€Z |B ock 14
46. 19. 85. 139 | srael 147.237.0. 120 O stributed Mal fornmed URL B ock 14
46. 19. 85. 78 | srael 147.237.0.120 Unknown HTTP Request Method n; g=0. 8, he; q=0.6 in URL B ock 14
79.182.180. 229 |lsrael 147.237.0. 120 D stributed Unhaut hori zed URL Access on v mi | ui maka. i df . il/1355-he/ mi | ui m aspxa€?a€Z |B ock 14
Illegal HTTP Version at uvc=0%C38%2C0% C39%2 0% C40%2 C0% CA19%2CL% CA2;
46. 19. 85. 102 | srael 147.237.0. 120 at Svs:56279ce2f 374685000 B ock 14
85. 250. 4. 126 | srael 147.237.0. 120 D stributed Unaut hori zed URL Access on vwwy mi | ui maka. i df . i|/1355-he/ mi| ui maspxa€?a€Z |B ock 14
194. 90. 15. 61 | srael 147.237.0. 120 Unaut hori zed HTTP Met hod B ock 14
46. 19. 85. 139 | srael 147.237.0. 120 D stributed Unknown HTTP Request Met hod B ock 14
168. 235. 198. 221 g‘;:ﬁd 147.237.0. 120 Lhaut hori zed URL Access to waww il ui maka.idf.il/shared/ clientscripts/ui/ B ock 14
46. 19. 85. 102 | srael 147.237.0. 120 Abnornal |y Long Request request version B ock 14
31.168.181. 109 |lsrael 147.237.0. 120 Uhaut hori zed URL Access to waww il ui maka.idf.il/1355-he B ock 14
46.19. 85. 78 | srael 147.237.0.120 Abnornal |y Long Request met hod B ock 14
79.182.134.185 |lsrael 147.237.0. 120 D stributed Unauthori zed URL Access on v mi | ui maka. i df . i|/1355-he/ mi | ui m aspxa€?a€Z |B ock 14
194. 90. 15. 61 | srael 147.237.0.120 Uhaut hori zed URL Access to wawn nil uimaka.idf.il/sip storage/fil es/5/ B ock 14
46.19. 85. 199 | srael 147.237.0.120 D stributed Unknown HTTP Request Met hod B ock 14
84.109.152.52 |lsrael 147.237.0. 120 D stributed Unaut hori zed URL Access on v mi | ui maka. i df . i|/1355-he/ mi| ui maspxa€?a€Z |B ock 14
46. 19. 85. 102 | srael 147.237.0. 120 DO stributed Mal fornmed URL B ock 14
46. 19. 85. 84 | srael 147.237.0.120 I11egal HITP \ersion B ock 14
213.57.225.62 |lsrael 147.237.0. 120 D stributed Unhauthori zed URL Access on v mi | ui maka. i df . i|/1355-he/ | ui m aspxa€?a€Z |B ock 14
2.54. 63. 255 | srael 147.237.0.120 Lhaut hori zed URL Access to www mil ui maka.idf.il/1355-he/ m | ui maspxa€?a€z B ock 14
46.19. 85. 139 | srael 147.237.0.120 O stributed Abnornal |y Long Request B ock 14
46. 19. 85. 78 | srael 147.237.0. 120 Mal formed URL B ock 14
31.168. 14. 98 | srael 147.237.0.120 Lhaut hori zed URL Access to www mil ui maka.idf.il/1355-he/ ni | ui maspxa€?acz B ock 14
46. 19. 85. 199 | srael 147.237.0. 120 Mal f or ned URL B ock 14
85. 65. 172. 245 |l srael 147.237.0. 120 D stributed Unauthori zed URL Access on v mil ui maka. i df . i1/1355-he/ | ui m aspxa€?a€Z |B ock 14
46.19. 85. 102 | srael 147.237.0.120 D stributed Unknown HTTP Request Met hod B ock 14
2.54. 149. 140 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw mil ui maka. i df . i | /1355-he/ mil ui m aspxa€?a€Z  |B ock 13
46. 19. 85. 96 | srael 147.237.0. 120 Unknown HTTP Request Met hod NET_Sessi onl d=ul5ej d3ni j 5i 5gj noOvg5gi 1 in URL B ock 13
79.177.189. 75 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww ni | ui maka. i df.i|/1355-he/ nil ui maspxa€?a€Z |H ock 13
31.168. 27. 84 | srael 147.237.0.120 Lhaut hori zed URL Access to www mil uimaka.idf.il/1325-he/ nil ui m aspxa€?a€z B ock 13
176.13.9. 45 | srael 147.237.0. 120 Uhaut hori zed URL Access to waw il uimaka.idf.il/sip storagel/fil es/ 8/ 1968. pdf . B ock 13
5.22.129. 76 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i |/1355-he/ nil ui m aspxa€?a€Z  |B ock 13
46.19. 86. 115 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw mil ui maka. i df . i |/1355-he/ mil ui m aspxa€?a€Z |B ock 13
82.166. 22. 81 | srael 147.237.0. 120 Uhaut hori zed URL Access to ww mil uimaka.idf.il./1355-he/ m | ui maspx B ock 13
213.57.104. 165 |Israel 147.237.0.120 D stributed Uhaut hori zed URL Access on waw mi | ui maka. i df.i|/1355-he/ nil ui maspxa€?a€Z  |H ock 13
176. 13. 22. 250 | srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww ni | ui maka. i df . i|/1355-he/ il ui maspxa€?a€Z |HB ock 13
46.19. 86. 75 | srael 147.237.0. 120 D stributed Uhaut hori zed URL Access on waw ni |l ui maka. i df . i|/1355-he/ nil ui maspxa€?a€Z |B ock 13
46. 19. 85. 96 | srael 147.237.0.120 Abnornal |y Long Request met hod B ock 13
176. 12. 136. 234 |l srael 147.237.0.120 Lhaut hori zed URL Access to www mi| ui maka. idf.il/1355-he/ m | ui maspxa€?a€z B ock 13
80. 178. 139. 2 | srael 147.237.0. 120 D stributed Unaut hori zed URL Access on vww mi | ui maka. i df . i|/1355-he/ mi| ui maspxa€?a€Z |B ock 13
89. 139. 31. 153 | srael 147.237.0.120 Uhaut hori zed URL Access to waw mil ui maka.idf.il/894-he/ ml ui maspx/ B ock 13
81.218. 70. 243 | srael 147.237.0.120 Uhaut hori zed UR. Access to waw il ui maka. i df.il/inmages/ shared/ hp/right |ink.png B ock 13
46. 19. 85. 96 | srael 147.237.0. 120 Mal f orned URL B ock 13
Unaut hori zed URL Access to
79.182.162. 104 I srael 147.237.0. 1200 |\ 0y i | i moaka, i df .i |/t enpl at es/ gener al / vaw i shuri maka. i of . i | /1044- he/ i shuri m aspx Bl ock 13
79.176. 220. 145 |l srael 147.237.0.120 D stributed Uhaut hori zed URL Access on ww mi | ui maka. i df.il/1355-he/ il ui maspxa€?a€Z  |H ock 13
195. 95. 183. 254 |l srael 147.237.0.120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i|/1355-he/ il ui maspxa€?a€Z  |B ock 13
176. 12. 138. 76 | srael 147.237.0. 120 D stributed Uhaut hori zed URL Access on waw ni | ui maka. i df . i |/1355-he/ nil ui maspxa€?a€Z  |B ock 13
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