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Top Attackers 

194.90.41.227, Israel

81.218.241.25, Israel

62.219.254.22, Israel

45.45.135.4, null

79.180.60.71, Israel

199.203.215.1, Israel

109.67.136.68, Israel

46.19.86.216, Israel

212.25.121.195, Israel

199.101.186.134, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 21

212.25.121.195 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

86.98.11.74 United Arab Emirates 147.237.0.120 ET SCAN Potential SSH Scan 1

192.241.220.201 United States 147.237.0.120 ET SCAN Potential SSH Scan 1

199.101.186.134 United States 147.237.0.120 ET SCAN NMAP -sS window 1024 1

83.99.166.115 Latvia 147.237.0.120 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

182.209.172.140 Korea, Republic of 147.237.0.120 ET SCAN Potential SSH Scan 1

199.101.186.134 United States 147.237.0.120 ET SCAN NMAP -f -sS 1

199.101.186.134 United States 147.237.0.120 ET SCAN NMAP -sS window 2048 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 32557

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 28886

91.108.88.200 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 25446

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 22886

84.200.45.21 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 22362

5.157.57.9 Sweden 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 19601

91.108.88.147 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 18266

5.157.56.149 Sweden 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 18045

5.157.57.110 Sweden 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 17652

84.200.45.38 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 11601

91.108.88.94 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 11217

91.108.88.235 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 11007

84.200.45.43 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 8261

84.200.45.175 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 8196

91.108.88.222 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 7006

91.108.88.89 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 4659

94.230.86.228 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

17.78.99.226 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 4105

91.108.88.233 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 3199

91.108.88.176 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2961

91.108.88.5 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2029

192.146.6.2 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 675

169.253.194.1 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 530

77.125.149.188 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 441

149.78.12.172 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 436

195.77.54.1 Spain 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 392

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 361

178.162.211.222 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 360

149.78.63.103 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 292

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 277

149.88.150.180 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 276

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 237

149.78.250.182 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 234

167.220.196.103
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 232

66.249.93.207 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 219

149.78.35.189 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 213

2.54.18.53 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 189

84.200.45.165 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 188

91.108.183.50 Sweden 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 180

84.200.45.99 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 176

66.249.75.235 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 170

149.88.6.171 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 170

186.217.247.202 Brazil 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 160

66.249.75.219 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 158

149.78.209.181 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 148

66.249.75.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 146

149.78.54.58 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 145

134.191.249.253
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 138

62.173.124.150
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 128

149.88.201.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 126
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

194.90.41.227 Israel 147.237.0.120 Multiple Unauthorized URL Access from 194.90.41.227 Block 598

194.90.41.227 Israel 147.237.0.120 Unknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 78

81.218.241.25 Israel 147.237.0.120 Unknown Parameter wb48617274 in www.miluim.aka.idf.il/ Block 78

81.218.241.25 Israel 147.237.0.120 Multiple Unauthorized URL Access from 81.218.241.25 Block 52

46.19.86.216 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 13

199.203.215.1 Israel 147.237.0.120

Unauthorized URL Access to
www.miluim.aka.idf.il/iptac-564d6202f45eddd2ddd5-6204e359e234/s0001/444d5a5c647032363
3303040646d7a65736c--1445313676--3600--1445259543--901dd2791b2d80d91b16b4bd62f
a42a02d6ddd2631601258304dd4cc05bb8323/http:/www.miluim.aka.idf.il/webresource.axd

Block 13

79.180.60.71 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 13

109.67.136.68 Israel 147.237.0.120 Multiple Fullwidth/Halfwidth Unicode Encoding on URL/Parameter(+)  from 109.67.136.68 Block 13

45.45.135.4 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/shared/usercontrols/headerupper/ Block 13

81.218.241.25 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/images/shared/hp/right_link.png Block 13
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