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Top Attackers 

81.218.241.26, Israel

77.126.7.52, Israel

31.154.91.147, Israel

81.218.56.171, Israel

62.219.254.22, Israel

2.54.140.112, Israel

46.19.85.70, Israel

2.54.5.219, Israel

37.26.149.219, Israel

46.120.143.177, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 27

31.168.133.226 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

81.218.206.82 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

82.80.217.70 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

223.4.210.53 China 147.237.0.120 Frk_Purple_Con_Limit_Http drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

80.82.65.151 Netherlands 147.237.0.120 ET SCAN Potential SSH Scan 1

77.108.69.253 Russian Federation 147.237.0.120 ET SCAN Potential SSH Scan 1

120.55.125.210 China 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 59920

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 58438

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 55539

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 45151

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 40263

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 36532

2.52.141.6 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2313

168.63.200.167 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1615

216.67.15.19 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1514

149.88.8.148 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 900

149.88.150.180 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 666

149.78.44.251 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 648

2.54.37.48 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 648

194.9.253.237
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 622

98.221.144.166 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 619

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 556

72.37.140.47 Italy 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 533

149.78.63.36 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 528

209.131.62.124 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 369

149.88.76.32 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 342

149.78.90.226 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 335

66.249.75.219 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 335

149.88.69.151 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 332

168.63.137.102 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 308

66.249.75.235 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 289

99.248.88.119 Canada 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 280

66.249.75.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 237

12.9.242.254 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 227

149.78.63.20 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 220

149.78.204.219 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 206

149.78.165.2 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 193

149.88.221.155 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 190

167.220.196.143
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 185

136.237.18.10 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 176

149.78.4.99 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 173

66.249.93.207 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 168

61.8.255.6 Singapore 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 168

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 159

167.64.72.10 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 158

149.78.242.167 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 153

77.43.91.2 Italy 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 143

134.191.249.253
United
Kingdom

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 140

66.249.93.199 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 136

66.249.75.219 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 136

140.242.217.2 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 132

149.78.48.204 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 125

149.78.193.225 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 123

149.78.134.226 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 118

66.249.75.235 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 113

37.142.198.23 Israel 147.237.0.120 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 112
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

81.218.241.26 Israel 147.237.0.120 Unknown Parameter wb48617274 in www.miluim.aka.idf.il/ Block 78

31.154.91.147 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/resource/userfollowresource/create/ Block 39

77.126.7.52 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 39

81.218.56.171 Israel 147.237.0.120 Multiple Unauthorized URL Access from 81.218.56.171 Block 26

2.54.140.112 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 13

46.19.85.70 Israel 147.237.0.120 Unknown HTTP Request Method 3c45 in URL Block 13

81.218.56.171 Israel 147.237.0.120 Unknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 13

46.120.143.177 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 13

2.54.5.219 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1325-he/miluim.aspx. Block 13

37.26.149.219 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 13

2.54.140.112 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 13

46.19.85.70 Israel 147.237.0.120 Malformed URL Block 13
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