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W 81.218.241. 26, |srael
77.126.7.52, |srael

W 31.154.91. 147, Israel
81.218.56. 171, |srael

B 62.219. 254. 22, |srael

Hl 2.54.140.112, Israel

¥ 46.19.85.70, |srael

W 2.54.5.219, |srael
37.26.149. 219, |srael

W 46. 120. 143. 177, |srael




10-19-2015 to 10-20-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on |count |
62. 219. 254. 22 | srael 147.237.0.120 Bl ock_Udp Al _Nets drop BBL- | srael 27
31.168. 133. 226 | srael 147.237.0.120 Bl ock_Udp Al _Nets drop BBL- | srael 3

81. 218. 206. 82 | srael 147.237.0.120 ock Wp Al _Nets drop BBL- | srael 3

82. 80.217. 70 | srael 147.237.0.120 ock Wp Al _Nets drop BBL- | srael 3

223. 4.210. 53 Chi na 147.237.0.120 Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 1
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Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



10-19-2015 to 10-20-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |9te [Sgnature | count
80. 82. 65. 151 Net her | ands 147.237.0. 120 ET SCAN Potential SSH Scan 1
77.108. 69. 253 Russi an Federati on 147.237.0.120 ET SCAN Potential SSH Scan 1
120. 55. 125. 210 Chi na 147.237.0. 120 ET SCAN Potential SSH Scan 1




10-19-2015 to 10-20-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Sgnature

Target Address |S t% Nanme

66.249.81.224 |lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59920
66.249.81.227 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 58438
66.249.81.230 |lhited Sates |[147.237.0.120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 55539
66.249.93.207 |Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45151
66.249.93.203 |lLhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40263
66.249.93.199 |lhited Sates |147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 36532
2 52 141 6 | srael 147. 237. 0. 120 Sreanm ng Enjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 2313
Ret r ansni ssi on dr opped.

168. 63. 200. 167 |lhited Sates |[147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1615
216.67.15. 19 Lhited Sates |147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1514
149. 88. 8. 148 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 900
149. 88. 150. 180 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 666
149. 78. 44. 251 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 648

2 543748 — 147. 237. 0. 120 Sream ng Er_19i ne TP Invalid Inval id segnent retransnission. Packet drop 648

Ret r ansnii Ssi on dr opped.

194. 9. 253. 237 E?Ir:;gom 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 622
98.221. 144. 166 |Whited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 619
68.180.229. 121 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 556
72.37.140. 47 Italy 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 533
149. 78. 63. 36 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 528
209. 131.62.124 |lhited Sates 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 369
149. 88. 76. 32 I srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 342
149. 78. 90. 226 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 335
66. 249. 75. 219 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 335
149. 88. 69. 151 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 332
168. 63. 137. 102 |lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 308
66. 249. 75. 235 Lhited Sates 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 289
99. 248. 88. 119 Canada 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 280
66. 249. 75. 227 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 237
12. 9. 242. 254 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 227
149. 78. 63. 20 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 220
149. 78. 204. 219 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 206
149, 78. 165. 2 I srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 193
149. 88. 221. 155 |[Israel 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 190
167.220. 196. 143 LK!i“r::gom 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 185
136. 237. 18. 10 Lhited Sates 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 176
149. 78. 4. 99 I srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 173
66. 249. 93. 207 I srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 168
61. 8. 255.6 S ngapor e 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 168
66. 249. 93. 203 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 159
167.64. 72. 10 Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 158
149. 78. 242. 167 |l srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 153
77.43.91. 2 Italy 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 143
134. 191. 249. 253 zlnt:gom 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 140
66. 249. 93. 199 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
66. 249. 75. 219 | srael 147.237.0. 120 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 136
140. 242. 217. 2 I srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 132
149. 78. 48. 204 I srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 125
149. 78. 193. 225 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 123
149. 78. 134. 226 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
66. 249. 75. 235 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
37.142.198.23 |israel 147.237.0.120|  [Bad TCP sequence fgg‘ja( retransmt with different wndow 1.0, 112




10-19-2015 to 10-20-2015

|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |StdS gnature

| Devi ce Action|Count

81.218.241.26 |lsrael 147.237.0.120 Unknown Par anet er wb48617274 in wwv mlui maka.idf.il/ B ock 78
31.154.91. 147 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to waww mil ui maka. i df.il/resourcef userfol | ow esource/ creat e/ B ock 39
77.126.7.52 | srael 147.237.0.120 D stributed Waut hori zed URL Access on waw mi | ui maka. i df . i|/1325-he/ il ui m aspxa€?a€Z |B ock 39
81.218.56.171 |lsrael 147.237.0.120 Ml tipl e Uhaut hori zed URL Access from 81.218.56. 171 B ock 26
2.54.140. 112 | srael 147.237.0. 120 Uhaut hori zed URL Access to www il ui maka. i df . i|/1325- he/ mi | ui m aspxa€?a€Z B ock 13
46. 19. 85. 70 | srael 147.237.0.120 Unknown HTTP Request Method 3c45 in URL B ock 13
81.218.56.171 |lsrael 147.237.0.120 Unknown Par anet er wb48617274 in waww nmil ui maka.idf.il/scriptresource. axd B ock 13
46. 120. 143. 177 |l srael 147.237.0.120 Lhaut hori zed URL Access to waw mil uimaka.idf.il/login B ock 13
2.54.5.219 | srael 147.237.0.120 Unaut hori zed URL Access to waw mil ui maka.idf.il/1325-he/ m| ui maspx. B ock 13
37.26.149.219 |lsrael 147.237.0.120 D stributed Waut hori zed URL Access on waw mi | ui maka. i df . i|/1325-he/ ni| ui m aspxa€?a€Z |B ock 13
2.54.140. 112 | srael 147.237.0. 120 D stributed Unhaut hori zed URL Access on vy mi | ui maka. i df . i |/1325-he/ mi| ui m aspxa€?a€Z |B ock 13
46. 19. 85. 70 | srael 147.237.0. 120 Mal for med URL B ock 13
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