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W 62.219.254.22, |srael
192. 116. 150. 101, |srael
[ 84.110. 210. 133, |srael
181. 170. 235. 37, Argentina
W 91.181.173. 33, Belgium
W 109. 65. 159. 98, |srael
W 41.74.9.153, Benin
W 94.102. 48. 194, Net her| ands
5.39.222. 253, Net herl ands




10-17-2015 to 10-18-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
62. 219. 254. 22 | srael 147.237.0.120 Bl ock Udp All _Nets drop BBL.- | srael 30
109. 65. 159. 98 | srael 147.237.0.120 Invalid TGP H ags drop BBL.- | srael 1
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|Top Attackers In IPS|

Attacker Address
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10-17-2015 to 10-18-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count
41.74.9. 153 Beni n 147.237.0.120 ET SCAN Potential SSH Scan 1
94. 102. 48. 194 Net her | ands 147.237.0. 120 ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 Net her | ands 147.237.0. 120 ET SCAN Potential SSH Scan 1
91. 181. 173. 33 Bel gi um 147.237.0. 120 ET SCAN Potential SSH Scan 1




10-17-2015 to 10-18-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dgnature

St%Name

66.249. 93. 207 |Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10674
66.249.93.199 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9117
66.249. 93. 203 |lhited Sates 147.237.0. 120 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 7960
109. 66. 182. 210 |1 srael 147. 237.0. 120 Srean ng El_qgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 1773
Ret r ansni ssi on dr opped.
149. 78. 249. 48 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1101
149. 78. 45. 83 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 969
108. 171. 128. 173|Uhited Ki ngdom [147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 920
149. 88. 72. 105 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 301
68.180.229. 121 |Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 282
149. 88. 26. 235 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 254
66. 249. 75. 227 |Lhited Sates 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 220
149.137.3.206 |lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 215
149. 78.192. 193 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 196
66.249.75.219 |Lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 190
149. 88. 198. 236 |l srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 186
80.121.151.58 |Austria 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 183
149. 88. 41. 30 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 181
49.199. 14. 15 Australia 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
66.249. 75.235 |lhited Sates 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 140
149. 78. 232. 206 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
149.88.62. 211 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 127
149. 78. 38. 109 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 124
149. 88. 143. 46 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 124
149. 88. 10. 170 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
79. 161. 20. 58 Nor way 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 116
66. 249. 75. 227 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 107
66.249. 75. 219 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 77
66. 249. 93. 207 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 74
149.78. 12. 172 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 70
149. 88. 218. 199 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
149. 88. 72. 62 | srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 64
66. 249. 75. 235 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
149. 88. 78. 76 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
149. 78. 225. 30 | srael 147.237.0.120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59
66. 249. 93. 203 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 58
66. 249. 93. 199 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 58
217.69. 133. 250 :32::1”' on 147.237.0. 120 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 56
149. 78. 164. 215 |l srael 147.237.0.120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 51
217.69. 133. 249 :ZZ::FI on 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 51
149. 78. 98. 135 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
2 52 32.79 I sragl 147. 237.0. 120 Sreani ng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 45
Ret r ansni ssi on dr opped.
66.249.81.224 |lLhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 44
149. 88. 139. 111 |l srael 147.237.0. 120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 42
149. 78. 44. 179 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
149. 88. 59. 58 | srael 147.237.0.120 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
217.69. 133. 253 :Z:::Inl on 147.237.0.120 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
31.186.228.93 |Uhited Kingdom |147.237.0.120 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 38
77,125, 154. 46 I sragl 147. 237.0. 120 Srean ng El_qgi ne: TP Invalid Inval id segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
2 54.135. 33 | srael 147. 237. 0. 120 Sreani ng Eﬁgi ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
174.129. 237. 157|lhited Sates 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34




10-17-2015 to 10-18-2015

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Std S gnature

| Devi ce Action |Count |
181. 170. 235. 37 Argentina 147.237.0. 120 Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 13
192. 116. 150. 101 |l srael 147.237.0.120 Enai|l collector robots 14 B ock 13
192.116. 150. 101 |l srael 147.237.0.120 eMii | Hoardi ng B ock 13
84.110. 210. 133 | srael 147.237.0.120 Unaut hori zed URL Access to waw il ui maka.idf.il/tenpl at es/ honepage/ 6_s3_ B ock 13
10-17-2015 to 10-18-2015




