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Top Attackers 

46.19.85.80, Israel

62.219.254.22, Israel

94.159.178.48, Israel

185.117.73.122, null

84.94.57.172, Israel

109.67.28.96, Israel

84.229.248.101, Israel

104.128.144.131, Canada

84.108.99.200, Israel

168.235.195.171, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 30

146.185.57.7 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

89.248.174.117 Netherlands 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1

223.4.236.49 China 147.237.0.120 ET SCAN Potential SSH Scan 1

77.120.133.250 Ukraine 147.237.0.120 ET SCAN Potential SSH Scan 1

93.126.29.97 Iran, Islamic Republic of 147.237.0.120 ET SCAN Potential SSH Scan 1

61.240.144.66 China 147.237.0.120 ET SCAN Potential VNC Scan 5800-5820 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 52317

66.249.81.230 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 44205

66.249.81.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 42380

66.249.93.207 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 20729

66.249.93.203 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 18125

66.249.93.199 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 16617

62.90.94.184 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

149.78.26.50 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 504

149.88.155.173 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 445

149.88.186.2 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 430

149.88.86.233 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 385

149.78.150.127 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 289

68.180.229.121 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 259

178.62.70.9 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 215

66.249.75.227 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 209

149.88.143.46 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 200

149.78.157.134 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 197

66.249.75.219 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 165

149.78.247.87 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 161

66.249.75.235 United States 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 150

149.88.77.26 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 145

192.166.203.109 Poland 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 128

149.88.205.180 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 127

149.88.101.131 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 125

149.88.61.111 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 125

149.78.45.136 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 125

149.78.230.64 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 122

149.78.246.150 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 121

79.161.20.58 Norway 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 112

149.78.228.231 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 100

149.78.104.116 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 96

66.249.81.224 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 96

66.249.81.230 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 94

66.249.75.227 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 91

217.69.133.253
Russian
Federation

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 87

66.249.81.227 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 86

149.88.178.233 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 78

149.88.67.177 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 74

138.246.2.189 Germany 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 71

66.249.75.219 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 65

149.88.192.208 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 65

149.78.86.79 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 61

1.47.200.235 Thailand 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 60

149.88.72.62 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 60

149.88.27.97 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 59

66.249.75.235 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 58

149.78.48.204 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 58

217.69.133.248
Russian
Federation

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 57

149.78.47.159 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 55

66.249.93.203 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 51
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

94.159.178.48 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 26

109.67.28.96 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/templates/general/www.behatsdaa.org.il Block 13

46.19.85.80 Israel 147.237.0.120 Malformed URL Block 13

84.229.248.101 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1230-he/miluim.aspxâ€‹ Block 13

46.19.85.80 Israel 147.237.0.120 Unknown HTTP Request Method Id=eannaqbzgpjzex2srhsxao55 in URL Block 13

185.117.73.122 147.237.0.120 Unauthorized URL Access to 147.237.0.120/ Block 13

84.94.57.172 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 13

104.128.144.131 Canada 147.237.0.120 Unauthorized URL Access to 147.237.0.120/ Block 13

46.19.85.80 Israel 147.237.0.120 Abnormally Long Request method Block 13

84.108.99.200 Israel 147.237.0.120
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.aspx

Block 13

168.235.195.171
United
States

147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/×²Ö³Ö´ Block 11
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