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W 176.13.3.224, Israel
212.235.48. 207, |srael
W 79.178.10. 189, Israel
109. 65. 30. 226, |srael
B 194. 90. 134. 41, |srael
B 62.219. 150. 72, |srael
W 109. 64. 167. 148, |srael
W 84.228.247.23, |srael
194. 90. 153. 133, |Israel
W 79.176. 223. 161, |srael




10-15-2015 to 10-16-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on

62.219. 254. 22 | srael 147.237.0. 120 B ock Udp All Nets dr op BBL- | srael 8
31.168. 133. 226 | srael 147.237.0.120 Block Udp All _Nets drop BBL.- | srael 3
82. 80. 217. 70 | srael 147.237.0.120 Bl ock_Ulp Al _Nets drop BB.- | srael 3
84.111. 65. 41 | srael 147.237.0.120 Bl ock_Ulp Al _Nets drop BBL- | srael 3




10-15-2015 to 10-16-2015

|Top Attackers In IPS|
Attacker Address

|Attacker Geo \Target Address |Ste |S gnat ure |Davi ce Action |Oount |
212. 235. 48. 207 | srael 147.237.0. 120 C1000004: HITP:. options nethod (M crosoft) B ock 42
109. 66. 50. 213 | srael 147.237.0. 120 C1000004: HITP. options nethod (M crosoft) B ock 5




10-15-2015 to 10-16-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count
58. 56. 44. 194 Chi na 147.237.0. 120 GPL SCAN nnap TCP 2
124.128. 63. 2 Chi na 147.237. 0. 120 GPL SCAN nnmap TCP 2
80. 59. 197. 151 Spai n 147.237.0. 120 ET SCAN Potential SSH Scan 1
222.186. 56. 32 Chi na 147.237. 0. 120 ET SCAN Potential VNC Scan 5900- 5920 1
37.237.232. 115 Irag 147.237.0. 120 ET SCAN Potential SSH Scan 1
79.174.70. 237 Russi an Federation 147.237.0.120 ET SCAN Potential SSH Scan 1




10-15-2015 to 10-16-2015

|Top Attackers In FW |

At acker

Geo Target Address |9 t% Name Sgnature

66. 249. 81. 227 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 88402

66. 249. 81. 230 léh;:(f: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 85923

66. 249. 81. 224 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 81234

66. 249. 93. 203 léh;:(f: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 17985

66. 249. 81. 209 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 16814

66. 249. 81. 212 léh;:(f: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 16323

66. 249. 81. 206 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 15561

66. 249. 93. 207 léh;:(f: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 14569

66. 249. 93. 199 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 12728

46. 19. 85. 254 | srael 147. 237. 0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 11360
Ret ransni ssi on dr opped.

109. 64. 151. 182 | srael 147. 237 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 4608
Ret r ansni ssi on dr opped.

132 64.31. 7 | srael 147. 237. 0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 4349
Ret ransni ssi on dr opped.

82.80 119. 226 |1 srael 147. 237 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 3485
Ret r ansni ssi on dr opped.

77.127. 202. 172 |1 srael 147. 237. 0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 3320
Ret ransni ssi on dr opped.

79.183. 4. 53 | srael 147. 237 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2669
Ret r ansni ssi on dr opped.

168. 63. 200. 167 léh;:(f: 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2330

70. 176. 223. 161 |1 srael 147. 237 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

80. 179. 14. 94 | srael 147. 237. 0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 2304
Ret ransni ssi on dr opped.

70. 178. 166. 252 |1 srael 147. 237 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

109. 66.127. 53 |1 srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 2304
Ret r ansnii ssi on dr opped.

84.228.153. 81 |1 srael 147. 237 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

82 166.22. 77 | srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 2304
Ret r ansni ssi on dr opped.

62.0.98. 211 | srael 147. 237. 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansni ssi on dr opped.

79.180. 181. 193 |I srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 2088
Ret r ansni ssi on dr opped.

70.183. 116. 124 |1 srael 147. 237. 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 1602
Ret r ansni ssi on dr opped.

79.183. 225. 187 |1 srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 1440
Ret ransni ssi on dr opped.

149. 78. 22. 25 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1318

82. 80. 130. 90 st ael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 1314
Ret r ansni ssi on dr opped.

71.225.51. 159 ;q;tt:‘g 147.237.0. 120 Geo-l ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 1305

2 54.153. 222 st ael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 1296
Ret r ansni ssi on dr opped.

79.179. 109. 244 |I st ael 147. 237. 0. 120 Sreani ng Er_wg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 918
Ret r ansni ssi on dr opped.

68.180. 229. 121 Léh;::g 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 700

149. 88. 186. 2 | srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 667

82.80. 144. 83 | srael 147 237.0. 120 S ream ng Ele ne: TP Invalid Invalid segnent retransnission. Packet drop 630
Ret r ansni ssi on dr opped.

31.168. 78. 53 | srael 147. 237.0. 120 Sream ng Er_19| ne TP Invalid Inval i d segnent retransnission. Packet drop 536
Ret r ansni ssi on dr opped.

149. 88.94.179 |lsrael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 452

78.194. 83. 56 France 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 413

149. 78. 245. 206 |l srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 356

149. 78. 254. 123 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 336

24.237.198. 213 léh;:(f: 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 324

2 54.10 187 | srael 147. 237. 0. 120 Sreamlng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 324
Ret r ansni ssi on dr opped.

2 52.152. 92 | srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 324
Ret r ansni ssi on dr opped.

149. 78. 45. 40 | srael 147.237.0.120 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 320

2 54.179. 106 st ael 147. 237. 0. 120 Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 297
Ret r ansni ssi on dr opped.

149. 88. 59. 58 | srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 274

66. 249. 75. 219 léh'att:: 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 245

149. 78. 34. 159 |l srael 147.237.0. 120 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 235

2 54.131. 105 | srael 147. 237.0. 120 Srean ng El_ﬁg| ne: TP Invalid Invali d segnent retransnissi on. Packet drop 234
Ret ransni ssi on dr opped.

66. 249. 75. 227 l‘éh;ttsg 147.237.0. 120 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 233

149. 88. 147.50 |l srael 147.237.0. 120 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 226




10-15-2015 to 10-16-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Std S gnature | Devi ce Action |Count |
176. 13. 3. 224 | srael 147.237.0.120 Uhaut hori zed URL Access to waw mluimaka.idf.il/1325 Bl ock 52
79.178.10.189 |lsrael 147.237.0.120 Lhaut hori zed URL Access to waw mil uimaka.idf.il/login Bl ock 39
109. 64. 167. 148 |l srael 147.237.0.120 Uhaut hori zed URL Access to waw mil uimaka.idf.il/login Bl ock 26
109. 65. 30. 226 |l srael 147.237.0. 120 Uhaut hori zed URL Access to wan il uimaka.idf.il/login Bl ock 26
84.228.247.23 |lsrael 147.237.0. 120 Lhaut hori zed URL Access to wwwu mil ui maka.idf.il/resource/userfol | ow esource/ creat e/ Bl ock 26
194.90.134. 41 |lIsrael 147.237.0.120 Lhaut hori zed LR_ Access to miluimaka.idf.il/login Bl ock 26
194. 90. 153. 133 |l srael 147.237.0.120 Unaut hori zed URL Access to waw mil ui maka.idf.il/894-henil ui maspx Bl ock 13
79.176.223. 161 |lsrael 147.237.0. 120 DO stributed Uhaut hori zed URL Access on wawn il ui maka.idf.il/login Bl ock 13
62.219. 150. 72 |l srael 147.237.0.120 Ml tipl e Uhaut hori zed URL Access from 62.219. 150. 72 Bl ock 13
62. 219. 150. 72 | srael 147.237.0.120 Unaut hori zed URL Access to www milui maka.idf.il/1316-he Bl ock 13
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