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Top Attackers 

176.13.3.224, Israel

212.235.48.207, Israel

79.178.10.189, Israel

109.65.30.226, Israel

194.90.134.41, Israel

62.219.150.72, Israel

109.64.167.148, Israel

84.228.247.23, Israel

194.90.153.133, Israel

79.176.223.161, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 8

31.168.133.226 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

82.80.217.70 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3

84.111.65.41 Israel 147.237.0.120 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

212.235.48.207 Israel 147.237.0.120 C1000004: HTTP: options method (Microsoft) Block 42

109.66.50.213 Israel 147.237.0.120 C1000004: HTTP: options method (Microsoft) Block 5
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

58.56.44.194 China 147.237.0.120 GPL SCAN nmap TCP 2

124.128.63.2 China 147.237.0.120 GPL SCAN nmap TCP 2

80.59.197.151 Spain 147.237.0.120 ET SCAN Potential SSH Scan 1

222.186.56.32 China 147.237.0.120 ET SCAN Potential VNC Scan 5900-5920 1

37.237.232.115 Iraq 147.237.0.120 ET SCAN Potential SSH Scan 1

79.174.70.237 Russian Federation 147.237.0.120 ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

66.249.81.227
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 88402

66.249.81.230
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 85923

66.249.81.224
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 81234

66.249.93.203
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 17985

66.249.81.209
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 16814

66.249.81.212
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 16323

66.249.81.206
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 15561

66.249.93.207
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 14569

66.249.93.199
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 12728

46.19.85.254 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 11360

109.64.151.182 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

132.64.31.7 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4349

82.80.119.226 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3485

77.127.202.172 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3320

79.183.4.53 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2669

168.63.200.167
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 2330

79.176.223.161 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

80.179.14.94 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.178.166.252 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

109.66.127.53 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

84.228.153.81 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

82.166.22.77 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

62.0.98.211 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.180.181.193 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2088

79.183.116.124 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1602

79.183.225.187 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1440

149.78.22.25 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1318

82.80.130.90 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1314

71.225.51.159
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 1305

2.54.153.222 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1296

79.179.109.244 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 918

68.180.229.121
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 700

149.88.186.2 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 667

82.80.144.83 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 630

31.168.78.53 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 536

149.88.94.179 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 452

78.194.83.56 France 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 413

149.78.245.206 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 356

149.78.254.123 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 336

24.237.198.213
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 324

2.54.10.187 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

2.52.152.92 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

149.78.45.40 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 320

2.54.179.106 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 297

149.88.59.58 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 274

66.249.75.219
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 245

149.78.34.159 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 235

2.54.131.105 Israel 147.237.0.120
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

66.249.75.227
United
States

147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 233

149.88.147.50 Israel 147.237.0.120 Geo-location enforcement Geo-location inbound enforcement drop 226
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

176.13.3.224 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1325 Block 52

79.178.10.189 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 39

109.64.167.148 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 26

109.65.30.226 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/login Block 26

84.228.247.23 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/resource/userfollowresource/create/ Block 26

194.90.134.41 Israel 147.237.0.120 Unauthorized URL Access to miluim.aka.idf.il/login Block 26

194.90.153.133 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/894-hemiluim.aspx Block 13

79.176.223.161 Israel 147.237.0.120 Distributed Unauthorized URL Access on www.miluim.aka.idf.il/login Block 13

62.219.150.72 Israel 147.237.0.120 Multiple Unauthorized URL Access from 62.219.150.72 Block 13

62.219.150.72 Israel 147.237.0.120 Unauthorized URL Access to www.miluim.aka.idf.il/1316-he Block 13
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