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66. 249. 93. 215, Lhited Sates
168. 235. 207. 117, Uhited Sates
66. 249.93.209, Lhited Sates
213.254.241. 4, United Ki ngdom
81.218.241. 25, |srael

199. 203. 215. 1, Israel

81. 218. 206. 82, |srael

66. 249. 73. 219, | srael

81. 218. 56. 245, | srael

149.78.48. 122, |srael




03-15-2016 to 03-16-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |9 gnature |Device Action  |DP_location. Locati on |Count |
81. 218. 56. 245 | srael 147.237.0.120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
81. 218. 206. 82 | srael 147.237.0. 120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
146. 185.57. 8 | srael 147.237.0.120 mluimaka.idf.il Bl ock_UWp Al _Nets drop BBL- | srael 3
168. 235. 207. 117 Lhited Sates 147.237.0.120 mluimaka.idf.il JLMPurple Gon Linmt Htp drop Net V- London 3
168. 235. 207. 117 Lhited Sates 147.237.0.120 mluimaka.idf.il JLM Under _Attack_Con_Htp drop Net V- London 2
82. 145. 219. 80 Eur ope 147.237.0.120 mluimaka.idf.il B ock Ip Vb In dr op Net V- London 1
141. 255. 164. 234 Shit zer| and 147. 237. 0. 120 mluimaka.idf.il |Bock Np Al Net drop Net V- London 1
185.94.111. 1 147.237.0.120 mluimaka.idf.il B ock Np Al _Net drop Net V- London 1
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03-15-2016 to 03-16-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 93. 215 Lhited Sates 147.237.0. 120 nil uimaka.idf.il ET SCAN NVAP -sA (2) 41
66. 249. 93. 209 Lhited Sates 147.237.0. 120 nil uimaka.idf.il ET SCAN NVAP -sA (2) 4
107. 191. 102. 245 Lhited Sates 147.237.0.120 mluimaka.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2

69. 4. 82. 226 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
162. 250. 125. 26 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
212.143.166. 10 | srael 147.237.0.120 mluimaka.idf.il http i nspect: MLTI PLE HOST HEADERS DETECTED 1
212.98. 164. 237 Bel arus 147.237.0. 120 nluimaka.idf.il ET SCAN Potential SSH Scan 1




03-15-2016 to 03-16-2016

|Top Attackers In FW |

A tacker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count
79.178.188.98 |Israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2880
Ret r ansni ssi on dr opped.
79.178. 105. 116 [ srael 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2385
Ret r ansm ssi on dr opped.
46.19.86.95  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
79.179. 140. 190 i srael 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansm ssi on dr opped.
46.19.85.108 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
46.19.86.106 [l srael 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 2304
Ret r ansm ssi on dr opped.
2.52.27.158  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
149, 78. 232, 124 |I sr ael 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansm ssi on dr opped.
87.68.152. 207 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
87.71.13.59  |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 1152
Ret r ansm ssi on dr opped.
87.71.80.253 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 1089
Ret r ansni ssi on dr opped.
79.178.189. 34 |israel 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 1035
Ret r ansm ssi on dr opped.
46.19.85.11  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 729
Ret r ansni ssi on dr opped.
2.54.5.86 I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 675
Ret r ansm ssi on dr opped.
46.19.85.13  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 657
Ret r ansni ssi on dr opped.
185. 120. 125. 52 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 576
Ret r ansm ssi on dr opped.
2.54.254.131 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 576
Ret r ansni ssi on dr opped.
2.54.130.166 [l srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 432
Ret r ansm ssi on dr opped.
2.54.59.253  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 369
Ret r ansni ssi on dr opped.
2.54.47.112  |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 369
Ret r ansm ssi on dr opped.
2.54.170.69  |Israel 147.237. 0. 120 |nil ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 306
Ret r ansni ssi on dr opped.
109. 64. 187. 116 |1 srael 147.237. 0. 120 |nitl ui maka. i of i [/ 6™ N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 288
Ret r ansm ssi on dr opped.
79.178.57.167 |israel 147.237. 0. 120 |nil ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 288
Ret r ansni ssi on dr opped.
5.22.134.209 | srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segnent retransmssion. Packet 288
Ret r ansm ssi on dr opped.
2.54.150.139 |Israel 147.237. 0. 120 |nil ui maka. i of i (2" €M N9 Engi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.
46.19.86.252 |Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 225
Ret r ansm ssi on dr opped.
2.52. 20, 42 I srael 147.237. 0. 120 |nil ui maka. i of .i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.
46.19. 85. 128 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 197
2.52.12.122 _ |israel 147.237. 0. 120 |nil ui maka. i of . i [SYN Att ack SYN - > SYN-ACK - > RST rej ect 196
192.118. 78. 199 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 196
87.70.2. 10 I srael 147.237. 0. 120 |nil ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 170
Ret r ansni ssi on dr opped.
79.182.28.96 [Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 162
Ret r ansm ssi on dr opped.
46.19. 85. 179 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 144
109.66.2. 103 [Israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.
46.19.85.238 [ srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
62. 219. 115. 220 i srael 147.237. 0. 120 |nil ui maka. i of .i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.
109. 65. 15. 224 I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
2.54.12.124  |israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
2.52.166.162 |Israel 147.237. 0. 120 |nitl ui maka. i of .i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
2.55.7.236 I srael 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
2.54.3.58 I srael 147.237. 0. 120 |nitl ui maka. i of .i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
109.67.32.22  [israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.
109. 66. 17. 133 |Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
46.19. 85. 179 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 144
2.52.131.77 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 136
2.52.49. 21 | srael 147.237.0. 2120 |ml uimaka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 134
62. 219. 115. 209 |I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 126
Ret r ansm ssi on dr opped.
2.54.130. 164 | srael 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 121
2.54.130. 164 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 121
2.54.50.162  [Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 117
Ret r ansm ssi on dr opped.




03-15-2016 to 03-16-2016

|Top Attackers In V\AF|

Devi ce

‘Ntacker Geo|Target Address |Ste Sgnature Acti on ‘Count
Unaut hori zed URL Access to
199.203.215.1 |Israel 147.237.0. 120 |ml ui maka. i df. i lvww m | ui maka.idf.il/tenpl ates/ general /vy i shuri maka. i df.il/1044-hel/ishuri mas |B ock 3
pX
2.52.13.61 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to mil ui maka.idf.il/994-83 Bl ock 2
31.154.2.250 |Israel 147. 237. 0. 120 |nil vi maka. i of . i {2ULNOr i zéd URL Access to Bock |2
wwv mi | ui maka. i df . i1/resource/ userfol | ow esour ce/ creat e/
192. 118. 78. 201 |l srael 147.237.0. 120 |mluimaka.idf.i|Lhaut hori zed URL Access to miluimaka.idf.il/login B ock 2
149. 78. 48. 122 |l srael 147.237.0. 120 |m ! ui maka. i df. i |Uhknown Paranet er PageNumin waw m | ui maka.idf.il/994-he/ m | ui maspx B ock 2
169. 229. 3. 91 Lhited Sates|147.237.0. 120|mluimaka. idf.illllegal Byte Gode Character in Mt hod B ock 1
81.218.241.25 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Par anet er wb48617274 in wawv ml ui maka.idf.il/ Bl ock 1
) L . . . {Uhknown Paraneter & in
70.839.157.196 |United Sates|147. 237. 0. 120|ml uimaka. i df .| wwv il ui maka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock !
Lhi ted - . . - {Uhaut hori zed URL Access to
213.254. 241 4 i ngdom 147237 0- 120)miuimaka- 1ol [,y vy | i moaka i . i 1/894- he/ i | to: moked i ui @i 1. i . | Hock I
A . - JUhaut hori zed URL Access to
66.249. 73. 219 |l srael 147.237.0. 120 |m| ui maka. i df . i vw il Ui maka, i df i |/t el at es/ gener al / vawx behat sdaa. ar g, i | B ock 1
L . - JURL is Above Root Directory
185. 89. 217. 228 147.237.0. 120 |mluimaka. i df . i wiw i | Ui maka, i df il /.. /i mages/ shar ed/ hp/ hp_ i con. png Bl ock 1
93.113.125.12 |Ronani a 147.237.0. 120 |mluimaka.idf.i|Abnornal |y Long Request URL B ock 1
79.181. 218. 245 |l srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to nil uimaka.idf.il/mewpassword/firstlogin B ock 1
Lhi ted o . . . JDstributed Uhknown Paraneter on
213.254. 241.7 Ki ngdom 147.237.0. 120 | uimaka. i df .1 wan mil ui maka. i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bl ock !
Uhknown Paraneter fileld in
66.249.78.191 |l srael 147.237.0. 120 |ml ui maka. i df. i lvww m | ui maka. i df.i1/consol e/ core/ doc_ngr/ i brary/ manage/ r esour ce/ getfil econtent |B ock 1
. hh. asp
46.19. 85. 160 | srael 147.237.0. 120 |ml ui maka.i df . i |Unknown HTTP Request Met hod pgcd3n45 in URL B ock 1
209. 126. 230. 71 |Lhited Sates|147.237.0. 120 |ml uimaka.i df . i |lhaut hori zed URL Access to / Bl ock 1
176.13.0.91 | srael 147.237.0. 120 |ml uimaka.idf .i|Uhaut hori zed URL Access to waww m | ui maka.idf.il/1422-nhe/ m | ui m aspx B ock 1
81.218.241.25 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Lhknown Par anet er wb48617274 in v m | ui maka.idf.il/scriptresource. axd B ock 1
: o .« - {Uhknown Paraneter & in
70.39.157. 197 |United Sates|147. 237. 0. 120l uimaka i df. 1} ) ') i moaka, i df i 1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
Lhi ted L . . . {Uhknown Paraneter & in
213.254. 241. 4 Ki ngdom 147.237.0. 120 | umaka. i df .1 wwv il ui maka. i df.i|/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
66. 249. 73. 219 |lsrael 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed URL Access to waw miluimaka.idf.il/tenpl at es/ news/ news. aspx B ock 1
Unhaut hori zed URL Access to
79.182.19. 27 I srael 147.237.0. 120 |mluimaka. i df.ijww m | uimaka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishurimas |B ock 1
px
) o . . . JDstributed Uhknown Paraneter on
70.39.157. 195 |Uhited Sates|147. 237. 0. 120|ml uimaka. i df .| wan mil ui maka. i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bl ock !
54. 254. 229. 98 |9 ngapor e 147.237.0. 120 |ml uimaka. i df . i |Unhaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
212.179.21. 194 |l srael 147.237.0. 120 |mluimaka.idf .i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/994-8344-he B ock 1
178. 216. 200. 48 |Pol and 147.237.0. 120 |ml ui maka.i df. i |Uhaut hori zed URL Access to testp3. pospr.waw pl / t est proxy. php B ock 1
82.166. 253. 36 |lsrael 147.237.0. 120 |mlui maka.idf.i|PHP Attenpt B ock 1
) L .« . JDOstributed Uhknown Paraneter on
70.39.157. 198 |Uhited Sates|147. 237. 0. 120|ml uimaka i df .| wn mil ui maka. i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bl ock !
Lhi ted A .. - JDstributed Uhknown Paraneter on
213.254.241.6 Ki ngdom 147.237.0. 120! uimaka. i df . i v il ui maka. i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bt ock !
66. 249. 75. 204 |1 srael 147. 237. 0. 120 |ni ui maka i df . i "U:i:t hori zed URL Access to waww m | ui maka.idf.il/s8009654/ desktop/ Xn1" [ITViN B ock 1
1
46. 19. 85. 146 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to www mil ui maka.idf.il/1316-he/ nm| ui maspx. B ock 1
199. 16. 156. 124 |Lhited Sates|147. 237. 0. 120 |nil uimaka. i df . i [Unknown Paraneter platformin ww nilui maka.idf.il/894-he/ ml ui maspx B ock 1
149, 78. 48.122 |1 srael 147237 0. 120 nil vi maka.i df . i Lhkno_V\n 'Par amat.er c_tl 00$Cont er_1t PI. acetbl der 1$ucNewsCont r ol $t xt Search in B ock 1
wan i | ui maka. i df . i | /994- he/ mi | ui maspx
L . . . {Whaut hori zed URL Access to
81.218.241.25 |lsrael 147.237.0.120 |mluimaka. i df . i waw i | Ui maka. i df . i | /i nages/ shar ed hp/ banner_pat h. gi f B ock 1
: o . . . {Uhaut hori zed URL Access to
70.39.157.196 |lhited Sates|147.237.0.120|mluimaka.idf.i wan i | ui maka. i df . i |/ 894- he/ i | t o moked il ui @i | i df i | Bl ock 1
Lhi ted L . . {0 stributed Uhknown Paraneter on
213.254. 241. 4 Ki ngdom 147.237.0. 120 | uimaka. i df .1 v mi |l uimaka. i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bl ock !
Unhaut hori zed URL Access to
66. 249. 73. 219 |lsrael 147.237.0. 120 |ml ui maka. i df . i lwwn mi | ui maka. i df . i1/s8009654/ appdat a/ | ocal / m cr osof t / wi ndows/ t enpor ary B ock 1
internet files/content.outlook/aclertwo/ hachvana. nod. gov. i |
185. 82. 200. 91 147.237.0. 120 |ml ui maka. i df.i |Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1
82.166. 253. 36 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/xnirpc. php B ock 1
) L . . - {Uhaut hori zed URL Access to
70.39.157.199 |lhited Sates|147.237.0.120|mluimaka.idf.i waw i | Ui m aka, i df . i | /894- he/ mai | t o: moked i | ui @i | i df i | B ock 1
Lhi ted A . - JOstributed Whauthorized URL Access on
213.254. 2417 |y ngdom _|147- 237 0- 120 miurmaka. 1ol i,ouy vi | i moaka i of. i 1/894- he/ i | to: oked_ni ui @i | . i . | Bock |t
L . . - {Uhaut hori zed URL Access to
66. 249. 75. 204 |l srael 147.237.0. 120 |mluimaka. i df . i Wi i | ui maaka, i of . i |/t enpl at es/ gener al / w behat sdaa. org, i | B ock 1
46.19. 85. 160 | srael 147.237.0.120 |mluimaka.idf.i|Mal formed URL B ock 1
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