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Top Attackers

66. 249. 93. 215, Lhited Sates
169.229.3.91, Lhited Sates
70.39.186.101, Satellite Provider
50.93.198. 132, Lhited Sates
81. 218. 56. 245, |srael

109. 65. 133. 31, |srael

194. 114. 146. 227, |srael

212.179. 64. 162, |srael
82.166.247. 2, |srael

149. 78. 114. 10, |srael




03-14-2016 to 03-15-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |9 gnature |Device Action  |CP1ocation. Locati on

81.218. 56. 245 I srael 147.237.0.120 |mluimakaidf.il |Bock Udp Al Nets drop BRL- | srael 3
109. 65. 133. 31 | srael 147.237.0.120 mluimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 3
212.179. 64. 162 | srael 147.237.0. 120 mluimaka.idf.il ock Wdp Al _Nets drop BBL- | srael 3
70. 39. 186. 101 Satellite Provider |147.237.0.120 mluimaka.idf.il JLMPurple Gon Linmt Htp drop Net V- London 3
70. 39. 186. 101 Satellite Provider |147.237.0.120 mluimaka.idf.il JLM Under _Attack_Con Htp drop Net V- London 2
81.218. 56. 125 | srael 147.237.0.120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 1




03-14-2016 to 03-15-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address \S te | Devi ce Action
82.193. 127. 15 krai ne 147.237.0. 120 mluimaka.idf.il Cl000074: HITP. maj estic bot B ock 2




03-14-2016 to 03-15-2016

|Top Attackers In |D|

Attacker Address
66. 249. 93. 215

| Attacker Geo
Lhited Sates

| Target Address
147.237.0. 120

|Ste
| ui maka. i df.

|9 gnature
ET SCAN NVAP -sA (2)

|Count

94.102. 48. 194

Net her | ands

147.237.0.120

| ui maka. i df .

ET SCAN NVAP -sS wi ndow 1024

184. 80. 10. 136

Lhited Sates

147.237.0.120

| ui maka. i df .

ET SCAN NVAP -sS w ndow 3072

184. 80. 10. 136

Lhited Sates

147.237.0.120

m | ui maka. i df .

ET SCAN NVAP -sS wi ndow 1024

208. 116. 37. 210

Lhited Sates

147.237.0. 120

mi | ui maka. i df.

ET SCAN Potential SSH Scan
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03-14-2016 to 03-15-2016

|Top Attackers In FW |

Devi ce

‘Attacker G0 |Target Address |Ste Sgnature } ‘Count
Action
70. 39. 186. 101 ;alos: Id;e 147.237.0. 120 |ml ui maka.i df.i {SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 3725
70.39. 186 101 |telite 147.237. 0. 120 |nil uimaka.i df . i {Bad TCP sequence SINHAK retransmt with di fferent monitor  |3725
P ovi der w ndow scal e

46.19.86.148 |Israel 147. 237. 0. 120 |l ui maka. i df .i (7 €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 2313
Ret r ansni ssi on dr opped.

109. 65. 190. 142 |1 srael 147. 237. 0. 120 |nil vi maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansn ssi on dr opped.

31.168. 83. 233 |Israel 147. 237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

79.179.193.60 |Israel 147. 237. 0. 120 |nil ui maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansn ssi on dr opped.

46.19.86.215 |Israel 147. 237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

66.249.93.209 |lhited Sates |[147.237.0.120|mluimaka.idf.ildrop dr op 1855

195. 200. 205. 34 |1 srael 147. 237. 0. 120 |nil vi maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet g 1764
Ret r ansni ssi on dr opped.

87.71.13.59  |israel 147.237. 0. 120 |l vi maka i df .i (2 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1512
Ret r ansni ssi on dr opped.

79.178.57. 167 |Israel 147.237. 0. 120 | il ui maka. i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 468
Ret r ansni ssi on dr opped.

79.183.206.78 |Israel 147.237. 0. 120 |l vi maka i df .i (2 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 378
Ret r ansni ssi on dr opped.

66. 249. 93.209 |lLhited Sates |[147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 349

66.249. 93. 209 [Lhited Sates |147.237.0.120|mlui maka.idf.ilBad TCP sequence Inval id ACK nunber noni t or 349

2.52.157.117 |israel 147.237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 324
Ret r ansni ssi on dr opped.

2.54.61. 64 I st ael 147.237. 0. 120 |nil ui maka. i df .i (X €2M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansn ssi on dr opped.

185. 24. 206. 56 |l srael 147.237.0. 120 |ml ui maka.i df.i {SYN At t ack SYN -> SYN-ACK -> RST rej ect 250

66.249. 93. 215 |lhited Sates |[147.237.0.120|mluimaka.idf.ildrop drop 238

2.52.14. 85 | srael 147.237.0. 120 |m| ui maka.idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 236

46.19.86.153 |Israel 147.237. 0. 120 |nil ui maka. i df .i (X €2M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 225
Ret r ansn ssi on dr opped.

46.19.86.86  |Israel 147. 237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 216
Ret r ansni ssi on dr opped.

46.19.86.254 |israel 147.237. 0. 120 |nil vi maka. i df .i (X €2MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 198
Ret r ansn ssi on dr opped.

93. 94. 40. 14 | srael 147.237.0. 120 |ml ui maka.i df.i {SYN At t ack SYN -> SYN-ACK -> RST rej ect 196

66.249.93.212 |lhited Sates |[147.237.0.120|mluimaka.idf.ildrop drop 163

2.54. 4. 252 I'srael 147.237. 0. 120 |l vi maka i df .i (X €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 162
Ret ransni ssi on dr opped.

79. 180. 163. 168 |I srael 147.237. 0. 120 | il ui maka. i df .i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 153
Ret r ansni ssi on dr opped.

79.181.30. 118 |Israel 147.237. 0. 120 |l vi maka i df .i (X €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret ransni ssi on dr opped.

5.28.167.105 |Israel 147. 237. 0. 120 | il ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2.52.190.119 |Israel 147.237. 0. 120 |l vi maka i df .i (X €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret ransni ssi on dr opped.

37.26.146.188 |lsrael 147.237.0. 120 |ml uimaka. i df.i |ISYN At tack SYN -> SYN- ACK -> RST rej ect 144

79.182.25.35 |israel 147. 237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2.55.17.78 I srael 147. 237. 0. 120 |nil ui maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansn ssi on dr opped.

109. 65. 15. 224 |1 srael 147. 237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

94. 159, 150. 139 | srael 147.237. 0. 120 |nil ui maka i df .i (X €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansn ssi on dr opped.

109. 64. 187. 116 | srael 147. 237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

62.219. 209. 92 |lIsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 144

2.54.18.214  |israel 147.237. 0. 120 | il ui maka i df .i (2 €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 117
Ret r ansni ssi on dr opped.

46.19.86.58  |Israel 147.237. 0. 120 |l vi maka i df .i (2 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 117
Ret r ansni ssi on dr opped.

46.19.86.180 |Israel 147.237. 0. 120 | il ui maka. i df .i (2 €2M N9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 117
Ret r ansni ssi on dr opped.

2.52.14.85 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 112

2.52.14. 85 | srael 147.237.0. 120 |ml ui maka.i df.i |Bad TCP sequence Inval id ACK nunber alert 112

2.52.14. 85 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 112

37.26.149.172 [Israel 147.237. 0. 120 |nil uimaka.i df . i {Bad TCP sequence SINHAK retransmt with di fferent monitor  |100

W ndow scal e

37.26.147. 204 |l srael 147.237.0. 120 |ml ui maka.i df.i {SYN At t ack SYN -> SYN-ACK -> RST rej ect 100

2.52.44.32 | srael 147.237.0. 120 |m| ui maka.idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 100

66.249.93.212 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 94

66.249.93.212 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 94

212.29.210. 131 |l srael 147.237.0. 120 |ml uimaka. i df.i |ISYN At tack SYN -> SYN- ACK -> RST rej ect 91

2.52.157.87  |israel 147.237. 0. 120 |l ui maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 90
Ret r ansni ssi on dr opped.

62. 219. 115. 209 |I sr ael 147.237. 0. 120 |nil ui maka i df .i (X €2M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 90
Ret r ansn ssi on dr opped.




03-14-2016 to 03-15-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |Ste Sgnature } Count
Ceo Action
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in waw mil uimaka.idf.il/scriptresource. axd B ock 2
Unaut hori zed URL Access to
82.166. 247. 2 | srael 147.237.0. 120 |ml ui maka. i df.i|vww m | ui maka.idf.il/tenpl ates/general /ww i shuri maka.idf.il/1044-he/ishuri ma |B ock 2
Spx
Lhi ted L s
50. 93. 198. 132 Sates 147.237.0.120 |mluimaka. i df.i|PHP Attenpt B ock 2
149. 78.114. 10 | srael 147.237.0. 120 |mlui maka.idf.i|PHP Attenpt B ock 1
L . . . {Uhaut hori zed URL Access to
84. 108. 145. 78 | srael 147.237.0.120 |mluimaka.idf.i v il ui maka i df i 1/ resour cel userf ol | ow esour ce/ cr eat e/ B ock 1
Lhi ted L . . . {Uhaut hori zed URL Access to
50. 93. 198. 132 Sates 147.237.0.120|ml uimaka. i df. wane m | ui maka. i df . i | /894-he/ mi | ui maspx/ xnirpc. php Bl ock !
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df.i|Lhaut hori zed URL Access to wwn il uimaka.idf.il/sip storage/files/5/ 1935. gi f B ock 1
169. 229.3.91 LSthlatt:sd 147.237.0.120 |mluimaka.idf.i|Abnormal | y Long Request request version B ock 1
94. 230. 95. 82 | srael 147.237.0. 120 |m| ui maka. i df . i |PHP At tenpt B ock 1
L .. - JURL is Above Root Directory
66.249.93.209 |lsrael 147.237.0. 120 |l uimaka. i df . i vww k| ui maka. i F.i17../. /1 mages/ shared/ hpf nav_bg. png B ock 1
Lhited A . . . {Unknown HTTP Request Method [[#6]] in URL i[[#25]] xwxt
169. 229.3.91 147.237.0.120 |mluimaka.idf.i S B ock 1
Sates [[#18] ] [[#14]]1 3 [#12] ] §z"[[#30) 1 [ [ #14[[]1]#120]] 7l zDZ,
149. 78.114. 10 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/xnrpc. php B ock 1
87.69.158. 111 |lIsrael 147.237.0. 120! uimaka.idf.i |PHP Attenpt B ock 1
A . . . {Uhaut hori zed URL Access to
66.249.73. 219 I srael 147.237.0. 120 | umaka. i df .| wan i | ui maka. i df.il/tenpl at es/ shared/ user cont r ol s/ navnenu/ undef i ned Bl ock !
169. 229.3.91 g];::: 147.237.0.120|mluimaka.idf.i|l11egal Byte Gode Character in Mthod [[#6] ] B ock 1
94. 230. 95. 82 | srael 147.237.0. 120 |ml ui maka. i df.i|lhaut hori zed URL Access to waw il ui maka.idf.il/xnirpc. php B ock 1
81. 218. 241. 26 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wb48617274 in wanv mlui maka.idf.il/ B ock 1
50. 93. 198. 132 g‘;tt:: 147.237.0. 120 |m| ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 50. 93. 198. 132 B ock 1
185. 89, 217. 234 147.237. 0. 120 [nil ui maka i of . [ 1S Above Foot Drectory . Bl ock 1
wan il ui maka. i df.il /.. /i mages/ shared/ hp/ hp i con. png
157. 55. 39. 117 g‘;tt:: 147.237.0. 120 |m| ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 117 B ock 1
87.69. 158. 111 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/xnirpc. php B ock 1
66. 249. 73. 235 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed UR. Access to waw nil uimaka.idf.il/tenpl ates/ general / general . aspx |B ock 1
199. 16. 156. 125 gﬁ;ttg: 147.237.0. 120 |ml ui maka. i df . i jUhknown Paraneter platformin waw mlui maka.idf.il/894-he/ ml ui maspx B ock 1
Lhited - .. {lllegal Byte Qode Character in URL 3 [#25] ] Nex[ [ #18[[]1]#14]13[[#12]103#["z8]]11
169. 229. 3. 91 Sates 147.237.0. 120 |l uimaka. i df . i [[#14)][[#12]] 0 | 70 B ock 1
141. 212.122. 64 gﬁ;ttg: 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to /X B ock 1
L . . . {Uhaut hori zed URL Access to
188. 120. 148. 122|I srael 147.237.0. 120 |ml uimaka. i df . i v i | Ui maka. i df i1/ resour cel userf ol | ow esour ce/ cr eat ef B ock 1
157. 55. 39. 117 gﬁ;ttg: 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to waww mi | ui maka. i df.il/headerupper/ B ock 1
94.185. 83.100 |Sweden 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed URL Access to test p4. pospr.waw pl / t est pr oxy. php B ock 1
66.249.73.235 I srael 147.237. 0. 120 |nil ui maka i of . [ 13U NOr 1 2ed URL Access to Bl ock 1
waw m | ui maka. i df.il/tenpl at es/ homepage/ honepage. aspx
Lhi ted L .. JURL is Above Root Directory
204.12.251. 37 Sates 147.237.0. 120! ui maka. i df .| v il ui maka. i df.il/../shared/ usercontrol s/footer/1230- he/ mi| ui maspx Bl ock !
169. 229. 3. 91 ;“;tteeg 147. 237.0. 120 |nil ui maka. i of . Qf%;’med R AL [#25] 1 en( [ 18] [11#14] 1 3 [ #1211 03# [" 28] T [ [ 41 1 [[ 214 ] o*: Bl ock 1

03-14-2016 to 03-15-2016



