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03-13-2016 to 03-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |9 gnature | Devi ce Action |CP | ocati on. Locat i on

31.168. 133. 226 | srael 147.237.0.120 nluimaka.idf.il B ock Wp Al Nets drop BB.- | srael 3
81. 218. 206. 82 | srael 147.237.0. 120 nluimaka.idf.il Bl ock Up Al Nets drop BBL- | srael 3
134. 147. 203. 115 Cer many 147.237.0.120 mluimaka. idf.il B ock Np Al _Net drop Net V- London 2
185. 56. 28. 67 Net her | ands 147.237.0. 120 mluimaka.idf.il B ock Np Al _Net drop Net V- London 1




03-13-2016 to 03-14-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address \Ste |Sgna1ure |Davi ce Action |Oount |
69. 30. 201. 98 Lhited Sates 147.237.0. 120 | uimaka.idf.il C1000074: HTTP. naj estic bot Bl ock 2
89. 163. 148. 58 Ger many 147.237.0. 120 m | uimaka.idf.il C1000074: HTTP. naj estic bot B ock 2
144.76.12. 75 Ger many 147.237.0. 120 mluimaka.idf.il CL000074: HITP. maj estic bot B ock 2




03-13-2016 to 03-14-2016

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
66. 249. 93. 212 Lhited Sates [147.237.0.120 |mluimaka.idf.il |ET SCAN NVAP -sA (2) 4
23.252.161. 191 Lhited Sates |147.237.0.120 |mluimaka idf.il |ET SCAN Potential SSH Scan 1
137.226. 113. 7 Ger nany 147.237.0.120 |mluimaka.idf.il |ET SCAN Suspici ous User-Agent (ontai ning Véb Scan/er, Likely V¢b Scanner 1
178. 63. 11. 208 Ger many 147.237.0.120 |mluimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218.57.11.7 Chi na 147.237.0.120 |[mluimaka. idf.il |ET SCAN Potential SSH Scan 1
46.19. 86. 220 | srael 147.237.0.120 |mluimaka.idf.il |ET SCAN NVAP -sA (2) 1
119. 139. 65. 64 Chi na 147.237.0.120 |miluimaka.idf.il |ET SCAN Potential SSH Scan 1
165. 255. 73. 89 147.237.0.120 |mluimaka.idf.il |ET SCAN Potential SSH Scan 1
207.191. 225. 83 Lhited Sates |147.237.0.120 |mluimaka idf.il |ET SCAN Potential SSH Scan 1
218. 81. 20. 83 Chi na 147.237.0.120 |mluimaka.idf.il |ET SCAN Potential SSH Scan 1




03-13-2016 to 03-14-2016

|Top Attackers In FW |

A tacker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count
62. 219. 131. 154 |I srael 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
79.177.11. 244 |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.
212.68.136.74 |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
87.71.71.157 |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2025
Ret ransni ssi on dr opped.
87.71.13.59  |israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 1008
Ret r ansni ssi on dr opped.
79.183.206. 78 |l srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 720
Ret ransni ssi on dr opped.
2.54.17. 89 I srael 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 450
Ret r ansni ssi on dr opped.
2.54.50.7 I srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 432
Ret ransni ssi on dr opped.
100. 65. 15. 224 | srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 432
Ret r ansni ssi on dr opped.
109. 66.2.103 |l srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 432
Ret ransni ssi on dr opped.
37.26.146. 164 |lsrael 147.237.0. 120 |nil uimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 289
79.181.30.118 | srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 288
Ret r ansni ssi on dr opped.
46. 19. 85. 56 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 256
79.182. 26. 227 |Israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.
79.182. 173. 160 i srael 147.237. 0. 120 il ui maka. i of i (" €3MN9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet |, 225
Ret ransni ssi on dr opped.
66. 249. 93. 209 ;h;tt:: 147.237. 0. 120 |ml ui maka. i df . i |dr op drop 221
2.54.254.131 |israel 147.237. 0. 120 il ui maka. i of .i (" €M N9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 216
Ret ransni ssi on dr opped.
212.76.113. 135 |l srael 147.237.0. 120 |m! ui maka. i df . i |drop SAMrul e drop 194
2.53.11.213  |israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 189
Ret r ansni ssi on dr opped.
46.19.86.100 |Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 180
Ret ransni ssi on dr opped.
82.80.30.245 |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
5.28.171.254 [ srael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
37.26.147. 137 |lsrael 147.237.0. 120 |nil uimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 144
79.178.57.167 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
109. 66.13.99  |Israel 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Engi ne: TCP Inval i d Invalid segrent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
2.52.144.91  |israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79. 180. 163. 168 |l srael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
149, 78. 200. 151 |1 srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
87.70.65.102 |Israel 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segent retransmssion. Packet drop 117
Ret r ansn ssi on dr opped.
46.19. 86. 94 I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 117
Ret r ansni ssi on dr opped.
46.19.86.254 [Israel 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 117
Ret r ansn ssi on dr opped.
66. 249. 93. 212 ;h;ttee: 147.237.0. 120 |ml ui maka. i df . i |drop drop 117
46.19.86.106 [l srael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 117
Ret r ansn ssi on dr opped.
192. 115.90. 82 |l srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> Ti meout rej ect 101
- C e SYNFACK retransmit with different .
192. 115.90. 82 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence . noni t or 100
w ndow scal e
2.52.35.158 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100
37.26.146. 164 |lsrael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN - > SYN ACK -> Ti neout rej ect 100
37.26.148. 212 |lsrael 147.237.0. 120 |nl uimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 100
109. 67. 61. 127 |Israel 147.237.0. 120 |ml ui maka. i df.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 100
37.26.146. 164 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 100
37.26.146. 164 | srael 147.237.0. 120 il uimaka.i df . i {Bad TCP sequence SINHAK retransmt with di fferent roni t or 100
wi ndow scal e
79. 180. 24. 126 |l srael 147.237.0. 120 |nl uimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 100
37.26.146. 164 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 100
79.183.197. 155 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100
46.19.86.211 |Israel 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 99
Ret r ansn ssi on dr opped.
212.143. 40.28 |l srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence . AKretransmt wth different noni t or 98
w ndow scal e
79.180.131.9 | srael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 90
Ret r ansn ssi on dr opped.
46.19. 85. 79 | srael 147. 237. 0. 120 |ni ui maka.i of . i S rean ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
66. 249. 93. 215 ;q;::: 147.237. 0. 120 |ml ui maka. i df .i|drop drop 89
46.19.86.161 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 81
Ret r ansni ssi on dr opped.




03-13-2016 to 03-14-2016

|Top Attackers In V\AF|

‘ Attacker Geo

Target Address |Ste

dgnature

79.182.177. 127 |l srael 147.237.0. 120 |mluimaka. i df .i|Uhaut hori zed UR. Access to nilui maka.idf.il/nai n/ hone/ def aul t. aspx Bl ock 4
5.102. 220.137 |Israel 147.237. 0. 120 [ril ui maka i o [8ULNOr 1 zed URL Access to Bock |3
viwy il | ui maka. i df . i | /resource/ userfol | ow esour ce/ cr eat e/
37.142.64. 50 | srael 147.237.0. 120l uimaka.idf.i |PHP Attenpt B ock 3
37.142. 64. 50 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/xnrpc. php Bl ock 3
212.199. 34. 114 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw nil ui maka.idf.il/1209-he/ nil ui maspx/ Bl ock 2
212.143.90. 173 |l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in wwwv mlui maka.idf.il/scriptresource. axd Bl ock 1
- . . . JURL is Above Root Drectory o
185. 89. 217. 228 147.237.0. 120 |m| ui maka. i df . i wwe i | ui maka. i of i 1/. /i nages/ shar ed/ hyy hp i con. png ock 1
) - . . - {Uhaut hori zed URL Access to
207.46.13. 87 United Sates|147. 237. 0. 120|ml uimaka i df .| vwwv mi | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
- . - JUnaut hori zed URL Access to o
91.108.88. 152 |Cer nany 147.237.0. 120! uimaka. i df .| wan mil ui maka. i df . i |/ shar ed/ user cont r ol s/ header upper / ock !
L .. - JURL is Above RPoot Drectory
185.89. 217. 229 147.237.0. 120 | umaka. i df .1 wwe mi | uimaka.idf.il/../inages/shared/ hp/ hp i con. png Bl ock !
81.218.56.171 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to wwwu il uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
o . . . {Uhaut hori zed URL Access to
212.76.120. 127 |l srael 147.237.0. 120 |ml uimaka.idf.i W il Ui maka. i df i 1/ resour cel userf ol | ow esour ce/ cr eat e/ B ock 1
137.226. 113. 7 |Ger nany 147.237.0. 120 |ml uimaka. i df . i |Unhaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
Wi ted Unaut hori zed URL Access to
194. 9. 252. 237 ) 147.237.0. 120 |ml ui maka. i df . i jwaw m | ui maka. i df . i |/s8009654/ appdat a/ | ocal / m crosof t/ wi ndows/ t enpor ary ock 1
Ki ngdom . . ;
internet files/content.outl ook/aclertwo/ hachvana. nod. gov. i |
81.218.56.171 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in wwwwv mlui maka.idf.il/scriptresource. axd Bl ock 1
212.143.90. 173 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to www il uimaka.idf.il/sip storage/files/5/1935. gi f Bl ock 1
149 78. 48.122 |1 srael 147 237 0. 120 nil vi maka.i . i Lhkno_V\n _Par amat_er c_tI 00$Cont er_1t P‘. acetbl der 1$ucNewsCont r ol $t xt Search in ock 1
wn mi | ui maka. i df . i | /994- he/ mi | ui maspx
66. 249. 93. 212 |lsrael 147.237.0.120|mluimaka.idf.i|Ostributed UR. is Above Root Drectory Bl ock 1
199. 16. 156. 126 |Lhited Sates|147. 237. 0. 120 |nil ui maka. i df. i JUnknown Paraneter platformin wu ml ui maka.idf.il/894-he/ ml ui maspx Bl ock 1
89. 138. 111. 223 |l srael 147.237.0. 120 |mluimaka. i df .i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/mai n/ sachar Bl ock 1
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