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03-12-2016 to 03-13-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
58. 176. 240. 120 Hong Kong 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop Net V- London 1
74.82.47. 61 Lhited Sates 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop Net V- London 1
178. 151. 9. 244 Lkrai ne 147.237.0.120 mluimaka.idf.il Bl ock_Wp Al _Nets drop Net V- London 1
184. 105. 139. 68 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock Np Al _Net drop Net V- London 1
204. 42. 253. 132 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock_Udp Al _Nets drop Net V- London 1




03-12-2016 to 03-13-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo \Target Address |Ste |Sgna1ure |Devi ce Action \Ooum |
151. 80. 31. 124 Italy 147.237.0. 120 mluimaka.idf.il Cl000146: HITP. AhrefBot craw er B ock 1
188. 165. 15. 223 France 147.237.0.120 mluimaka.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1




|Top Attackers In |D|

03-12-2016 to 03-13-2016

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
199. 101. 186. 238 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -f -sS 1
199. 101. 186. 238 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 113 Lkrai ne 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 3.9. 122 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 238 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
218.57.11.7 Chi na 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 Net her | ands 147.237.0. 120 nmluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1




03-12-2016 to 03-13-2016

|Top Attackers In FW |

A tacker

Attacker Address Sgnature

‘Tar get Address|Ste

Ceo

79.180. 171. 105 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2313
Ret r ansni ssi on dr opped.

2.54.3. 111 I'sr ael 147.237. 0. 120 il vi maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 2304
Ret r ansn ssi on dr opped.

79.177.11. 244  |israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

2.54.41. 29 I'sr ael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 2034
Ret r ansn ssi on dr opped.

2.54.50.7 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 1008
Ret r ansni ssi on dr opped.

79.181.30.118 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 936
Ret r ansn ssi on dr opped.

109. 65. 15. 224 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 792
Ret r ansni ssi on dr opped.

79.178.57.167 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 648
Ret r ansn ssi on dr opped.

109. 64. 187. 116 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 576
Ret r ansni ssi on dr opped.

79.183.51.131 |israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 504
Ret r ansn ssi on dr opped.

2.54.254.131  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

79.177.99.251 | srael 147.237. 0. 120 |nil uimaka. i of . i |Bad TCP sequence SINHAK retransmt with di fferent monitor  |253

w ndow scal e

79.177.99. 251 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 253

79.179. 131. 27 I srael 147.237.0. 120 |ml uimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 181

2.54.178.192 I 'srael 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 180
Ret ransni ssi on dr opped.

87.71. 49. 56 | st ael 147. 237 0. 120 il vi maka.i df . i Sreannng Et:lgl ne: TGP Invalid Invalid segnent retransnission. Packet drop 180
Ret r ansni ssi on dr opped.

117.222.116. 122|Indi a 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 170

79.177.216. 114 |israel 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

5.28.171.254  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

87.71.23.125  |israel 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

79.182.136.36 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

2.54.5. 159 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

185. 120. 125. 21 147. 237. 0. 120 it ui m akas i df . i Sreani ng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

87.71.13.59 | srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

84.109. 50. 139 I srael 147.237.0. 120 |ml uimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 137

2.52.60. 107 I srael 147.237.0. 120 |nml uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 100

79.178.242.210 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 81

79.177.133.151 |israel 147.237. 0. 120 il ui maka i df i [/ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 72
Ret r ansn ssi on dr opped.

46.19.86.124  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 72
Ret r ansni ssi on dr opped.

37.26.147. 158 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 64

204,12, 251. 37 |1 ted 147.237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence Sretransmt wth different wndow {000 63

Sates scal e

212.179.222.86 |lsrael 147.237.0. 120 |nl uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

46.120. 106. 210 |l srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 37

79.177.163. 107 | srael 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.

2 54.129. 2 | srael 147. 237. 0. 120 it ui m akas i df . i Sreani ng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 27
Ret r ansni ssi on dr opped.

37.142.118.230 |israel 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 27
Ret r ansn ssi on dr opped.

79.178. 187. 149 |l srael 147.237.0. 120 |ml uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

37.26. 146. 156 I srael 147.237.0. 120 |nl uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

46.120. 145. 128 |l srael 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 25

79.179. 9. 105 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

85.250.4.0 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 25

46. 19. 85. 92 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 25

31.168.91. 10 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 20

A o SYNtAK retransmit with different .
89.138.72.143 |lsrael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence . noni t or 16
wi ndow scal e

87.69. 35. 214 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 16

84. 229. 37. 95 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 16

93.173.113. 32 I srael 147.237.0. 120 |ml uimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

46.121. 103. 245 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber alert 16

89. 138.72.143 |lsrael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 16

149. 88. 92. 164 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 13




03-12-2016 to 03-13-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

Devi ce

Action

‘Count

wan mil ui maka. i df.il/tenplates/sendtof ri end/ sendtof ri end. aspx paraneter &

5.9.6.51 CGer many 147.237.0. 120 |mluimaka.idf.iIMil ti pl e Unaut hori zed URL Access fromb5. 9. 6. 51 B ock 2
: . . . JURL is Above Root Directory
204.12.251. 37 Uited Sates |147.237.0. 120 |m!uimaka.i df .| wwn il ui maka.idf.il/../shared/ usercontrol s/footer/1230- he/ mil ui maspx Bl ock 2
46. 19. 85. 100 | srael 147.237.0. 120 |m| ui maka. i df . i fLhaut hori zed URL Access to wwwu nill ui maka.idf.il/1459-he/ il ui maspx’ B ock 1
: L . . JUnknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates |147.237.0.120|mlui maka.idf. [[#22]]1" . €[ [ #16]] kzb) [ [ #11] ] - U8 [ #26]] Q¥ i n URL nn[#15]] e Bl ock 1
141.212.122. 160|lhited Sates |147.237.0. 120 |mlui maka.idf.i|Unaut hori zed URL Access to 147.237.0. 120/ B ock 1
66. 249. 64. 15 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed UR. Access to wwn mil ui maka.idf.il/nobil e/ B ock 1
Lhi ted L . . . IDstributed Uhknown Paraneter on
213.254.241.6 Ki ngdom 147.237.0. 120! urmaka. i df . wan mi | ui maka. i df.il/tenplates/sendtof ri end/ sendt of ri end. aspx paraneter & Bl ock !
169.229.3.91  |United Sates |147.237.0. 120 |l vimaka i f. i g;;ga] Byte (e Caracter in WL o [#15] e[ [#6]]1[#28] ] (VEL [ WTTAA T gy 1
’ L . . . IDstributed Uhknown Paraneter on
70.89.157.197  |Uhited Sates |147.237.0. 120 |mlui maka. i wan mi | ui maka. i df.il/tenpl ates/sendtof ri end/ sendt of ri end. aspx paraneter & Bl ock !
66.249.64.1  |Israel 147. 237. 0. 120 |ni| vi maka. i df . | S"3ULNOr i zed LRL Access to B ock 1
wan nil ui maka. i df.il/tenpl at es/ general / gener al . aspx
199. 16. 156. 124 |lhited Sates |147.237.0. 120 |nil ui maka.idf.i|Unknown Paraneter platformin ww nmlui maka.idf.il/894-he/ nml ui maspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.120|mluimaka.idf.ilAbnornal |y Long Request nethod B ock 1
} L . . JUhaut hori zed URL Access to
68. 180. 228. 58 Wited Sates 1147.237.0. 120l uimaka. i df. ww mi |l uimaka. i df.il/tenpl at es/ shared/ user cont r ol s/ header upper/ B ock !
Lhi ted L . . lUhaut hori zed URL Access to
213.254. 2417 |y ngdom |17 237-0- 120 miuimaka ich -1}, i) i m ake i o i 1/894- he/ mai 1 to: rmoked | i @i | i df . | H ock !
169. 229. 3. 91 Lhited Sates [147.237.0.120|mluimaka.idf.illllegal HITP \ersion ¥ [[#27]1S[[#3]][[#6]] Bl ock 1
79.183.104. 61 I srael 147.237.0. 120 |ml uimaka.i df.i |PHP Att enpt Bl ock 1
66.249.64.7  |Israel 147.237. 0. 120 |nil vi maka i of . (13U NOr T zed URL Access to Bl ock 1
wawv m | ui maka. idf.il/tenpl at es/ honepage/ honepage. aspx
169. 229. 3. 91 Lhited Sates [147.237.0.120|mluimaka.idf.illllegal Byte Gode Character in Header Nane B ock 1
} L . .JD stributed Uhaut horized URL Access on
70. 39. 157. 194 Lhited Sates |147.237.0.120|mluimaka.idf. ww i | Ui maka, i df . i |/894- he/ mai | t o: moked i | ui @i | i df i Bl ock 1
L . . lUhaut hori zed URL Access to
5.9.6.51 Ger many 147.237.0. 120! urmaka. i df . wan m | ui maka. i df . i |/ shared/ user control s/ header upper/ Bl ock !
169. 229. 3. 91 Lhited Sates [147.237.0. 120l uimaka. idf.i|Mlforned LR nr[#15]] e[ [#6]][[#28]]: ( YE[ [#3] el [#14] ] f Y® B ock 1
79.183. 104. 61 | srael 147.237.0. 120 |ml uimaka. i df . i f{Uhaut hori zed URL Access to waw il ui maka.idf.il/xmrpc. php B ock 1
66. 249. 64. 7 | srael 147.237.0. 120 |m| ui maka. i df . i {Lhaut hori zed URL Access to ww mil uimaka.idf.il/tenpl ates/ news/ news. aspx |B ock 1
Lhi ted L . . . JUhknown Paraneter & in
213.254. 241. 4 Ki ngdom 147.237.0. 120! urmaka. i df . wan mil ui maka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
] L . . .Jlllegal Byte Qode Character in Mthod
169. 229. 3. 91 Lhited Sates |147.237.0.120|mluimaka.idf. [[#22]11" . 6] [#16]] kzb) [ [#11]] - u[ [ #26] ] CUq Bl ock 1
70.39.157.195 |United Sates |147.237.0.120 |nil v maka i df. i St/'Puted Unknown Paraneter on Bl ock 1

03-12-2016 to 03-13-2016




