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03-11-2016 to 03-12-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 206. 82 | srael 147.237.0.120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
204. 42. 253. 2 Lhited Sates 147.237.0.120 | uimaka.idf.il B ock Np Al _Net drop Net V- London 2
58. 97. 74. 88 Thai | and 147.237.0.120 mluimaka.idf.il Bl ock_Wp Al _Nets drop Net V- London 1
66. 151. 55. 113 Lhited Sates 147.237.0.120 mluimaka.idf.il Bl ock_Wp Al _Nets drop Net V- London 1
66. 151. 55. 114 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock_Udp Al _Nets drop Net V- London 1
66.151. 55. 116 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock Wdp Al Nets dr op Net V- London 1
81. 218. 56. 125 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 1
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03-11-2016 to 03-12-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature |count |
66. 249. 93. 215 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sA (2) 26

2.50. 141. 152 Lhited Arab Emrates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -f -sS 1

2.50. 141. 152 Lhited Arab Emrates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1

89. 163. 146. 236 Ger many 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

185. 130. 5. 179 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1

2.50. 141. 152 Lhited Arab Bmrates 147.237.0.120 | uimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1

178. 63. 11. 208 Cer many 147.237.0. 120 nmluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Target Address |Ste Sgnature Action ‘Count

46.19. 86. 49 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

185.27.106.17 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.

212.143. 24.176 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

84.228.79.87  |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 2304
Ret r ansn ssi on dr opped.

109. 65. 15. 224 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 1656
Ret r ansni ssi on dr opped.

46. 19. 86. 84 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 1107
Ret r ansn ssi on dr opped.

79.181.30. 118 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 576
Ret r ansni ssi on dr opped.

79.178.57.167 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 576
Ret r ansn ssi on dr opped.

87.71.23.125  |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 459
Ret r ansni ssi on dr opped.

109. 67.56. 214 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 360
Ret r ansn ssi on dr opped.

79.183.129.98 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 324
Ret r ansni ssi on dr opped.

185. 120. 125. 21 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 324
Ret r ansn ssi on dr opped.

5.28.171.254  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

79.182.127.56 |Israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 234
Ret r ansn ssi on dr opped.

87.70.36.207  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 225
Ret r ansni ssi on dr opped.

2.54.54. 74 | srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.

2.54. 53, 189 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 216
Ret r ansni ssi on dr opped.

87.71.57.136  |Israel 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

31.168.86.38  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

109. 67. 154. 47 | srael 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

79.182.136.36 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

77.125.134.25 |israel 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

62.219.198. 6 I srael 147.237.0. 120 |ml uimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 132

84.228.44.206 |l srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 117
Ret r ansni ssi on dr opped.

109. 65. 164. 161 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 81

37. 26. 146. 245 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 81

189. 149. 39. 60 Mexi co 147.237.0. 120 |ml uimaka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 81

2 54.96. 125 | srael 147. 237. 0. 120 | ui m akas i df . i Sreani ng El_wgl ne: TGP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.

79.179. 164. 175 |Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

2.52.53.127 | srael 147.237.0.120|mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 70

79.182.246.27 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 64

37.26.148. 152 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 64

79.182.246.27 | srael 147.237.0. 120 |nil ui maka. i of . i {Bad TCP sequence SYNRACK retransmit wth different monitor |64

W ndow scal e

62.219.238.10 |israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 54
Ret r ansni ssi on dr opped.

2.52.53.127 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 50

2.52.53.127 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 50

2.52.53.127 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 50

2.52.162. 159 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

2.52.160. 251 | srael 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 49

109. 160. 142. 163|l srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

46. 19. 85. 160 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 48

2.52.53.127 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 41

79.181.194.40 |Israel 147.237. 0. 120 il ui maka. i df i 7 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

46.19. 85. 57 I'sr ael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.

79.177. 24. 153 I srael 147.237.0. 120 |ml uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 36

46.19. 85. 193 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

2.52.52.114 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 36

46.19. 85. 160 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36

2.52.53.127 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack rej ect 36

93.172.183.57 | srael 147.237. 0. 120 [nil ui maka. i df .i |Bad TGP sequence :’Zgge”ansm't W th different wi ndow moni t or 31
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37.142. 64. 50 | srael 147.237.0. 120 |ml uimaka.i df.i |PHP Att enpt B ock 4

37.142. 64. 50 | srael 147.237.0. 120 |ml uimaka. i df . i {Uhaut hori zed URL Access to waw il ui maka.idf.il/xnmrpc. php B ock 4

87.70.28. 124 | srael 147.237.0. 120 |m| ui maka. i df . i {Lhaut hori zed URL Access to waw mil uimaka.idf.il/xnirpc. php B ock 1

45. 55, 145. 47 147.237.0. 120 |m| ui maka. i df.i lUhaut hori zed URL Access to 147.237.0. 120/ ock 1

2.52.156. 206 | srael 147.237.0.120|mluimaka.idf.illllega Byte Gode Character in Header Nane Agzi p, deflate, sdch B ock 1
- . . . {Uhaut hori zed URL Access to

66.249.64. 1 I srael 147.237.0. 120 | urmaka. i df .| v il ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
Unaut hori zed URL Access to

2.54.29. 207 | srael 147.237.0. 120 |m | ui maka. i df.i bwan mil ui maka.idf.il/tenpl ates/general /wwy i shuri maka.idf.il/1044-he/ishurim |B ock 1

aspx

128. 232. 110. 28 z“;;gom 147. 237.0. 120 [mil ui maka. i df .i {Unaut hor i zed URL Access to 147. 237. 0. 120/ B ock 1

46. 19. 85. 44 | srael 147.237.0. 120 |mlui maka.idf.illllegal HITP \ersion B ock 1

2.52.156. 206 | srael 147.237.0. 120 |m| ui maka.idf.i IMal formed HTTP Header Line 6 B ock 1

79.180. 61. 143 |l srael 147.237.0. 120 |ml uimaka. i df . i llhaut hori zed URL Access to waw nil ui maka.idf.il/1459-he/ m| ui maspx’ Bl ock 1
) - . . IUhaut hori zed URL Access to

207.46.13. 87 United Sates |147.237.0. 120 |mluimaka. i df .| wwn mi | ui maka. i df .il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bt ock !

46. 19. 85. 44 | srael 147.237.0. 120 |mluimaka.idf.i|Mal fornmed URL he-il, he; g=0. 8, en- us; g=0. 6, en; q=0. 4 B ock 1

2.54.29. 207 | srael 147.237.0. 120 |m | ui maka.idf.i{Mil ti pl e Unaut hori zed URL Access from 2. 54. 29. 207 B ock 1

87.70.28.124 | srael 147.237.0. 120 |ml uimaka.i df.i |PHP Att enpt Bl ock 1

46. 19. 85. 44 | srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown HTTP Request Method : in URL he-il, he B ock 1

- . - {Unaut hori zed URL Access to o
2.54. 29. 207 | srael 147.237.0.120|ml uimaka. i df. ww il ui maka. i df.i|/tenpl at es/ general / wwy behat sdaa. org. i | ock !
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